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Abstract

Title  Cyber threats Intelligence challenges in the 21°" century : Policy guidelines for
developing the Army's Cyber Intelligence (CYBINT) operations.
Field Military

Name Major General Prasert Muadjienga Course NDC  Class 65

In this research study, the researcher has set 3 research objectives as
follows: Objective 1: to study the security environment; Especially cyber security and
cyber threats that affect security. Objective 2: to study the implementation pattern,
status, problems, and obstacles in intelligence operations, especially the Cyber
Intelligence of the Royal Thai Army at present, and the third objective is to suggest
guidelines for developing the Royal Thai Army's Cyber Intelligence operations. The
study can answer the objectives, they are summarized as follows.

The results of the study that answered the 1% research objective can be
concluded that the world is currently in an era of change where it is fast and
unpredictable. Globalization and technological advancement play a leading role in
everything. This leads to a wide range of factors affecting security. Non-State Actors or
groups will play a more influential role in the activities that affect the stability.
Assessment of threats that affect national security in the present found that security
issues that will affect Thailand include international politics, the expansion of the
influence and role of superpowers in Southeast Asia, the expansion of regional
international relations, territorial conflicts and the use of military force, the unrest
situation in the southern border provinces, transnational Threats, illegal Migration and
Post-COVID-19 Security. Directorate of Intelligence of The Royal Thai Army is the Army's
primary intelligence agency and therefore must be equipped to effectively deal with
all forms of threats. Especially land threats such as military threats from neighboring
countries, hybrid threats and transnational crime Including the insurgency in the
southern border provinces. The use of modern technology, especially Al technology,

will be a factor that will promote speedy, accurate, and timely intelligence operations.



The results of the study that answered the 2" research objective can be
concluded that in terms of problems/challenges in the use of technology by the Royal
Thai Army. The Royal Thai Army uses information technology systems in its operations.
It may be categorized into two types of implementations: a system developed by the
unit itself and systems obtained from outsourcing operators to operate. According to
the information on the past performance of the Royal Thai Army's intelligence there
are issues with using technology to support intelligence operations. The issues include
security, generation gap challenges, technology accuracy and precision challenges,
personnel technology competency issues, budget issues, and unit structure issues that
affect the speed of operations.

The results of the study that answered research objective No. 3 concluded
that the cyber intelligence operations of the Royal Thai Army must be improved in
order to be able to respond to the increasing cyber threats at present. By using an
aggressive strategy to develop the capabilities of the Army's intelligence units, including
the information capabilities of the Army subordinate units. There are similarities and
differences of cyber intelligence approach between Thailand and partnership countries.

Prototype development of cyber intelligence capabilities must be in line
with the Development Guidelines for the Royal Thai Army. Action must be taken in four
areas: force structure, combat readiness, combat sustainability, and modernization. To
achieve the goal of enhancing the capacity required by the Royal Thai Army,
consideration must be given to environmental factors that are both supportive and
constrained, such as timelines, budgets, regulations and policies, etc.

The results of the study have recommendations on Policies and Practices,
data management, development of Digital Capability for personnel and the use of data
to support military missions especially cyber intelligence. As for future research, the
findings from this study can be used as firsthand information for conducting other
military-related research studies, such as using BIG DATA and Al to enhance capabilities
of the Royal Thai Army's cyber intelligence in the area of planning, collection, analysis,
distribution of cyber intelligence and evaluating the effectiveness cyber intelligence
operations.
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2014 0.500 0.3333 | 0.5000 | 0.2500 0.5000 0.4118 7 15
2017 NA NA NA NA NA 0.684 7 20
2018 NA NA NA NA NA 0.796 7 35
2020* | 19.11 15.57 17.64 16.84 17.34 86.5 9 44

fi1n ¢ ITU Global Cybersecurity Index (GCI) 2014, 2017, 2018 waz 2020
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Development Level
Developing Country

Area(s) of Relative Strength
Legal Measures
Area(s) of Potential Growth

Technical Measures

Overall Legal Technical Organizational Capacity Cooperative
Score Measures __ Measures Measures Development _ Measures
86.50 19.11 15.57 17 .64 16.84 17 34
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111 : ITU Global Cybersecurity index 2020
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