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Abstract

Title Guidelines on the Development of the Open-Source Intelligence
(OSINT) in Support of Cybersecurity of the Royal Thai Army.

Field Military

Name Major General Nipat Lekchalard Course NDC Class 65

The Royal Thai Army (RTA), as the agency mainly responsible for national
security, has a major duty in preventing threats. At present, the procedures for collecting
information and any operations conceming intelligence and information still lack mutual
integration since the RTA does not have any established procedures to exchange information
and intelligence from the open source or Open-Source Intelligence (OSINT) in collaboration
with the government agencies, both domestic and abroad. Therefore, the objectives of this
research shall be as follows: 1. to study and analyze OSINT in determining cybersecurity
policy with the aim of actual practice and 2. to propose recommendations regarding the
guidelines on establishing the RTA’s cybersecurity of OSINT. The research has employed two
research methods: 1. document research and 2. qualitative research. According to the
results, the United States has the most concrete model of OSINT compared to other
countries. In contrast, Thailand has not set any clear OSINT framework. In addition, the OSINT
process is a part of the Intelligence Cycle and has similar procedures. Besides, the concept
of 3 major cybersecurity pillars, personnel, procedures and technology, must be considered.
This research has proposed guidelines on the development of OSINT, which consist of
1. policy recommendations by establishing the criteria for cyber competency assessment for
OSINT, which shall be divided into 5 levels, 2. strategic recommendations and 3. practical
recommendations. There are 4 development guidelines as follows: the first guideline is to
apply Pure OSINT, the second guideline is to apply Open Source, coupled with the purchase
of paid programs with Enterprise/Premium type, the third guideline is to apply Pure OSINT
with system development and the fourth guideline is to procure the Commercial Software.

Nonetheless, this shall also consider an awareness of operational security and cyber ethics.
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NATIONAL SECURITY NATIONAL SECURITY NATIONAL SECURITY
SECRETARIAT COUNCIL COUNCIL
(OFFICIALS) (MEETS WEEKLY)

LEAD MINISTERS &
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DEPARTMENTS

NSC 5U8 COMMITTEES [PM OR FOREIGN SEC

CHAIRED)
INTELLIGENCE ASSESSMENT AND

INTELLIGENCE ANALYSIS
EMERGING

NUCLEAR
POWERS .
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NATIONAL OVERSIGHT
(Cabinet Office Briefing
Room)

News Coordination Centre
- e
(NCC)

PAN LONDON OVERSIGHT
(Strategic Co-Ordination
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- Media Group

SILVER LOCAL OVERSIGHT
(TACTICAL) (Incident Scene)

BRONZE BRONZE BRONZE

(OPERATIONAL) (OPERATIONAL) (OPERATIONAL)
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« Data curation
«  Guarantee of data integrity
«  Guarantee of data rellability

=

|

— l' —
i Data collection

i OSINT tool . .
i| (OSINT process)

Processed data set
f P (Meaningful data)
i

General data

Requirements in aspect of collecting and storing data

Most OSINT tools did not consider the requirements
needed when accessing and using data

+ Anyone can acoess and use the data

ﬁ -
- Data Download

Anyone can access the OSINT tool storage,
which can pose a security threat

Service Provider
(OSINT tool storage)

Data Acce

Malicious User
| (Attacker)

Malicious user can obtain data and produce the following security threats

Data dissemination {Release / Misuse / Deletion)

Cybercrime
Data privacy breach ¥

(Mentioned in Figure 3)

N

Data forgery and alteration

‘17im: Yong-Woon Hwang, bobl.
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Attacker Perspective
of Information Flow

Comtinues  threat  intelligence  is Attacker selects target, researches o,
. performed to ensure secutity against Reconnalssance and attempss to Identify vulnerabilities

known  vulnerabilities and  threat In the target netwark

actors

Attacker  creates  remote  access
malware weapon, such as a virus or

Full systom recovery & performed

based upon assessed attack damages Weaponization

worm, tallored to one or moce
vulnersbilities
Identified vudnerabifities ware Attacker transmits weapon to target
remediated and sttack damages were Delivery (eg., via e-mail antachments, websites
assessed or USB drives)
Artifacts used for explostation are Malware weapon's program  code

analyred to  determine  which
vulnerability is explodted for the sttack

Forensic anabysis of network nodes

Exploitation

triggers, which acts on target network
10 exploit vulnerability

Malware weapon installs access paint

with suspicious traffic is performed for Installation
the identification of artifacts used for
exploltation

Notwork traffic analysis s performed
for idemtification suspicious traffic

{e-g., "backdoor®) usable by intruder

Malwaro enables intruder 1o have
"hands on the keyboard® persistent
SCCESS 10 13186t network

Command and Control

Attacker takes action 10 achieve thew
goals, such as data exfittration, data
destruction, of encryption for ransom

Defenders were  notified about a

possibée network breach Actions on Objective

I .I“I I II‘ I

Defender Perspective
of Information Flow
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i1 - National Institute of Standards and Technology. (2018).
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lowesdmsuufdanislaiues OSINT 1aeld33n13 Mapping Autamdnvesnituiuas
Uaanseluiues Usenaume e. UAans (People) b. N58UIUNTT (Process) wag . imalulad
(Technology) FIwaun il & - o



/D

WRUAINT & - o nFeuNsAuaNInlaaulgues (Cyber Resilience) TuufjiAnslasuas OSINT

Recover

fi1n - ACIS - How to Implement the NIST Framework, 2023.

IMNUHUAINT & - b B5UEleT
= o . @ a o @ v - %

®. N1738YANULEEY (Identification) ludmAITIduUDUAULIAN LB
nsvhanudilalunisuimsiamsnngluesdng dausisesypains Iaanuannsatous wag
53UUMElUATN 9 AADAIUNTNEFUNIMNAVDIBIANT INOUIINUTEIHUAIULEEY LaZIIUNY
JansfuanmuntleuesNevdamansenusoasAns laegamsnay

b. 13003 (Protect) W udruiifauddguiniign 91099 & nannis
nsdesiuaziuauinTnalnuaztuneuiioshwiAuUaensie nszuIunsInnstoya
N13AUANNITIRY wagldaussuy uenandl Fesautenistineusukasasisaunsentiniv
yAanshasesnudfyresruvaensieluiueianaie

on. 113915933V (Detect) IndAyveddIul Ao NssETwasAnnIumgnITal
wiefInssuasdefionadudsanaunialaueidensenudostdns auin1snsiaaoun
Fodlnivesszuy iWevglaiaussuulilinnuiumusedeanaunieleuesiaunguy

<. NMINBUAUDY (Respond) #aI9INATIINUANURAUNANdINAsioAINUaDASY
walulagansaumena neesdnsdndusedinsnovausromnnsaliing19eg1muIzay
lagn1snaunlialidaanu dnnsinssimanvauazdeansiusenineweeinslunsai
9139/ 89UBANUYIBWADIINVUIBUAEUBN LiaMLWININITTBIRULazAnlaNELAR
Yeymalaluouren

vy = ™~ 3 3 o & v o § v
& M3NAUTEUY (Recovery) Wagnlaudnialaiues nsesdnsvndudesinle
LY £ Y @ a ' 2 -~ v a o a ! £ ! ! ~

seuunduanldaulailudnfegesinsinan tieligsiaaduseluldegrmeiiios uag



el

o
= v Y a 1%

anAINAYFITINIUNTRY kAzAUYREEWDI09ANT Al Fepaln1IIauNUNIT)ALEE1

o
IS a

fszuu naziinsinmedaansiananiglumazAeuanInng

N1599NLUULUINI IUNITHAIUITZUULINT UL

TunsAneisendsl IWeenuuumsianszuugnnsesuudn vesnawinun
15 « wumns nefiseasdeadsioluil

M7 @ Uszgndld Open source (Pure OSINT)

wuafl o Yszendld Open source Safugolusunsuuuudsauinisussiny
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14189 (In-House Development)
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WUINT @ Uszenald Open source (Pure OSINT) - dusunisly

A A aada ! a o \ ' ¢ sl v vy
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(Backdoor) 3sdrusonsinlisa/dauas (Virus/Malware)

WUINIT o Uszeneld Open source 31 UT alUsUNTULUULEAY
ANUTNTUSZLAN Enterprise/ Premium - dusunisiaiaiesile laedslaunsaldenilandu
nsviulavainuateaulszinvilidea1uinig (Enterprise/ Premium)

WA o Usegnald Open source (Pure OSINT) $9uiUN15WRILN
53UV JUlHL09 (In-House Development) - dmsunislaiasosile Tnedsildszuziialunis
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NIST Cybersecurity Framework tnguaniadaidunisszy (dentify) n15015293U (Detect)
n3U09nU (Protect) N15MaUAUDY (Respond) Lazn13AUENIN (Recover)

.o N133n¥1ANNUARRAETUNTUURANTS (Operational Security)

n1ssnwianulasadelun1syjuinig (OPSEC) gnnaniliags
n119v9lunsUGUAnTnIammIsvaInate UL UL WU MsaeRsuaudyyIn1suas
AUA Y (Command and Control Warfare: C2W) A15UJUAN15¥ 13815 (Information
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n509 (Counter-Intelligence) 11751155 N¥1AUUABAN 8Y 0y av13@15 (Information
Security: INFOSEC) n1s3nwanuvasnfnedeyayiad (Signal Security: SIGSEC), N133nw1AIN
Uannnen1s5u-asdegygy1ad (Transmission Security: TRANSEC)
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