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Abstract

Title Guidelines for developing the Digital Capabilities of security
agencies using multi-domain operational principles.

Field Science and Technology

Name  Air Vice Marshall Theerawat Intarapiroj Course NDC Class 65

The survival of the nations will be intensively decided by smart weapons
in all physical, cyber, and space dimension while disruptive technology is rapidly
developed such as Nano technology, Space and Cyber technology, Robotics and
Artificial Intelligence (Al) to create a significant tool to build National power in security.
Western Nations have created doctrines and Command and Control systems to gain
multi dimensional advantages, including the application of artificial intelligence to
increase decision-making power. This research has objectives in creating Guidelines for
developing Digital Capability of security agencies using Multi-domain operational
principles. It is a research document from secondary sources by collecting doctrines
and information from United States of America, United Kingdom, and Russian
Federation. It used the 7S McKinsey Framework and PEST Analysis to analyze the digital
technology used by security agencies and created a strategy for building a digital
development path for security agencies, especially the C2 System of Royal Thai Armed
Forces Headquarters.

The results of research is an approach to develope the digital capabilities
of security agencies using multidimensional operational principles. By the means of
collecting digital signals from sensor on each domain. That information would be stored
in Big Data, both structured and unstructured data and being passed to Al to be learned
and given advice. At this point, Al could process Tasking Orders in each domain and set
real time targets so that commander at the Multi-Dimensional Operations Center
(MDOCQ) could direct operations on all domains. These approaches must be prepared.
1) Organization restructuring: the Military Command Center should be reorganized to
the MDOC. 2) Process building: the strategic plan should be reformed for MDO and
3)System building on purchase and development policy, staffs would have the ability
to improve and maintain the system. Military unit should be the principal unit to
develop Artificial Intelligent technology with other digital technology continuously and
to gather data from security unit in multi-dimension to protect the use of force from
the opponents. This should be main explicit policy in Thai government in order to

sustaining defense technology.
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