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Abstract

Title Policies and measures to eradicate and prevent issues regarding
scams via mobile phone network

Field Social - Psychology

Name Mr. Trairat Viriyasirikul Course NDC Class 65

Scams via mobile phone network issues are considered as a severe social
crime affecting people and national security recently. This individual research entitled
“Policies and measures to eradicate and prevent issues regarding scams via mobile
phone network” aims to study the behaviors of scammers, its impacts, and incumbent
policies and measures implemented to solve and prevent such issues nowadays. The
results are used to establish integrated policy recommendations and measures to
eradicate the problem in Thailand. Regarding the scope of the study, it includes the
issues occurring in the individuals. Target group, as demosgraphic scope, are experts in the
field. This research adopts qualitative methodology comprising of documentary research,
and in-depth interviews conducted on total six experts relating to the issues.

The data were analyzed by gap analysis based on crime triangle theory. The
results found that mobile phone network scams have several important characteristics;
the scammers have bases of operations overseas, similar to transnational crime; they use
various communication means and devices to reach the target; they employ psychological
methods to deceive and attack the target's weaknesses, and they use mobile banking
and mule accounts to migrate assets to their accounts. These issues immensely affect
people’s well-being, society, the country, and the national security. Existing policies and
measures cover all the factors included in the crime triangle theory, the offenders,
victims/targets and opportunity/place, and also measures intended to solve the problem
as a whole. For example, the Royal Decree on Measures for Protection and Suppression
of Technology Crime B.E. 2566 has been enacted. Nonetheless, in order to effectively
eradicate and prevent these issues in Thailand, this research proposes several appropriate
recommendations. The policy recommendations focus on amending and enforcing the
law. The operational recommendations include victim support, especially psycholosgically,
protecting people from scammers such as raising awareness, usage of a notification
system utilizing new technologies and establishing an integrated cooperation of various

relevant agencies.
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FandnmsiilatinisesureludnToniiein ndhnsausin (Scarcity) §dasanlnamuneds
aushinveaa ndnnstuansdennudnudatundnnmsmaasegmans iy wdfneua
(Rational) Ine33n1swu Sardwazdeitmnglivensuieuleiifinnedisiionazufiasty
nanfisae il mnesinnataneua naslulagliiuldnumud sulens onnuly
ALRALNATETIAUBIMA T

) nannsa¥radeynivu (Commitment) 38nsifandnli3nisnisie
mimwwamﬂwuﬂuLﬂmmwaymﬂuaa wu nsbiidmuneeey 9 leukuliaindiuiuties
narease wazkiuuntulunaseu sadumsadredeynituliiidmanglsianansavansiule
1ned18 (Lea et al,, 2009) Iﬂ‘&J‘Viaﬂﬂﬁ‘uu‘mlﬂ‘ﬂ’]ﬂﬂﬁ‘wﬂwJﬂﬂuWEJ’WEJ’]%J‘VI’WHﬂJSU@QﬂWMMiE)
é’agﬁmﬁmuﬁﬁ’uﬂﬁu

Mnmsfinsaiinsiidendnianldtdu ssdiuldimdnnsimuadau
uldqpsouvesuudniau Tnsnsldineluladdudunsdundielfaadndrdadmane
¥ et 5&Lwﬂiu‘[aﬁgﬂﬁ@uuﬂﬂaéwsmL%fa Jeymn1InaenaIkIuYemIInIsAoansaa |
Boilddety Jomisdeeduanuguusefiinntumulufe egilsfi delfanusaveniu
Wrladgymednsseudiu Fdlmudndudeadilangingsy nsrndulasazladonindouves
Hatmnevdefidomeosmetuiu lnsnufnufgaiuluinseevaussvendvanevie
Adevmgaglananiduidedaly

o, nMsandulavesdmunevsedideniy

wonnAameeyhaudTlaisnsitanndnlduds sufnwiduaumn
smeremiiazvhanudlaszuuanudauaznsdndulavesidevneseidudiu Tagldvgu]
n193n3nend1uesune W ufnw1es Lea Fischer wag Evans (2009) finu3inis
nevauesteiaadnventmnetuaunsoesuigldindudeRanaralunsiadula (Error of
Judgement) $1UANYIAINA1ILA 9198 1N LANIINNUIF D Heuristics and Biases 04
Tversky W8y Kahneman (1974) %ﬂiﬂumia%maﬁﬁaﬁmwmmiumsﬁmaﬂwawuwﬁﬂmEJ
UNALAIAITILAUUAAUNANIUNG Y] Rational choice theory lagngui|uas Tversky haE
Kahneman e3unginsdnaulavesyudlildasiivionsmuanmnaunannass uagens



o

JeauuanauaumnaunaldieUssaunsalifufiudasauiivionnuduiuuayfoend
Tnetadeiiiedestulssaunsalifuiifuazenfiannsautsennld o Ussinnie ) Jadei
Aenfuanuuaznisinda (Cognitive source of error) Ly AMNEIAL AT eTignude
waeulnedsny AINTUAEITUE 61 9 wag b) f]fﬂfﬁ’ﬂﬁ'Lﬁlmﬁ’umimimmfﬁﬂm'w 9
(Motivational source of error) 14U AUYBUNTEAIUTNDLA kAENITATUANDITU]

uenntademeduinineuds nuAnvmaetunuhdnvuzveatvang
1N siauduiusiun1snouaueswiadan1Tn Wy N15vInANaINIsalunIsAIuAY
o1sunl Wolasudoiausvesiandn Seliamnsasuniuld (Modic & Lea, 2013) fithaula
Usgmanilsdenunumuindidemesuiuinniinnuianudilalubesnsmasnanady
ogsiusnnifumdovesdionnliionieuily wasithmsnefiinrudanudlagadianu
wegremiazaulauazodnirlulunveonalasAninazanunsovaumanldiu Tuvueiingy
shegfilildfumBendufinassensvaonatsiausinan wenani Saidmnesiuaumn
uinsnevaussseawnuesiumilounisnduiisnazaugld (Long-odds gamble) usf
dadulaaounszdweuunuiienaagliiyadiiigann (Modic, 2012; Modic & Lea, 2013)
winguidhmnedvsuiimdudgifunimaenais uenanimuidnuaenissseng
wazdanudsfinadennuoindirglunisanidund eve sn1svasnadsls Tnssufnuives
Coluccia et al. (2020) wuinndonsvaenarshivasdn (Romantic Scams) Snidumemdee
nansaufifialsifiunmisersual (Neuroticism) uazdiwunldiuazmunsjuluisesnusn
AUENTLS wazeuAnuIves Kraiwanit wag Srijaem (2021) Fslg@nuniladefidsnananis
Uassuasssnssumanisiiuseulay Tnewutladefifeadesiugadnvazvesssrnsiniua
sonmannidutimneldiedudae Tdud 01y Taewuitenguasngudiedefiuinnit wo
wnltfufiargapdoiutiesninfogiiengiingt Inslanznguiiegisiionyiosnin wo U
Tnegihnsfinuiiesesiiengfinniuenavinlvianusadadulaldesuaummnaunauinnid
visponafumszngudiegaiiiiongunnnitldnaruudumesidatiosnin Jaflmnudssiios
anuthmeldtiosndn wail nansAnwiienafiruuvueuld Wewnddaudnway o 7
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