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ABSTRACT

Title The guidance for setting up Thailand National Cybersecurity
Operations Center — NCOC - in order to properly solve the critical
cybersecurity incidents at the national level

Field Science and Technology

Name Major General Chartchai Chaigasam Course NDC Class 63

Cybersecurity Threat is, now a day, becoming more and more aggressive
and complicated. It impacts to every level from people to organizations, the nations,
and the world. One of the best techniques for the large organizations that implement a
lot of information technologies (IT), operational technologies (OT) and internet of things
(I0T) as a part of their organizations’ systems to handle and respond to the
cybersecurity threats is Cyber Security Operations Center (CSOC)

There are a lot of confusion for many countries including Thailand of how
to set up and operate the National Cybersecurity Operations Center (NCOC) at the
national level. Should the NCOC set up and operate just like the CSOC of the large
organizations? Is there some special characteristics for the NCOC at the national level?
Therefore, this research would try to find out about the problems, the course of action
of how to set up the NCOC, and then offer the most appropriate guidance to set up the
NCOC for Thailand.
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o.0.€ MIFLNATNTNWIAINUABRTY
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w3 eatlefiifio amedmiunsldaulutiagtu uiluvasiderfudyngnnaleesldneieu
w5l o) lunsneowginssy Jelainsimussuusnemnulasnisfavia lnein Al uag
Machine Learning 1nlduaziniseniiunisiaunsgssedios
o.0.¢ Waluladildladunnden
nswmumaluladlunmssed laladosdundenunnd sy
lnginalulagag o 19u Al loT (ntermet of Things) a¥g nimukaz sz ndlugunsalsng 9
dierhensandunieanuafiving iy
o.0.5 Maianmaluladiflonaunuussnuivauaay
NN1TVIARAaULTIUlunatg o T n i Wauimalulad
Tiawaula wasnensuimueluladliansonaunussnuluseedmmanty
Tuduveausumivnmaluladansaume wagnnsd eansveaUszielng
WAoddn — bdoe (AUUT ) na1i walulaBansaune waznsdeans deduedesioddy
filiypmaaunsadinUszgndlddmiunisdissdin uasnisusenauendnld Taeluummusion

wAlUlaganNTaUWA LazN5E0aNs VBUSEWANY WA, beearodne @UUN o) NNseNsamnalulad

amaumALaznN1deas WWdmihevseansnsian < du Useneudae ©

© AsgnsranaluladansaunawarnIs@eans. “wrukdunmaluladansaunaway
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©.0.9.0 MIRAUIULYBS LI Uazv19TU ICT (Information
and Communication Technology)
1 90156159939 wazn1sUTEnoUTNoY 1aNeLT B
AIBUUIANAT19aTIALT uTRNsTL dauslunswaniukaglduselevdanusnis ICT
(Participatory People)
o.0.5.0 MaRaLIlATIAsIRug LA AuAuAEHOLREY (Optimal
Infrastructure)
funuaundnegfinswamnlassiiendnszninsUssine
nMsve1egaliunsuazUsuUTInuA M Free Wi-Fi Tuilansnsalaglifnauinisuazda
sqmm%‘laqﬁamm'ﬁgwums%’ﬂwm’quﬁ"uﬂwaamﬁa%uﬁugm (Standard Security Toolkit) dm5u
MI8UNIATT kaenTu laelanggaavnIsuTIana1s wasvnagedlanusainluldly
nMsmsIRdeULarIASNa I TinwIANIEuATUaBn AR sTTUUMSAUIMAYE MDY
0.0.5.m NIBNTTAUVINSMIBLANNIaTdnduenIng
Tnsnsildiusmvesguruuaziesdulsiinissnwiniig

[ a

ffunsaonss Tneflusuammdn Ao msUssfiuseiuydinng (Maturity) ¥89 e-Service Tufusing
sisluseduussng uagmitsnuszdunsulunanszniae madadmisuuusaiuladnans
YBINIASFANULUINIG Open Government
0.0.5.€ MINAUWAANUANITOVEITINT
duatulyifinisussgndld ICT ielyifidnennlunisudadu
Tupanlusedugdnanarsedvaina tnofunuaundn Aan159ada One Stop Service
TunisTwusnstoya dmarssautenisaansdou il edruasainuazaanlunisdadsuas
Usenaugsna ICT Tuusewmelne (Facilitation Desk for ICT Business Start - up Program) 5338
nsdasenoamu ICT tomeian ICT lunagsialasnsaaadugaamnsss ICT
.o mAlUlagiaUURn1g (Operational Technology : OT)
walulagiisUsnag (Operational Technology : OT) Aip 815AIS Lag
gevAufAldluszuuAIUANEAAIMATIY 1L SCADA Fsagvihmiiidusingiuvedaseaiis
fugrumdndidndeng 4 swdsgramnssuisndudeanutasadouazaunmdiaiifves
Usznvu laun el Tsaemunda ssuvarsisadlng nsusedn Muans1sugu n1sauunay

VUAS Lazdu o

™ FORTINET. “What Is Operational Technology (OT)? Retrieved by 10 September
2020.” (Online). Available : https://www.fortinet.com/solutions/industries/scada-industrial-

control- systems/what-is-ot-security, 2014.
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walwlagdyguanis (OT) Usenoun 8 SEUUAIUANGAAINNTTY
(ICS : Industrial Control System) dadussdusznoundn laun gunsalszuumsAIvquLas
1389 8UTELANANS 9 719AN1INTEUIUAINEAAIMATIUTINaINYATe A sTinuUosfign
flo spuuAILANAIT U WAk TEUULA UT Bl a (SCADA : Supervisory Control and Data
Acquisition) kags¥UUAIUANKUUNTEANE (DCS : Decentralized Control System) lag) SCADA
Wuszuununauteyannidueesduinazegiilsdiuunssneuardsudnonfiune samnansd
Fansuazaruauteyadiu DCS diilodanisiamununeluniegunsaivesszuunsun
Tufiifien

TngszuumalulaBufcRinig (OT) azusnssanszuulefiuuuiafu sy
srvuwaluladufuAnis (OT) asunszuiumsuagszuusng 4 defuiessnuuuuidu

=

srUUN g lunsiL M Ne NIz ssULUSMINMsNaanliuszd@ns andaiudsznaung 9 sauda
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wipseuiuIsan 1d e iuasjunuidaluesdussneuiisudlilasaduilugudidoy
fanamisennaglinuluszuulofiussamdaiy

luduvesszuunnulasnduvennalulagiisldainis (OT) lae Gartner
laliAdninanuvesszuuaulaonfaveunalulagidaufuifinis vuneds wwameufufuas
weluladildifle Untlasyana niwdau uazdoya, nrivaeunas/miemurugunsalnisnienin
nsTUIUMSLAZIMANITAIA1Y 9 LagliunswWasuLUasessgluseuy OT vesesdns” lagdu
msfnwmnulaeade OT Uszneusemaluladiduamnutasafefivanvanedausd Insiead
sulvial (NGFW : Next Generation Firewall) luaufisszuuteganinudasniesuaznisinnig
LA G]qmimf (SIEM : Security Information and Event Management) lUauf 4n1si01d quag
nsdansdeyauszdduazdu q Snunnane

@.en Internet of Things %30 loT

waluladfunesinuosassnd ¢ (ntemet of Things - loT) uidu
waluladfiazthudsnuazanauislufinusedriu uasvlvssmaudnuamiiniingu
uoninidadumeluladiiaiuanulfiuisumagshadosnn aunsadafuuazsusudona
nldusglovildogiamena lag Garther Iiihmsiinszsifeniunagnsmsimunalulad
ansaunalud vees wudwidsutunlduvesifaunisveanaluladiazidudunuim

Weatunsanliuiinvesuyed laun wealulagnieldwwinimu@ed 15endn internet of Things :

< Earl Perkins. (soe). “Operational Technology Security — Focus on Securing Industrial
Control and Automation  Systems.” (Online). Available : https://blogs.gartner.com/earl-
perkins/2014/03/14/operational-technology-security- focus-on-securing-industrial-control-and-

automation-systems/, 2014.
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@.0n.0 AUNUIBUALAIUFIAYVDT Internet of Things
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13 el luTinUszd1iu 1wy ifu Insimd sasud uiRnidedle ansndeuseduszuy
dumeiiiald FsnsdeuderliiAanisiadedoastulnedaludd wosifatuldnasniian
dwavliAndeyaumaavliisiausoidoyameniuilivsslonilddnunune °

wialulad Internet of Things %38 loT A NTOULUIAAVBITZUU
Tnssefisessunadeudefugunsaivainuanewiia Maneuiunes nsdwindoud qunsal
lasav1e gunsalBiannseiind wwwes wazingee q Wiy dawaliszuunig 9 a1unsa
fasedoansuagynauiauiuldegnadudaludAsnisdidmalfuyudannsadrdeoya
IdannvanesnnBeiu nsmuewgUnsaiuagszuLRng 4 1 UsrAvEnimanniy

0.0 JULUUMsLdeusiagUnsal IoT 1AulAsse Internet

loT Wunaduiflesvesmsiamunszuudumesidn Jelinguszasdiile
nsadslassteiiieienlosgunsainfinsgiuusnsnsiulsianssadearsiuls Tne loT aziln
Tonalsfin19.4 ousolugduuuii narnuatsund 9 u uarsessun Unsal i au

lngrindnniimaluladuandeiuunnningy Fegluvumsieusiegunsaling q Whiulaseng
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©.0.0.0 msL%wiaﬁwuqﬂﬂﬁdﬁaaWisxazﬁgu (Short - Range Devices)

Fadugvuvuniad ensegunsaflussesdunnnuas

T idsdssinunn dwlngimnzdmsunisdoasluiiufinsevaquouinidndsegludnvue

ns\Beusiaszninegunsal (Peer - to - Peer)

€ Andrew Spender. “Gartner’s Top 10 Strategic Technology Trends for 2558.”
(Online). Available : https://ph01.tci-thaijo.org/index.php/JIE/article/view/137017, 2558

> qouwun lvgguys. “Internet of Things ilevndadeusedumesitn. 1sasns
AEnS 8 MM TIN.” Online). 198 9l 97n : https,/ph01.tcithaijo.ore/index.php/JIE/article/view/
137017, 2558
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W@, “walulad Intermet of Things wazuleuiy Thailand €.o.” b&bo.
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Faduguuuunislivinisniiiuiinseungunitlagende
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nsdewsogunsalises gnune loT hiulasadituguvesssuulnsdwiindeudifislogud
o.m.0.m N15L3 ousir1ulATIY1e LPWAN (Low Power Wide Area
Network)
ugduvumadeusierulassnsmdsdeiuinuniig
LPWAN Tnewhdldemiludnunznisdoaisuuu Narrow Band e Ultra Narrow Band 7158951013
detioyariiunn Uszndandsnuann wagiisagunsaireviineiisn
o.mlo.€ MALToNRorUATITBABANTAITIEN
Famgausunsldaui 7 ui aseusqunsliuinng
fintraunn winsid eusedinan9siisreziiainisnavauea (Latency) figaniinisideuse
sULuUdY 9 lesansveznandidyaaiuma T - ndu iw’mqﬂﬂiaﬁamimﬂﬁﬂm
@.6n.6n miﬂizqwﬂ% Internet of Things %38 loT
ludaguilnisu Interet of Things %38 0T 1Uszgnaldivay
Fusng 9 sell
@.on.6n.0 N1TNWATHIUET (Precision Farming)
Hussuuii finshousudwesssuudumes i Taaudy
USinauasuan gumgdl stuugiudeyaiuazsrudlsid USuuSinamas uasssuuUiuaamnd
fhaugenndesiu Weeivanmendoivanzausionmaiaufulmesiivanniign uazusivean
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Dulassdnedeyavuialng g ensegunsalsng 19y
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o..a.& TTUUNITTIANITNG 19U Lararsisyulaa (Utility
Management)
fimssyuu loT sdszgndldifsafunsnsainszeylna
(Telemetry) 19U 55U Smart Meter faflanuanusalunisinuiuanisldasisyulag wie
Ianauamansisaulna reuszdsdeyasdindnlufmmhsusanananaaiieltlunisiesesily
Anssely
®.on.on.& TYUUASI5UEVITUY (Smart Health)
T¥gunsal loT iduilifiuteyameinuguam wazdnyaa
MM931N1Y (Bio Signals) LU dayay10uTnas muauladin AuNINNTUDY mMsimdeuiinsmela
Wunsldgunsaiauld (Wearable Devices) ilorusmuazUszananasensiduteyaguaimn
uazo1nndutie Feannsafivteyanisdutieniivsslevlrensidedenoud auldunds
MIguarewnnd n1sAansaluarn133tadenisidulaeaimi (Predictive Diagnostic) wae
finnsudaslounsiduleiud
o.an.n. sEUUIMNALLLAENTSRY (Fintech)
walulad Intemet of Things (IoT) Tunuinadyuayu
walulagnianisiiuldvateguuuy Wwu seuun1391e3udnlud@ (Auto - Payment)
Tududuan szuumsaneiiulagriugunsalald (Wearable Devices) uazlnsnyiiad oud
uazvhausiuiugunsaidu q wu lulssnugeamngsy dwiunsdste uazdeiiuiangunsal
wazIngAURE 19 dRLUTA
o.on.€ T0AITAITUUNVBY Internet of Things
weluladfiflanuselovinnuneuazdissuisnuasanauisly
FAmUszariuungldunnmne uinsagldon o7 Ifegrediussansnmiulsemelveazdonsds
Faassrdumnudliiisamediunisldaulueuansulng il esesiudIuiunisdoansuuia
wmmasagvuuiuluniiud uenaindmswisunsiuiiefeanaimainnislasinislewes
vanandgldnuuazgWauinalulad msnszminuazsmiioduimun Internet of Things
Aeafuusziusng 9 Tuusiaziiu Tnefldumnuvasnfogunsal sudeyadiuyanaveadoya
fumnalulansfoasinsauuiey wazdnusnsgiukariaunnmeiumalulad
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19e Known Threats ba i ® Viruses, Worms, Trojans, Spyware, Spam, Hoax, Phishing, Rootkits,
Cryptors, Miners, Etc.
©.0.0 1154 (Viruses)

a3 elusunsumeuiaineiiysiedelusunsa/Inady 4 lagasils
videdudnedufulusunsulnddoyafidudmine Wolusunau/lnddugniu Tanl3saasida
vhanusuidsdiussgeglulda® wu ddvaulnduieudlurunednavedlid visliuanmenn
Hudih Dudu

b.e.o 1353 (Worms)

A5 ulusunsugafed armnsaduuind eviedaiealuds
Aoufinnesiadsaduldlnglifasenfoninusudordonisiiunieiuedotns dadiuiny
godlyivesszuuuinng lddeya v3e Sd sine q lnsazidumslaufssuuniatieuinnii
msaseanudemeliiulug

©.0.a 11191359U (Trojans Horse)

flnsdu Wulvsunsuiiliamnsaunsnszaeduesludnoufiunes
in3eaduld usliisnsusleiegludnunizvealidvielsunsy iovasnaeliildidelndvie
aflvanuilden sndulnsdussshauildusunsmeranismenfianes vonandinsdu
wfinsts Bot asluiai e eidadodlvivesszuvdfoRnisTidyngndunaiugunisriney
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b.e.c @815 (Spyware)

atowad Wulusunsuiililanunsadiudiedudssuuiad oels
uld 38 nsudsialuguuuuing q ensenasligldanilnanlufadaruisaduingdu
wisandededmvesiuusnwesiiiednasuduniadeiieaduedenouiiames aurowns
sz luasundasansng 4 veaiuusigesinenisiadmdididavandudi wievihli
wspsiulddnas

b.e.& Spam

spam 1unslddud it anislavanieuszvdunusduduay

U3Mseine 9 Feenvadrannmsiagliunglsle Faunndiorauuul¥auasisuniudiudsae

sarulamsilneusudolins I uLas AT uY 99BIua

“ Kaspersky. “Types of known threats.” (Online). Available : https://support.
kaspersky.com/614#block10, 2019.
“wilan widlvna. “asesssuniamaluladansauma.” (NTHNNUNIUAT : 1A 7 A

ADLN WAUA ABUDTA, 2019). wiN 45 — 47.
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b.e.'0 Hoax

Hoax vdun1sas1emnudvaulinugldarev11h5anasnads
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figndssie o AusnlugUvesdiud
o.e.¢9 Phishing
msvasnalsgULuUnisiunsdidiud Tasndnnisues Phishing Ao
T nsdsdiudlumyanadmneg §adenvesdudasdunisvasnardludsiidivaned
AAUAY I viaeneHoyadendularsiar Ui dsruuTaaasin v3edumedidauusi vie
PayPal %138 Facebook
©.e.c Rootkits
TWsunsudeusg meluiniesneniiumes lnsgnesnuuuslvilsdaly
szuunsuiwesTiannsailliunsnidnmusuneufamesisld
b.o.« Aognaaludnurdu q Snuinune Fee19agldudnnnsves Mitre
ATT & CK Framework & stfussdaiiuiuazisnsfiszarunsaldlunisanudlomaia
mslagdimsleuasluguuuusing 9 veusninesnior iniad
©.© ﬁﬂﬂﬂmmmﬂlmua%ﬁﬁﬂmLﬂuﬁlif{fﬂ (Unknown Threats) %58 Advanced
Persistent Threat (APT)

a

fdoanaud gelailui§9n detdudvana1uyssinn Malicious Code

Mdudunsnedsszuu Anti - Virus ldaunsansiaduld Tnedeanaiudenaidlddednalu

nslaufdedudvanausaifiosduas nie iWunislandwuuimuadmanedieenuuuin

A

Tnedgauszasd iolazuurtestureande unsleudilianunsodesduld ey
mslaudfiladnenuifuinieu 33deaiuiiffiganadu User Behavior Analytics ¥ Machine
Learning fl15oudnaAnssuveanisldary dmuiiudsiidaundlivinnsudafeundedndu
Aunandusonainazuy °°
AudUszarunsinuanusiuasasaiossuunoufiomesussinalne
(lnend$m) N3 APT w3e Advanced Persistent Threat foifuuszunnud swatorvayingsy
nareufinges lnedidmanedelaufivilsausig 9 ﬁﬁ%’agaﬁwﬁ’zpj Fadunislanfiszuy
\w3eegUuuunisiuanines sxdenidimuneiiosseiien 1wy miisaunammisvie
i 2umMeFuns e uasUaea BresUsEmA vieeuvnamailios 3 eesdnggne
yuelag) @93uuunstanduuy APT drulngjiandunisinazidunquyananinniniu

nsAliunisvesyanalayanands

®° Techtalkthai. “Tag Archives: unknown threats.” (Online). Available :

https://www.techtalkthai.com/ tag/unknown-threats/, 2559.
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(neidsn) Idaguamumaneguas APT T o

Advanced : /i laud 1Juypraidmiuamnse wazdindneinsdinioy
dnsunisland Tas3snnslaufesldindestionasmaianatsogwdiedu Bukeusnisldnnug
mmauﬁama%%guqqLﬁamzswu lﬂauﬁamﬂ%mﬂﬁﬂﬁugm Wi Social Engineering &a18u
mslasflagendovdndnineniionasnarseuliilawmedoyaddry

Persistent : M3laufnuurssiduresluazaiiae Wemnglasdseusdadn
egluszuulaglilfidhmunedi ieassmnuidomevdesiusudeyafidesnmslilsinniian

Threat : ¥t usoana1ud iiad utuszuumaluladansauneanay
nsdeansmaianstestu APT

lo.o WARFUSsAnALTIAEI TR UANITUA S

msfiussmarAvsdanusiuniuasasnfoandunnefuasldiy agdes
Usmandsisonin seanau (Threats) lngfonnaudenisnsyyhilfudunsnevsodunaou
doauiunsvosuIdlunn q du fedeanaiudiinanaisluazaisuennaesnau

(Y =l

foanaunisleiues Felutagudeanmuiinisimuiguuuului 9 aeenedadusgauin
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T'1' 19210 4 Advanced Persistent Threats, Advanced Targeted Attacks, Advanced Malware,
Unknown Malware %38 Zero - Day Attack ﬁﬂﬁaﬂﬁﬂ’ﬁd’sﬂmg'L%N%UﬁaﬁuﬁﬂﬂqﬂmmLﬁ/ié’lﬂ'j
IWenduion q fudiudaresdnsazdgunsaidmiudestussanauvainvaisussinn
li1azidu Firewall, IPS, Anti - virus wazdu 4 usidegunsalimaniudesiaetusoanaiy
suuuulvg 9 msiisnsshesnehau Lifinsussdeyaseninafuilidudeseniiozssyuas
nsavduisnaudugavaiuldogisgndeuaziiugt InsUssianvestognamumdleves
asnsaduunaut ey ald i 1A adumn Svanaud Inedss e fuudadu < Ussan
aud bamnualag The European Computer Security Incident Response Team (eCSIRT)
Fudueiety mnuswilevesiegaiu CSIRT lny eCSIRT

©.6n.0 LﬁawwﬁLﬂuﬁaﬂﬂﬂwu (Abusive Content) Ao ABAnA1LTLAARN

nsld/meunsdeyatiliiussuielivangan (Abusive Content) WU &N BU1RT MEIUUEAM

°0 gugUszanumsinuessiunslasndussuuaonnesUssmelne (Ineidsn).
“Aa3unUng APT.” (Online). Available : https://www.thaicert.or.th/papers/technical/ 2011
/pa2011te002.html, b&ée.

° ThaiCERT. “afifdeaney.” (eaula). Whidléian : hitps/Avw.thaicert.orth/

statistics/statistics2015.html.
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(Malicious Code) wu Virus, Worm, Trojan %38 Spyware 614 9)
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(Information Security) AasiaAnAufitina NN Llas vy a1 satrdistayadfy
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q

anwe Wy n1sdnasuldiussvunsensneInsnasauman llasuoyginiiowa s

NaUSEleYUVDINULD

a o

b feAnAdY o uenwileanfinvualitnedu (Other) faanay
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