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Abstract

Title : The prevention of the spread of violent extremism ideologies through social

media as a research on vulnerable countries in Southeast Asia.
Field : Strategy
Name : MG. Natee Wongissares Course NDC Class 61

The purposes of this research are to learn about the following topics
which are namely: First topic is the evolution of terrorist network in Southeast Asia in
utilizing social media to gain an advantage on Information Operation (I0) and the
spread of Violent Extremism (VE). Second topic is the necessity to increase
preventive measures on VE from the government in order to prepare for the dynamic
global economy. This research will be directed at analyzing the pros/cons and the
effects of VE from the points of view of vulnerable countries in this region namely:
Malaysia, Indonesia, The Philippines, and Thailand. After the research, it was concluded
that two suggestions should be presented to vulnerable countries which are namely:
First suggestion is we should place importance on deterrence and suppression
measures by establishing special laws on counter terrorism and ideologies on extremism
that are able to terminate or disrupt the use of social media to communicate between
terrorist organizations and individuals that are vulnerable to becoming home-grown
terrorists or carry out lone wolf operations. Second suggestion is for security organizations
in vulnerable countries to have the authority to classify groups that are considered
regional terrorist organizations and have related laws in preventing the spread of

extremist ideologies in the region.
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Usznnsitaee Tuunil o “War Isn’t Just about Guns and Bombs: When Idea Kill (m-enc)
FaiidonfimunzamfieasiuniinsegsiodsanBoafioldluinedinus dnande
lpgn1m3u Dr.Gorka #B4n15iRe A NsauenlioanfenIuLANA195ENINe @9A5 Y
AIUWUU (Conventional Warfare) nsuusienauuau (insurgency) fu Msnen1s3ng (Terrorism)
%aaamﬂé’aaﬁuﬁﬂimmsﬁmﬁu6’] 219U Weiss, b&ee Way Schmid, b&¢es IifURauAY
b&om - Uatu Selufidnevsaansaulvuainsamdeazllaininegnalsnisnenisse
WwyRnunsiediemuadeit neafdmusiasldldvumiminlunisdedivasesiu/dng
INIATIUUBNLUY “... we do not much care for fighting irregular enemies...” (o&oa : ee)
wioudnsziassliilasarunsafiasTagfnnunuieveinisneniseliegadniay
IMSIEUARENgY (Actors) HuwaMe 3313 wazidmaneg (End-Ways-Means) fiuanansiu
panly a'waiﬁmiLéﬁ’ﬁ]’ﬂﬂ'}i@faﬂzgmeuaqms%’gﬁmLﬁsuLLaﬂajmm:ﬁam %4 Dr.Gorka
feldnanfisnfindn Actor 7l Non-State Actor gailBnvansszduuarifiuiidnina (AO)



ogvhlan lngusziiuivgdosfunuaziiuiinvesiaiumdniiazinluiinsgide aglsd
WJuia3aedia (mean) n3adsanudunusiioulesvasasdnsnanisdrediuvif
( Transnational
Terrorist Organizations : TTOs) AuasAnsnan1si1glulszwmatiuia (Local Terrorist

Group) wiathutusuamslunisdasiuniswmeunsanusuusswuugalasioly

AN - : N15VN@IATI Information Operations (10)

Term Place in Type of Fulfills: Examples
hierarchy effect:

10 action Effect of one action | Direct (1* order) One air tasking 1 x leaflet mission; 1 x
order mission; one | CNA; 1 x jamming
artillery fire mission vs. fire direction
mission; one nets; 1 x dummy
deception task assembly area

10 strike Sum of actions over | Indirect (2*...nth | 10 support at a leaflet drops, jamming &

time & space order) decisive point deception against enemy
forces defending a river
crossing

10 Sum of strikes and Indirect (2*...nth | An element’s task | All PSYOP actions taken

engagement individual actions order) or commander’s to complete task of

over time and space 10 objectives degrading enemy 1%
echelon morale; all
PSYOP, PA, CMO and
maneuver tasks
completed in order to
influence civilians to
“stay put”

10 battle Sum of Indirect (3" ... n™ [ Commander’s IO | All three commander’s

engagements over order) concept 10 objectives met:

time and space deceive enemy
commander as to
location of decisive
operation, influence
civilians to stay home &
disrupt enemy air
defense network

Table 2. IO Activities and Effects.

11 - N15911@8ATIM Information Operations (10), saulai, b&ol

a'a;ﬂlé"iﬂ 3330UN334 Why We Fight? w94 Dr.Gorka flaumnzaudiaziiun
durdelumaidouunanuvieinerinusiiisadesiesasnsiudediunisionsiie
ms1zusnanaziiuonsdiiieivauemesuiiaeingg svateluasduiivinuives
UsgsunBuitansss Saasilidunmiiiuliegiulasiuadonan Snvanssmuumandly
viosodiunsdensietudioniuduangiiesesiiasdesanunsadilowentnguszasd
way/w3e Wmune (Objective/End  Stage) wuuiiluamzasinsnisnenisie wszain
sudaures Dr. Gorka luuv Appendix b wag @ agnuUIINITUUIMILAlILUIMIN STy
Livszaumnudifasemauaiiunanunvenguiensielfilasunasediasoiies
uiszraulandsliasunazeansuiuusslumsiuiiefuesdnsnontse Adnswamn



puLeatlF0INITIERLNG N1IVINTATUAYY Uag NITWUUNT/A900NAUTULTI Ll
wundsdefifuasinwfunidefielfiduumdunmmhasloideatuiifmdoies
“nstiesfumameunsanuAnisulssgaldmsdedinueeulat Anviangnsduszina
naudsdluieidongfuoonidedld” wagluunil b 1dndnfwuidnlumssdedieansa
InInen (Psychological Warfare) uag @4As1un198ALAR (Ideological  warfare) Fadu
L%"aqﬁlmﬂummmaiaéfmmiﬁama%fmiqumawﬁ be (0&o6 : be-ab, ad-me) NN
delanuaulaluTeuenatilugievured1nnds wiissunssusnandiddlaldneu
fifaaudn franisieldisesdlala (mean) TunisimaunsuurmiuAnguusuugalsg
dmfufromiidu Thesis Statement luunthiidesnismdineudn “ls1assuzasnsim
(Fadunisnen1sie) sdvauysaldaasaiinuinlagldldiasldednals?” (How can we
achieve the “perfect victory” of vanquishing our enemies without mortal
combat?”
HusnundnvesfiBeuenasideatiuiivuiu

LLu'Jﬂ’l'lllaﬂL‘%aﬂﬂqqﬂlﬂuﬂﬂuﬁ\‘l‘ma

difneuanianuiuamisnd  @uy)  ddhuiendsuunildesnuloue
LATUHUTEAUTIRIIFIEANUTUAINR (WAoo - bebe) WeatuayularUszany
ysannisnisandunuliiinanuieulosmazasnadoslilufianinfosfulusuios
ausanausenaUseleviuiind Tnsunuseduaiindreanutunsuiadlalininuddy
TudseiduiiAedostuienansifoatuil FsldudZes ulsvedl oe \Fosnsinnieuas
msussdiuaaumsaisnueuiune. mstlestusazuilatiamfvanaudiunid wenefl eo
Sosmstastusazutlotymanuiuamidaues M emlos) Fnmsussanaulous
wazuEUY WUl du.  labiaudfgyluaiudyninisnenisine laelaanzanlufisany
Foan13NazAum b Uszifiufie Ussiauusn Sosussduindouvesnisedifegaunisal
(Ideological motivation) waz UsstAuiiaas L‘%'ENmiGumaqmmmsajm’mﬁalﬂgiml,l,azmju
yaaaluiiuil iddoulandeuiinnuasuuamuondudionsis (Radicalization) Tay aus.
IiFnwdadoulaiduadondndu (Push Factor) fiddny Feldiun Anuduudy Suwilesnan
Haymnslaildsuamnudussauvislunmansegia dau maifies uardndnualnadond
uagtaussy uaznsidsuanudenumaunliifundawdndu Fannufosnisine
Tutlafemaniiiingussasdiiastastuniessfududs (Disrupt) msadafvanatusenu
fuAeA

onansatuilldvbuenusziing auy. Tarwaulsluloviswazunuszdui
Idsausiuaieni - (A bEbo - beoe) Tuniioidefe \Fad N1skELNTULLIAN
JuLsRInguAenTsanaLaznguisussluedeng usonidedld i o) Auesi
Lihanunsainisnemasuussinlanagegluiiswesanudaudmiereauay uiniu
nenguilunsmeunigaunsainaiisinsiseg Somnuensenunduiiuiluninmeielde
pefuoonidedld wuimstenmsiernnguisunsduiuiiildsunsssumalaandsseme
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LazNTLNINBuu U URnstesanngunen1sieuenginialiungy Foreign Terrorist
Fighters (FTFs) Ingefedesinaduuinsnsnissnwniudasnfonassowauiiilszung
vasusinaluginie sudimadeulesindonaznanounsauAngaunisalueeng
nonserIUNIBumesiinuaydiauosula

WUIAIINAAISBY Information Operation (I0) uwa Information

Warfare (IW)

musislsassuEnENsNIUn IResuieIn1sufiRnn5919a1s (Information
Operations : 10) vnefeMsUfTRNMTININY (Psychological Operation) MslawanyLde
(Propaganda) M3s3wmaduiusnisdesasu (Media Relations) N15a7a9119m913 (Deception)
wardue ogslsfiniu luanmunisaidlagtunsimuosdauiludeandd 10 dedndu
wosfioddglumsufiRinisnemvns Metlmmensdiewaluladuldluauusuanns
ylsinsweunitoyauaznismuguituiiluaumsy (Battle Space) fUsAvSnimagnaun
uitagtuauususutnanstddinsimuaeldaaunmsaisunnusiunwedanlutagdy
Ansdsuulasesnag ddwddyedudaivilranmwindenlunsujiinisves
nosmazdesnseuaqulUliie “asnsuleiues” (Cyber Warfare) Mdunisldnonfinmes
wazdumesidnlunisiasesy feasasulevesifudiunisvosasasiuarsauina
(Information  Warfare) avasuleivasiinislanfiviareguuuu e n1slaufiliu vieudealiu
nslawanyudedienisiweunsdoyartudumefiin  nsizdeyadulausninesi
uananldteyaduiuds Siannsnideunlasioyaudidandululd  samsanisiiane
9 U n 3 ol
Frumanmsiildpoufinsesauaunmsiny - Sanssuuaeuinmesgnrhaisensty
awfvinenlalldvdovheliuiug  mslaudlassadeiiugi wu latih dssun nsdeans
msvuduarAIeL Sesruumaniinmunulnssuunesiiaumes Salugegousenslaniun

TuFesvasasnsiudioya “Information Warfare (W)” thuflduduiusiungu]
Arudaudees Karl Marx Tng W dunesit 9arsuaznisivadsuresnaaiued
alilddmiudsnumyudiiienisissey Yfuiuaziuindousely vasferfufiduaiy
Taudvlngsenirsvududstvrudunasosdiouiy mevimsn?i'ﬂusuu%”'ummm
Jugasnanmdnuas mwmmﬂvianauﬁuawnmiammmawwm ilerfyunaLvLe
AnuAn Aoy Andiiin fusisdanseuay aﬁmammmimiaﬁnmm Toglaintu egndls
il wazesindaegals uinisuvesdumesids  dwalidfvesnisaruaudeyatiians
Wasullaganduiddesnugmsmans RAND nanfmanseyuiniguiauazmhenuisuinyey
sunsivuauleunsuazgnsmanivfazfeadilannuasuulasesaunuiainsiy
Fatlgthlaniieglu “asnsiugail @ (Warfare 4.0) iludnwazvesansunonulsiasy
ffinnsa$reanunisaiiiensliinanuduaudloia (False  Flag)  vildgausinduls
Ietendrunn Anluguuuuresansuisuilolo1vULNIATINLANAIINISAINAR A1NITe
e uaz Jausss Tnsaziadouasnsunitelilsinavunaziadesiie (Means) flazyiilyin
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Fatorurlumasudningrinasu lugaansswi be Ao nsnuarwlsiuTeuluasas
foya “Information Warfare (W)”  @siimaidsulegresinigs Snvisfiinemnulsiasy
wazdronisietulduaisussloniannnsdearsasisusuuude wWu Fodseuooulat
TunsmeunsuuAnuargaunisaiuuaalasuuuun i suasumviaefessasnasudy
Tnetladeiithgnsmaniazdoatilansliusslovianasasy W lfun

o. MINLLaETIAI1QN (Low Entry Cost) INSIZEWELNTDANNITALY
asaidnfedly (End-user) nuunsslaedilsidesfiennislddearsisarsuiuuifugy
Insvimtifionaasdosgn Censorship fouNTwEUNIIMIANLAZMS Post Tmansdaya Snvidlu
Hagtuuudeasisnidu YouTube thuunuaglifidunulag lumsdnausteyaiansuas
lisnfuiazdesiuitunualivayuainosdnslag

o. Msl¥ornivanaznsuuay (Blured Tradition Boundaries) msldiaiesile
fiunandumesiin wu Social Media %3e Applications ‘l?umﬂﬁvﬁﬁﬁ\i‘ﬁ@mua’jﬂmimﬂLL‘WiI
Foyatnasinaniila sewivlulsamavdesnsUsema uaznidusinaseme wiiefifnn
fis1una Ourisdiction) fissduneanaiuldsedule

an. N1SVINAIINTINLBYNTANANTAIUI1INTBY (Lack of Strategic Intelligence)

W5IEN5EFUIMUNgIINYDIH N UNT fufululden sedhmngvesislafavis
o1aglilidvngvesssmmiusinsuaznisustiutinsssdesfuanauusisigonadua
nsgmuAen A IUNsIIAElul e

WKLY - ¢ JUBUUEIRT M luUsRzER

% .
= The “generations of war” model

Nuodcx
: fumon g
Pewce ot e Faa

l | state vs. state

Pracursor actvbies <« going
back 1o Alexonder & Sun Tzu
(and before)

States &
non-states State-vs-state— New commo
wage war only “legal” form of & transport
b Ideological networks
purpose |
1600 1700 1800 1900 2000

1« sUuuuasaTaluudazen, seulat, beve
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“Home-Grown” Jihad: Understanding Islamist Terrorism
1a® Dr. Sam Mullins: 2018, Imperial College Press
“nsanity : doing the same thing over and over again and expecting different
results”
Albert Einstein

mﬂm'iﬂsssquLLaﬂLiJﬁlauﬂwaﬂiaaszﬁummmwms (Intelligence Exchange
Conference : IEQ) lusou o U (bede-beoo) Ussinalugiiniaoidenyusanidesls
Sutiaussidenisuszyuides “unliunsnensieluginiaeidonsfusenideds”
TnoraaguvesnsUssyuasulseiuddgliinfoanauiinesimluginiaeifens uoen
deodld Tanudnauniiaalurazdio mamsunidnanuuusiuazionisiely
2ina FsusznaueusiunwedlneifinsiafsdesiuFesasasusedunsnenisie
wwresysanmsnueslymionly b Uszidiu fo dausn nmswiesmfenilorinluiidusuiy
Ussrauausiunaseaugiinne 7 uuaide MaUTud dselus sulaiide Idasrmmieny
AlFsuTorudvanausUiuUnivesyemmsseil be Bsldln msdesumsidizesiude
dapnoaulail (Counter-narrative), Home-grown terrorist (HGT) wa Foreign Terrorist Fighters
(FTFs)  FavmndnnueglnddnasnuirdundrililsFodmiluninie dedes missey
anuiundlneazdesanunsausnliooninerlsie end way Uay mean vesgReIvnTULTILGAY
mjzu Fanaau ‘Home-Grown’ Jihad: Understanding  Islamist Terrorism fideulae  Dr.Sam
Mullins Shiilovnflsangdmsumsiissgndifiemdoumssuilediofusonnauiic e Usenms
(Counter-Narrative HGT waw FTFs) Tuiaifony uoenideds defifouduoasduaziniiase
Frunsfenisievesaatugnsaansvesanss fide o wesuil (George C.Marshall
European Center for Security Studies) Inesiuusslenifidnauannuanues Dr.Mullins
AomsfnwiFes CT rusNLesnMguiInineuasnginssumans (Behavioral Sciences
of Terrorism and Political Aggression and Perspectives on Terrorism) Fadafidmvnseu
cT deosun faulednwr lnslaniznslimiuddgivisnisuazdadofingedu (Push
factors) lviyama (HGT) /esAnsnenisienewms

Sir Einstein  1§nannin “anudhadsdenisindafiugng wazaanieinegld
mouiiuantml” Fssmaiifanuiedestumsufoimsfsvesimsnumiuifunauay

Aawmnulss (Wng.) luguuessnngy wng. lawandlidunuszdndudrimesdnsladile

N&a14 Einstein  1WWusgsifaziiuldanndainmenisel /ee  filieiusiing

Dy e Do



@en

laUsemAensmans “War on Terror 20017 Ingi1uin el U wendnlilanunsaadianing
Iussuanasnsusefumsnenselanusindudeadudefidosldnungudiemn guuss
Aiamnauesed uiaieanarlutagiuaiunsaaiennulfivssuanmsuarsselov
Mndumesidn  uaznalulad lnslowizaindedinueeulat NasLITIUNTIN “Home-
Grown” Jihad ffuindunanuiviuasy esandifeuduiniesssibesiensiroddu
Fue) Min1sAnw3ed Home-Grown Terrorist Jadsflndadenisivinisiesunniianunse
o3ungi1eglsfie Home-Grown Jihad laswasnuduiiansnsavenldfusivmuauazisnig
yesnsivszETusTIum LA i mTY Home-Grown Terrorist  fonssusINdeyauuy
Quantitative analysis/data 9ngnsaia3einlasvineslsiiln ndnlasauie yanaweani
Aousvrvuiinndnlutwinvetaues uazdnulngunuagliinedunisesnlusmsuingy
Tuawsndl uslls¥unsugnils Uanszem dethlugmaitrsiuiudvsadeunnuguussuuuanlag
wazthasdldZoudifedemnuussdudnvazfufunuresasdnstun Tagldaudila
foyamdrianduussloidmivauideatuiifiefaniluiauuasussgndldlunis
mynsdlaatu Usutiuuasdedunsmeunidvsanususauvaaladasiden ddny
fgnduentulHdundnléun undl € : 1399 Who Becomes a Jihadi Terrorist and How
Faduuniilidoyaiffuussifuiiddysoniside Usznishe nmsAnwuuunenngy
luBaUsey1ns (Demographic Profiles) \lomsuls (variables) 11018 e How R anudi
Nakara1dy v1av Inaegelsnenisnewmn Junsimson il 1uAUeIANT/anTANUTULSS
nvUauMsUgnilauuaruAnuUUgAlA (process of radicalization) samvisAnwTITeglsil iy
osrUszneulumTUgnAsgauARTITLLTY

ayu Asflagdonihmsfnuselufousrrmluedony fusenidedds naneuniy
wsaiiswiugnewsuusldedidls? “How they (terrorist/Violent Extremists: VE) get
involved?” dwmanumsfinyideves DrMullins Tuumil @ Wi e¢e ¥ie Radicalization”
(uAndunuugelse) Ihdousiuiely Fefuindunsuesfiulgmedsazideslubes
yesmaimmiilareisnszuiumsasumnuAndunuugelss widsndslalldnanisie
wanavIn1dimnowmg ULl UTsuatioudui (Upstream) Aidoan Bnviedlalld
LLsméT'JLLUiﬁLﬁaa%’aaﬁ’uﬁmmmmé’ﬂwngﬁ%’gmam% (Geopolitics) INT12UTEAVULADE
Uszinagesuuanudniunndrsiueenly  dsniinsi@eulssiiudanainliazannsa
ihluadaumanisudluvdetesfunsweunsaviauguusei sdaiddnounasSalald
foasy wunsunsvensnudesuussluginig Sussgdafunndiety  Henisudswenmg
mau msllyifisuiunensdouazmsunasesmisdiny Famnazdeiinsgieeniu
uiazUsemaonnededdinauasdeyaiinnnnind dduenansidvatuimBuenysadu
dymuazmsiuieludnvuzginiaedons fuseniduslilaganzanideadsueniug
Msmmanguidsdugfiniataunsouiemeidunimsaldannsdiogs imnsaia
Mindanao, #aUdud 15eT bewo AnUIMENITTINGve dulaihids wiade way
WauTud  warldlidedinueaulailunsszaumanazaiuiuny (Bayat) sewnuiings ISIS
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v Aov

lupgiueannane wastenansITuiingUszasniieazifiutotineg 813158 Mullins G9laifnw
Lilwenansil

NOEANUTALES

ANUVENEYRIRNTALg NN YN TIATUT T MTIngEn U W.A. bee “Un”
W ema) WuARzen nuneds livieny diu Juliudeiu ldassesdu “uds” i vele)
Ju iisen wuneds WeswSeasseafeadu sruliviuliaguanui anudauds vuneds
nsnsitlilasses dnTu wiesesuiy

Tnusvsaioidounquianudauddudsauvdoanmumuduiiduisan
Turensignnisiawn Karl Mar Tunilade The Communist Manifesto %isd@e The Worldly
Philosophers %83 U8 Robert L. Heilbroner (o¢a : e¢c-oox) WMnaTfimguanudnuds
(Conflict Theory) fi$efaruTeunes Karl Mark fiussenednnmsidsunlamedanusy
unmuAnues Marx iumssiedssminemuduluden Inelduunnufniniwis (Dialectical)
A3uINMINTEI (Thesis)  Faduanmnvosnisildsuutasnisnszyi (Antithesis) uag
\Aannsnsgainuulnel (Synthesis)  awan FsgaEuduresnnudaudmnan anudaud
mafulassadrsaniugnsdsnufidamarinlindoudmaassghasenienguiiatumsy
uiazngufiauaulamaasugiaiinssdiniu lasamdaudomansugiassninanguduis
fndnidesldenuazazihluganudaudmmadiauuaznmensiledasuumAnuioguad
AAgafuosAnsdeasves Marx Ao nsdaudsinuansoensnifuanuaulafinsafudufu
YIAUABINANUALFIINNTHULIAMLARTALAARNsTueBn Ul gaunisal (deology)
AdnsfuvilniAneudauduazieliiAnnissaudivesauiiiuuinudauuuideafy
Lﬁ@@i@(ﬁ’f’m“ﬁ’@%"]’]ﬂaﬂﬂﬁMﬂﬁ%@éﬁﬂllﬂ’ﬁLLﬁ{]QJJWIﬁWﬁ@ﬁﬁ@ﬂﬁ]@ﬁ@ﬂmﬂ’]ﬁgﬂ%aﬂEJﬁﬂﬁ]%LﬁUL‘%EN
waUszlen neUssiuitddues Marx fiieadostunuideadtuiife Bewrudaudves
Tnssadedsnuinuseanidu o diu felassaediuuu (Superstructure) wae 51 (Base)
InelasearadiuvufedsiidsnuAnindugauad - fAvosiausssy 19U nguane mau
anuAnuaradedulunandnfiduius fuTinvdessuuimsugiaiugiu

MnnMsfnwmuITIEnsiansfuanudaudimangusznisusdsiiaenades
fuaAdeatuiAemsatrsnuiauiie (Collaboration)  ilumgfinssuvesaudisjsianis
autauds TaedosmsliAnaumelafudaueuasdau iWunrusuieralalunisudly
ﬂzgmﬁajﬂﬁﬁmﬂsda%ﬁﬁy’qaaqs'mj FaransuslatlymanudaudsluuuiGenlgindy
Fnsudluanudaudelunuy Win-win  seaesdne wuamsnisudlawvudiaionadng
Tudnuwols “vug-vus”

NOENITUTNITIANITAMUTALE

LuIANAAEIAUANTALE sldl Ty unesm T aIRgFuAuTALS
e aug lWun woAawuudads 939 Afecno - occo (The Traditional View) uinfe
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TIYWEFUITUS FHTENINNNTTY oo - NANNATTY oceo (The Human Relations), WisiAn
WUUTNUEUWUS (The Interactionist View) %38 winnwan adlell (Contemporary View)
Tnevavaneriadasnisuimsanudaudisfeninuainsalunsudmsdnnisuagmisnis
flazdsuainnisiateanudauds (Destructive Conflict) TWnatsundunisegsau
981985194337 (Constructive Conflict)

av aa v a ) a v
Q']‘L!'JQFJ‘VILﬂﬂ')"UEN"UE]\TUi%L%ﬂlﬂLﬂL?ﬁﬂﬂgquaaﬂLQUﬁlﬂ

WUIAMUANLTBINTTHRAIUAITIHELNTANTN1TaN15T18Tugiinia

LDLINZIUDDNLRAYNLA
Radicalization in Southeast Asia : A Selected Case Study of DAESH in
Indonesia, Malaysia, and the Philippines
a8 Thomas Koruth Samuel: 2016,
SEARCCT

Uszwanade tuindulssmeaundniodensiuosndedlddsudug Al
awdAglunsdediunisnenisieuaziigaduduvesnuiesunisdndulalunisseyin
Tasuiengulafengunonisievioifiufeanaureninuifunsvessena Snviadandn
flaznsneulfufvesanuszannid (UN) wag ansg 19U msuanainiidedunisviiaansy
Tudsn  Fsllldmunedesguanadellildlarunusiunsedanuazgiinalagiame iy
ANANAINNSABNSTIEnTeanEAuTULsluginia tnesSgurania@edilaaniuuiesans
imthidundsanowowueddumsinuniuaiiiieimssedivfoanaameniuu agls
fanfivosnisUserugaoenandouniedl o o WAUTud nelidonnasoudynrondou
fedudvEnensie (ASEAN Convention on Counter-Terrorism : ACCT woom) titaan1ui
The Southeast Asia Regional Center for Counter Terrorism (SEARCCT) m‘aﬂéfﬂﬁﬂwﬂu
AUATDINTENTNANUITIMA Bedounthilnininondouduungfisgmaniiiealulan
flififonnasioangmnenieunnsdedudvinenisiienisness SEARCCT Juaflou
Huaniuddnylunisinuidowarlianudidesnaunemsielugiinia lonansififoufe
Mr.Thomas K. Samuel dafugi§1ursnissnunisidevesandus uaziduenansdused
A1A3%1 Modern  Warfare lsifuaanduymevmisvessniai@edaszaumsaiuaznanuide
wduusrloniogadsdumssosenfiofnunudsuatul

318971499 SEARCCT aﬁuﬁiﬁﬂawmﬁﬂﬁmaéwqﬁqﬁuL%ﬂ “ATrUaUNITVInle
WasueuAslulumsuusshedauuugelas (Radicalization)” wuinusingmsaifidrdny
TUNMSHEUNTAINTURTIVBIBIANTNITABNITY b UTen15Ae TowsnAan1syinaans iyl jihad
Wy mstﬁmsﬁwaqﬂajmﬁfﬂiuammqﬁﬁwma (Foreign Terrorist Fighters: FTFs) uagasil
fRnnudnaduauifunstnasdesitandlalmidon o Usngnisallalddalnal
wszndeundsluiivng Afshan War 9197 bdblobemls  Tluainsiunaiiunassio



P

Todon  uwazldfinisvihasasudnians Uihad) wazdinnssauinsudaaiuainiilan
fdlugfiiniaoidens fusenidediiuldliivatingy FTFs fidunmeanain siade sulaiide
warflAUTud indausgifl Swnlanu wanilloasnsnuduanaindy Talban édadsisua
iounasesUssmatuiaudd bems Turasifvriumdiinguieifons fusenidedd FTFs
IfAunandugungfiuasyanamarildnaenduymaesieainusuadugiinne
By iusenidedld Tasfinsanivuinguienisieiiddyeifiviu el beme Aongu
Abu  Sayyaf luauTud uag $io? wemb Aanay Jemaah Islamiyah Fanendaan
Watinsu Jihad/FTFs  Waunindudugainieumedssaunisalainausgiiuazlaviinis

[ '
= A aa

indoulmaniduszernadeiossnunilasiiiuidvina (Area of Operation : AO) (Stanford
U. boe¢ ; Weatherbee boeb : boxe-bale)

mMsfnwifeFosmnusiunseuiazUsemaiesedunfiniadniusg1sbeazdos
Tidminamniidedevesteyavesnasfdsluiiuiififiniudautugduninifeya
99 SEARCCT wnifududsenoundnuasenarsifvativifedaumngaunszantus
Iiinsinganngunenisirslugiianaunenuiusiiiigiudeyadifisswes g slsinm
wienansliosuiges waslduni it mameunsuuwruAnuuanls due3esiledeans
0171 dodsnuesulavluuszimanguidmang winasuves Dr.samuel  uluiingugie
mMseiisaegiaien detlagiudniauguusauugalss Idnansunduymeegiaia
Huagnaun Feenansideatuiiinnuddaiivsduailuded or.samuel  Sslaildviinng
osursuazardedliminlunisinuide n1sdladsiumeiifuuiuuiogandeanes
dymvesnguiionisiie nquidendviaiiusunss nquifianfiuunnsiaitudazngy
vilufadisnemn? uazerlsAedsgsla? Tnsmshseneazihanmsfuaifidevesaniiy
STaRT, University of Maryland hunifusifesinsiznns aantu STaRT uesiinisnown
qumﬂuqﬂ{]ﬂﬂqﬁ’uﬁ?uhimmaﬁmmLéaaﬂawmqmiﬁiﬂwwaﬂwauwLﬁmasimﬁmmié’qﬁ{jﬁa%u
faud ssleduszUUNsUNASEILUUINGINTS (Totalitarian), nguilnldnsidesuuurndn
uludsdvBuiniugion (Ethnic Supremacy) uagngusneg wanildasiaaiotnevesmiies
LUy ?fﬂumuﬁ%’mﬁ’uﬁﬁi’mqﬂizmﬁﬁ%ﬁﬂmLﬁmammﬂiwmumaa Thomas  Koruth
Samuel fionaazagluszinsdnuiluiFesiingnie

AT tesvesdasiea

Cyber Threat Intelligence : Special Report

1aeg SenseCy,

Israel

Husan1susenimensnlel beae dastealanatailulseine (Tech)

Startup Naunsaasd@sERvguInUswazlamulAinowin Israel (Israel Defense Force
[ 1 g o ! a v v 1% [ ! =

- 1DF) Wunirgnmstuinvedanudluvusidednudalanniludinunesdenislaudnn

sUkuvnnegeneiiasegmanidedddlaiguiunideusiainsuniuwuy (Conventional
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Warfare) @sn3ulidanuuwuy (Unconventional warfare) auinfie figainn1snenissaunas
foannauifeuanuguusauugalas Tnegdaudifusvananlaenssdsamsauensen
iy ngude nguusn fernniguenusema (Extermal  threat) Miduseduiy (State
actor) tuunuagndnldussmaitifuiemaundaauitimmamszuesigida fe finsu
é’uﬁ’ﬂﬁﬁm%{mawngaﬁuLLazlm'%’ﬂmé’mcyﬂmmé’ﬂmﬂamsﬂﬁ Oslo (Peace Agreement)
Accords usitszimefiuanseanatnsdnaunagnionfiasindeuidamaiiieneasnsudnnans
¥ud 350 sy #i30 uenantdaiingulinsuunu (non-state actor) Wy nduren1s¥e IIS
nquitaas Aedsanamiunanaelulsemne (intemal  Threat) FalduAnguiadoulnn
manailesludasieaiifudunusiuiaalad 1wy ngu Fatah al-lslam (1956) uagngy
Hamas (1987) fifinaards Anerjsuasdifiuiiaviwauinaauiunia (Gaza Strip) waglésu
nsatfuayuaIn Ny Muslim  Brotherhood w9 Egypt  waziifedeehafissunsdiues
foananwdl IDF azdesiuiiouazsednifnaznasnia e v

MnmMsnahannseiesgildideauiuames asieaazdesinnisfing
naadeulmvessanauuaznduadeulmfusaialanes ez Beauazutlugidnitaty
Fausiaansn Arab-lsrael ugusnfuiiuszntudainnesin srael Soruzdasunnauiy
wnnstirudAyivIuauY1Inges Melan1suumRanuees Military  Intelligence
Directorate (MID) fiUsznausemingdnges m Miedeliun @woo Unit, deoo Unit, doc
Unit idauusfidnainuanunsadnu Technology Tui3as Sienal Intelligent (SIGINT) wiiviae
fSuRngoUMENdL Cyber waz Code-breaking A wooo  Unit #ifin15Aa “intercepting
communication  signals” tilaRnauLagiinsgdoanauanniseunstenuiiiude
#e¥5" (propaganda) wagmynausuland Tnewleidmaundntantseinisaeldsulig
NIUAVUTINONTUVDIBATILOA 819 UTEN SenseCy (a VERINT company), UsEn Check
Point, US¥% NSO Group Tneneddsatuilideniiavinauues U3 SenseCy 1VINNNSANEI
W1291N5E9UIT8509 Cyber Threat Intelligence un@nwngaufusdmiindigninses
gaslnenuituioms S wmidfiidiuiades SIGINT  wazfiadandeasasiiu WEBINT
Tasenans (u) fimauanuszneunsussenelimietnnseswesivetuanansatuly
datdunuimaiieAnuinisimeunsgaunisainededsauosulay vesnguienishevie
naNfIsuLss wuuaelisinldeenslsdadeyaiies “The Ends and the Means of the Islamic
State’s dodspunaulatl Stratesy” anihluusznevlunisnimetesiunaznisnsounis
Suiteveshorusiuamativgluund « wag unil ¢ vesuAdeatuil

NauITEYes UM SenseCy Wuindunisinsiziiiuunzsenisiaun
Usgnautenansideatuilnemgna o Uszn1sfie dousnunasdoya (Sources)  #ildluns
Aeseinanantuideiidetieldenfiviu RAND Corporation way Combating Terrorism
Center (CTC) %84 West Point doaenilsdefiieadosiunisionisfrevionsmeuns
auguussnuugaldssalaldlisneandoalinsdilnginasdouiinniluvesesdng
n3¥n Ausndanisnemnvesuiazyana/esing udionansatuiilfesuieseasiduais
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mslddedsanooulatl  lunsmeunsgaunisaln, Iaanmamnsalunsviasasulewes
wazuamansltiadesilodoasivu Smartphones Ay Means vosmsimeunsgaunTel
suussuvugalaaftoasuligfinniy (Follow) 1438ms Encryption  ilendniasaannnis
M5393UY0R85F
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o. lunvauisnuvileuaznivglsun ilugiisesnmsimuinalulagaiuige
Jyyminisingunianuulsmuuaalasunguiuliiiesanniiauinisveddanluenn
(MauANITTYN be) HuiAuluag1ata viliirasvaiuliaunsanseangludalinindug
laegeiuian fegradu wnn1sally ansgs NnsHeUnIAINNEgL Neo-Nazi/White
Supremacy BanuTsiaraRIuNsIiaANTIUWINTsuRaAuRIET R lUgn1TNaI A UL
lunangsgs walanlan1iunda World 3.0 uag World 4.0 gy Globalization e147
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Thomas Friedman Jeulilumilsde “The World Is Flat” finanairlulangadaust mo dunnau
anunsnegluauinsuiivinisudiuluiiesveanisviasnsiudeyatnigns (nformation
Operation: 10) auiiluiiuszdntuemnauingsdl Friedman Weuliiiustaiiulidade
1ol beew nau 1915 16l Youtube Litawouns video vasmsgnyinievesUssanuusyaay
Tasnslandvesmiiusinsautilugnsindeumdmaresinsuiuussinemd (Foreign
Terrorist Fighters: FTFs) finnny dofsnmseulas] aulugmsipiumadngausail 850/45e
$11NI mo,000 AULlEINTUINDUNTBITE T BULATAULALTIGNINTIU TRusNENe3FY
Tupfinaedonzfuoenidedld weein “mawesunsanuguusuuvaaldaduizednas”
JelallfwTounstesiusuiietiu Cyber Warfare lumslawanviuide viewmesunsgaunisal
Fomndeuluiowd woos Fumnmnaniovisiuniuwagliviurmuddalumsiedouns
msrzdumesidndslallddnsiiaungaaiianunigs @agdusgluraavdsuain 4G
lug 56) wag dnammsuimsidiliszneunludfsneuaslulangadisidumeside
anuaitegnstosfie 36 maifeieyatniastiuildie

b. INVayaved CTC Y83 West Point Wag SenseCy Uszanaunsadinhul b¢oo
yhlandifldaunsvlnuduedonsnludin lifinin woo &uAu waz b T e vesduiy
Usgmnslanndt osoo d1uau fnsdmifledensiiinturessiuuam il wagdldan
Sumefidn-auivlny devdwmalasnssdeniafiutuvessiuiugléan dedsaueaular]
Tnedagiuuszansnit mooo  d1uauilan 14 dedsauseulat  1Julszdmnifou
Tnoe lu oo Auvesflinudedenueeulatl denidru Mobile Device uazluvnezifierty
Facebook  $189unUsenalnedusesing v, 06 ﬁﬂuﬂuLLazﬁ;ﬂ%qm?iaé’aﬂmaulaﬂ
1108 &o ruauludnnugliiudunedidaiomn Tlddednuesulad Huusedry
Smart Device & f1UAY 91NN591 Literature Review WuInJagiunisimgunsninuuuss
wuugalisdsnanmsltdedsnmesula LLavUﬁvmmmummmu Technology 8819@33*
uummaﬁmsmmmlﬂmmmvw mmmﬂmmm SEARCCT titevinms@nwmisnissuile
duiuuariAemauiiddgresnuifeatiuiih “dreanuiunsvedingléiniounsiuie
Mnfoanauussiinan dedsaueaular] udwiods”
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o. ANUMTAINTNELNIANNARTTULTERLRs shedsaspaulatilneialy

b. An1uNTAiMSNELNI AR TUTIan i sdedenueaulailugiaia
LRy Tuoenidedle
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ATUNMIAIMTHBUNIANUAATITULIIGA LA sneEadnuaaulallaenly

“...Al Qaeda is to terror what the mafia is to crime. But its goal is not making
money; its goal is remaking the world - and imposing its radical beliefs on people

everywhere...”
US President George H Bush, 21/9/2001

AINE1IVRY UTE51U13UA George H Bush naafinmsnisalingunisnenisse
Al Qaeda Taufaauilddnueanss 1o o fuseu boos 130 WANTal </ee lAngs
Al Qaeda UszmendugSuiaweulumsiwimanssy 8nmsuda World Trade Center (Twins Tower)
N33 New York way 91ANTEUNIUATENTINALUY (Pentagon) tu N33 Washington DC
danaliiusesnuSuR George H Bush Usemeaansiuseadnun1siieie be fugeu beee :
War on Terror 2001 %Giuﬂﬁﬁﬁﬂaﬂﬂiﬁuﬂ%ﬂﬁLfJuma’il’szm'1\‘1 Executive Branch (U3¢51u15UR)
uay Legislative Branch (3unaanis™) desnmingnuanusiuaseaniss Ssldussiduin
pimeedony fuendedd Wuiiufdsaiesnduasiiinsedeulmessnduiensse
ﬁaaﬁuﬁﬁ@w%wawmmdumﬁu Jemaah Islamiyah wag Abu Sayyaf ngldnisatuanuain
nauen1T et Al Qaeda warduuliufivs fuiufitmnefingudentsireazasie
romaseluluswiandenislianuiiiudinanasnadosiudunasnisalvesszsunsud
Lee Hsien Loong %aﬂﬁﬂﬂiﬂ'ﬁﬁ’j’mﬁmﬂL@L%ﬂmzi'uaamaaﬂﬁ Hufte “A Key Recruitment



Center” Y@INGUANEUAMUTULTIMUUEALAI (Gorka 2018, 2-3) ; Guardian 2001; SEARCCT 2016,
- 23-25 ; Weatherbee 2012 : 282-283) WAWAIINAITIATIEANUT Lﬁaqmﬂ%’gmamawsmm
naudeduieidong uoonidedd fuuesfiunndaiuluFesesdvBanusuussuuugalis
vsszimatevinduidesitlnadnazudagszimasndndaiuloviediuaiusiuns
nglanzdesnonisefuanssiusenliegraiulddn Tnsamnsoutseandu o ngu
louA nauusnAesiadonazdulaiidefiuaniooniisnsdndiu War on Terror Lilattedldan
W18 Osama Bin Laden wnui1ves Al Qaeda NgusieunABnguUsEnAmiUsinsveIanig™
il Mutual Defense  Alliances : MDA 1Hudognsialdun #auTud Ine uay denlds was
Tnsatfuayy Jengugavinedenadulseima CLMV  (fuman 817 dleusn Feaunm) fuesin
nsnemsieldiinansenuseUsymavesnuy Saiudamisangs (The 6" ASEAN Militaries
Analyst-to-Analyst  Intelligence  Exchange: AMAAIE 2018) fialli31U58v1ANLLT
nriuoanasdls (ASEAN  Community) ALHUulgu18uuuLeNduUNa18wannis “ASEAN
WAY” b a Y
Liunsnuasianisneludstunasiu egslsiniunsd maudlullapmarmsulsauuuanlss
Uszimmanndnie@edanuiiuiiuanseiuualiamnsandnideanislvaudmiiedy
Ussraslanuaruivesaidong Susenidedld ¢ feiuludosaruanlunisdedanusuuse
wuugalisiaanansadafaufveanmsussguansenendou adeil o o ¢ no.ae i
SyunaveslssivAandnioienziusanideld  lasuses “woasnisalueteidauinnie
nsufdRnssauiulunsiesuansnenisi1e” (Asean Declaration on Joint Action on
Counter Terrorism) Bsusfinasidunfiondusilunshinduded uinusauiotuesiiag
“ Julupuaniunsalsumziifetiulunginieuasluudazsemaauidn” daludden
Uszimaasn®ng 19y dsalud HaUTud lnslanzdulaiife uasunaleiiudaylsiiude
Auansygs landuninumuniiindsinnuindeainnisnenisiielugiininegiagu
n&ax Abu Sayyaf (ASG) wag Jemaah Islamiyah (JI) TuldmeunsvensnuAndvisnemaun
Saamuuuanalss (Violence Islamic Extremist: VIE) ag1ssamiiauazingiinin ddludian
TumsUseyy Asean  Summit 2007 3sldSiFuatsuuImatosmnusniloszdugiinin
AUNITADATIUNITINELNS VIE nnelddonnasineydynyinef1uananenissiy (Asean
Convention on Counter-Terrorism 2007 : ACCT 2007) (Weatherbee 2012 : 289-290)
Ussifuflagiunieneiluuniife mamsunsemmuAaisuusaaldsiiunsvans
Turfdsngg hlandulfiiumandsgiiniaedens fusendeddldosdls  Fusasfnw
noudilasAeyly (End Users) hagdnigaev13ans (Messenger) Meglsfnanvnlvinsesin
fanandnnigalldazannsoilugisnmsdostunazudlyuaziufonisinaieisnig
(Means) Fsagvinsiaseiideluluunil < lngagyinsvenennlistuinlasdoyanamdri
waverlsfrasduszneulunisidndnszuiunisdnaulalvinews (Push Factors/Pull Factors)
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WHAT DRIVES VIOLENT RADICALISATION?

A Summary of the Acad
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“Kill the message not the messenger”

AMENRIRINNTADTIUIANTTU /oo N18AIUTUAIUBIEANTT Aadoduilygiuin

. U U L4 = ¥ ] dy (. = Y1 o w ¥ dy ei

w1y Osama Bin Laden uagngunen1ssne Al Qaeda Aegogilamas Falademandiiug
dviswavasngu Tunziuesnnarsazyiinisdsuauiifidedinduduauinnuazauiadoegiu
wualduvesnisnensiedildiidyyiuinazduanaduaidulng daluvueiinisded
ganfiusoly ssdnsandsznvplanstedunainmvglanissediseniuig Jslavinsdng
AMUWNIZENlUNSTANTSAULIUNAIEANATIN WagnvaNaI W lUsss s ungy
nemsieedereiiies Juduiuves “The UN Global Counter Terrorism Strategy 2006”
vuakNugnsiMansoanin « 9o (4 pillars) Falaun o. nMsrumdadendmariodasguie
AENITHELNIANSHENAIUTULTILUUEALAY b. N15UetuLarUTIUUIIUNNTABATSI Y
an. M3a3aNIBn UN S8apnuanansalunisdediunmsnenisiienielininusiuiieves UN
< M3TuUseiuANuUaonien ANy ¥essIuLazng sl unuussTinguueangane
(UN 2006) 33 ooy UMnuznNsaLliunagnslunisiadnunisnenissedulagaiulun
“fo o nsdestunazusiudsiunisnenisie Wundn Fwesznanladildifisanese

v = 1 2 Yo v v 1 v oA ' = v vee

n1switgynn wesnisidnusivusiudenisididadidedinissegruielaglalafne
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favpaiwinluyeeawaifiemviednsuiuesdng fudsfinenuiuamiusiuag
deailafedeyaszlsiviliuszrmuuisdnidlafiawasnandelusmnemnguusdady
fanmesiin “msvhansimansdifnimsiaeddsinms” Sduganmssuil e My
yAvod Internet of Things Waz Aedsausaulall Moy diesefusy uasUssvvy
safangurenisie dusslauusuresauesuulan Online datuasnsutmansviiens
UfjtAv12815 (Information  Operations: 10) lafldi3esiidesgnuaulsiuoudnsiold (3a
TN bood : ero-oc ; Pisan 2016 & 2017) waghwudaglivsngegresdaauinlsunealng
Judmanevesnsmeunsanuguussuvugaldudlugiugamdn UN - Faduduiasdios
Tanusamiielun1sufiinisia UN CT Strategy 2006 Tngiawizagebsludansnnisdum
Hadeiidsmaniadosmisdonismesunidvifounuguisiuuuanias dsasdunistae
affafunasvgassnnmoundausunss Wegluduiaeneemdumirtoniladifinans
(messenger) tlUlditemeunsiiteidunsandndu (push factors) Mvilsigilnldauguuss
ot dsesmmisenldlunisdndulaautilugnisldniusunss“Soft Power is the
power increases one's ability to influence others’ behaviour in achieving the outcomes
they desire.” Joseph Nye (Pisan 2017)
Tunsujifnisasasiuuaznisadunagnsliinaziunesiawesgnestias
nolas viengunenisie nnesdnsaziiszuunmstdudyswuuiilasadis lasluusas
unuazinmstadudyudnatsziu fansnemnguusduganmsui e funuirfian
uansnstuntssuluefauuududs enfivdu n1slddedsnuooulatlunsszauna (Recruit)
vidodansliinewmnguuss Iaens Recruit WilelvlUufuRnsRvaeiiiiss o nguvdniifedos
Feloun fmounidoyatnians (Messengen) uazf{ufuins (Operative) Inomindasns
Fanstulmidieanutiurszdesdumanaulinudn Ai1asAelas? 3nHANTTIAT I
Ve Testas, 2004; Piazza, 2006; Cinar, 2009 Wu31 Messenger HAMUKANFIIINNGY
Operatives 1asnnguivihmihfmeunsdoyarnasdudugitnmsinugs il
undeieluinarunaranninufianiseldludnassmadnisdmulssfiuii o. yana
wandiinnuszasdiosdudihesdnavieunuihsedudniswasiiiaguszasdiiasiisgua
Huvesnguantesnelinguuneiidninnmgaufunguauieaiigy favguamdni
fhazthlugnsiendeaiteunasesnuesneldndnmsimuslanuies (Self-Determination)
b. YaRAWEITSannInasaeiate (network) Miduudwiueiosflovdnildifowmsuns
gaunsal MIszauwa MIUFURNS 10 ’udumedidniinarnuate 01fi dedenuooulat]
uaz telecommunication (Pisan oo & bose) ¥4 Department of Homeland Security (DHS)
vosansgienisnadsuiruadliyanamaiiifudisuazinlugnisldaanuguuss
WeidendesliiAiamisilasuuvamisdannldludefinudesnisin “Radicalization”
(DHS 2006; SEARCCT 2016 : 6-7) nsasruinietnewaniifudsessdwmeudila
TunmsuidgminagnisdedimnzanazdesmmuiiniiolunisairandedisvosmuLos
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Magiilug “Network Against Network” (Asia Pacific Intelligent Chief Conference 2018)
iiethupRanIeNIaYUIaIHAlind U dden

1 1 & 1 a . 4 < Y a wva . aa

nauseunAenguAunign  recruit  WnnduguUsng (operative) NiiAw
VAINVANEUANAINTIANAR AINTEN1NITLETBY 918 19U Home-Grown Terrorist Lone-
Wolf, yppafflouldanugunss nauwUsenfuLaY kagnguiaseAIaul lngyaaainantl
= a ' & ! . . av v ! 1% I3
finssenag1adunienisin Violent  Extremism: VE filagnniseusy duimglvinaneidu
A7ILE9IN1990NA8T5TULTILUUEALAINLTENT “Radicalization” lagninagagy
PNNBNUITHVDIUNITINAG AIUNITADNITINBUALDIYEYINTINT N IRDIN (Schmid 2005
Newman 2006 uagz Weiss 2002) 2enudguijianis (Operative) dymsusuvasdeym
Nadeiu delalianunuistawnusinueslam (Root Causes) MANZAULAZAILITOUINN
Anwiiommanlaluund € vesnuideilnsamisanensinuestymeenidu o drufe
“9AUTENDUNINLATIASIN (Permissive  Structural  Factors)” tag “AnuAuLAulalagnss
(Direct Underlying Grievances)” @l dauusn dunudgmlaluynszauresdanuasudseau
Usgmnaumluaudeseavaina fe aumdouainazuinauyifisnludinusuiiownan
AueInIY, Anuldviniealudeey, nislufinuyiuasnsdsduldeenainiiuiiegende
' a & A v Y] Y =~ N = oA
doufidas duividesdudynidiunisiiiesnisunasesiisiuluie nmslivinfeulunis
UnAses NMsnaddaAuntemMsidled (Political Repression) NMSABAMUEINIIVAINAEUBN
(Foreign Occupation/Hegemony) LLazmﬁcdaﬁmﬁwuﬁﬁu (Clash of Civilization) (Newman
2006 : 764) Fsludniaesiunuindunioevenenisieiilanildiioduusandneiu
(Push Factors) lvinguniauianitgnnaavums anulduinisunsegnienidssy (Pull
Factors) findulaiingnseuiunis Racialization  ¥eanSHIuLT 817 ¥UNGUADN1TIY
g v [ = X Y & % Y a wa a o |
ldanuguussdunisuanseendsdymimarildmalidunissiuiivesuiansnualug
n319u Home Grown-Terrorist 50 Violent-Extremists  LiioULALAUNI A DINTIARNTS
wWasuwlasunlunsinvestlym (Root Causes)

A01UN1TAINITIHEUNTANAATITULIIGALAINHadsaNaaulally
pinmaensusaniaesla

azlsAa “Radicalization?”
“... ‘Radicalization’ the process of adopting an extremist belief system,
including the willingness to use, support, or facilitate violence as a method to effect
social change.”

The US Department of Homeland Security (DHS), 2006
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“... a process, by which a person to an increasing extent accepts the use
of undemocratic or violent means, including terrorism, in an attempt to reach a
specific political/ideological objective.’
The Danish Security and Intelligence Service (PET) (SEARCCT 2016 : 6)
Tudaudnmssui bo ndugemaguusslanUszauanudnialunsuans
Uszlevianndedenussulal iieszauma dvausnazgnilsainannuguussuuuanles
(radicalization) wazléimuauansnunegwseiesilénanluumii wu lusfinngs
Al Qaeda 64 email iflouuziir/danslsi Operative sonUftAnnsAanisnemnguLse
filugnsdaedesiuivaruanuiiddyesansss sounluganmssuil be fdumesiin

[

Y v oY g v 1 o = ] v v = v
Wihdlaladne Arldangldas wasidrdgsimSmaruninszarglaidurinaduvglvingy

fonsonaussleviandunaril wu ngu ISIs Idaanwinematesdsna (Caliphate
Brigade) ﬁﬂﬁﬁamiﬁfﬂ Cyber Caliphate, Information Operation Wag LHYLNIAIFDUAIEUN
Saamuuugalasany “Salafi” Miuns1Hif jinad feFBsuusauugaldailouanseanis
Anasaniansadelasnisevsndsaeu lifdunsuiiadududouiinisdoansiidy
sewinsgmeunsanaunde fuglasunmsumme uilumsssiudi dhefgmnagiinig
sz¥uduaninmeunsa sgfosinud unouresngunefadnsveninemaluaudanis
Maumstuny Feliiaeedesiundazaruiwesdediauooulay Sniadsanudosdi
wazliviuadedsnalvgluaunsawmssunisteaiulaegreiuse@nsnin (Pisan, 2017) Tuns
AngidnifarudWyesadsiemasieunstiostunaruiefusoanamain  Violent
Extremism  flen99zqnaiinglneviefivanauduiussenineUsemaionin “Spilled
over” lagazuansliifiuinussmanguidssienisgnineuns luleidonzfusenidodld
lounusemelatnge Ingdeyadiulvgaziiunanuanuidevesanidu The Southeast Asia
Regional Center for Counter Terrorism (SEARCCT) ﬁ%ﬂL%EJQSUWQJJL%aQﬂWSﬁam%ﬁsﬂugﬁmﬂ
waglmidaya (§u) vvihnsieseiliiulssyaudninseaeenyiueeniesds lansu
faannumsal Feinguszrasdluduiifosnsliidnuienasifoatuilfidasiuin wminlis
nstlestunieatniufiiiomeuasvanzay mamsuninusuLswuUaaldsludeday
soulatazdufvanauremuiuamosnififiauindufiedawazdnvieduandiifiuds
fhegrmasnrusuusaintululssmaiioutiu iwu Sulaiids wiadouasiautud du
ﬁqﬂmﬂc'hmamﬁmwaaimé’ﬂﬁw%@mLﬁaLm%‘aumi%’uﬁaaéwmmzaué?qLwi‘ﬂﬁm;ﬁ’u
A3 “Spilled Over” gomifntungramandedaliguiu
0. NANTENUIFIMTIHEUNIANTULSILUUgaTAsTuB Tt de

1NT81UVBY @01UU New Mandala 4949 Australian National University
szyd uladidefausiaviliigurayaduasnansiiunasesdsemvurnyaduilugiigalulan
LAEINUIBUIUNITUIRAENTADAIUNITNBNTSIIY LU National  Counter-Terrorism

a

Agency (BNPT) 7ifiuszansninudnilulssinaiisunanssnuainizoinIsiueunsnauumnss

a IS

wuugalsaunfigalugiinirelensiueanideddd  (Grealy 2019) iilasaingiuseine

Y



5)>)

WungdinngdruiuannuazianunainnateniaTausssy nisanfduuleuigaienany

Y
I %4

JagneeftusarinlugnisnewmnFuLsINnauiua1e agesiellies Fanquinailauais

 =Sp.

Usglomianndesmdedsauesulatiiaunsafuiiiulddaou b Usznisie dausn
Tluusgmalvinsatduayunauienisiisogalameitu 1o o& Anes uar o n.A.&n
I9ldfmsdeansuuuiingia (Encrypted  Apps) LﬁzjﬁumulmﬂswmsnuaaﬂmLmuwumwms&msaa
IsgunauarUseuyuyinng Bayat waglvinisatuayungs ISIS mmamma bm N.A.Lo6c
w18 Abu Muhammad al-Indonesi léeunsaduasly YouTube #7871 ‘Join the Ranks’
({19193 ee,000 ada) fidonin “Wﬁ'ﬁawnga%m%’wiwdﬁmsﬂﬂ{]aqmzmam
wazenauiudunti fidunnauasdeafumsluufoiniing u ausndd 535n0/850” was
Usignisalivhdedeauesulat  unl4lunts Recuit uasinsunigaunisaliidrdaie
o o n.A.& u1e Abu Bakar Bashir WAUIIATUIATYYIUVRINGUUUIMENAULAY Jamaah
Anshorul Tauhid (JAT) Tudulaiideiiusemerdeonsodiaudndisauiungs 1SIs
(SEARCCT 2016 : 27-29) Haans IHlumsmeunsuazasumauiuuugalasiilugnisvi
Jihad  freiBsunssredifuindluiiuinnag uazddnegsiidaauie laside o w.Ave
Aoivnszidneinfmenuunsouaifiusznausme e wl gnue o AU (018 oo UAT o< U)
Lz gnam o AU (018 @ Waz < U) dvhitnsusingundeulugiioneg Tasvdudamewuii
we Tri Murtiono fiflunietfuidiuaundn JAD wasdesnsmiaseuaialudize uigndnung
F4lalgrone encrypted apps LﬁaﬁauiﬁﬁmiﬁamaLLazmﬂff{ e-book: ‘Terrors manuals :
suicide  bomb’ fithlugnsnasuidn a TuadesaduazUous1saa uazueninileainnis
T¥dedsnueaulat iloussmdlnisatiuayus uag N3 radicalization T899 SEARCCT
(2016 : 46-47) Wudwé’ﬂﬁé&%mmmmqﬁm IT Aatfuayuliiinislddedinusaular] (Blogging)
uazsld Mobile Banking iledsiiunulitussn Lone Wolf Tddmiunewmndnie
Tumsudledgwiau CVE  Ssuraduladidslammumduulovissaiuay
Usg51uBUR Joko Widodo lélviannudrdndsdaussyuduuuiiieneuulouts “Moderate
Istam Summit” Gasjsluinistiestuuagsziuduss (Preventive Measure) nMainsinsdaya
sludedinuooular uazdenswuandn (Mainstream Media) lnsmsufiRnuduluuuy
“Whole Nation Approach” fiflosriusznauves “Government uaz Non-Government”
Fannmeauvesd Ity g f199 nTENsaRnuEnng nsgnTsiAtestuszuy Adva
uaz Information Technology WaZANABNYUTITINTINGI/ANIANLEITULALDIANTATEUN
lnginguszasnlndanuuasyususuiislunissulienu (Grealy, 2019)

B, KANTENULTDINITHEUNIANTULTIMUUEALATUN ALY

“500 children from Malaysia...brainwashed into following Islamic State

ideology through e-mail and Social Media...”

SEARCCT 2016 (2016 : 65)
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9N9181U8s SEARCCT 2016 (62-68) szyilutsemasniaideiinislidodny
ooulatlunmsimeunsanusuussgalisegaunsvatsnnit o JuazUSinunuivesnisld
Aodinuealar IRATuediedaiiio Insamzluiadausl bees Ainsuszmeaveandy
SIS Widnsaenduiiud 850 wee $i3s 1 Jusgdaanu (Caliphate) Insluaiandand
fnsanvunguientshgluiniads  fauiunuanidnd (bayat) sie SIS WileaaUu
Faniadaanuuiqrisanviiewd (Wilayat of Asia) §1uu o ngal I6uA nga Tandzim Al Qaeda
Malaysia (2013), ﬂfju Briged Khalid al-Walid (2014), ﬂfjm Darul Islam Malizia (DIM)
(@n1Uunlae Dr.Mahmud Ahmad wnutl ISIS Tuwienisal Marawi 2017), Briged Darul
Islamiyah (2014), ﬂfjm Arakan Daulah Islamiyah (2014), mju Fisabililah (2015), LLazﬂEjm
Daulah Islamiyah Malaysia (2015) lagil Dr.Mahmud (Abu Handzalah) (de%inluausgil
0 Marawi  2017) Wugiifiuszaunsalluaumsuiazieslfidrfunsiinanngunenisiie
Al Qaeda wagld$umoumiiininunuiiives 1SIS o Usznisie dausn Tésuusaelmugiin
mauvsedviuluginiauagyiins radicalization Wiudld1iuusenaumauia (Recruit)
ntudailugnis Bayat kudedieusoulat  dedas nsufifvimihiiduneslunis
Usznauagszdalifuienvuislusazuenumine deriiudedenueaulatl (Online-
Tutorials) Ing91n51891UYes SEARCCT  warmsUszyuianiddsutnanges ne-audud
ASai e (§U) denndostuiiune Mahmud warfinaiu T (Caliphate Brigade) Uszau
anudfalunislédedsauoaulatilunig Radicalization laswuldainusingnisalfidday
oA fnnutihsusmmdnnia@edinnun e.ooo aufumalusmsuil 35 wavyaaa
wiehillgtinsléssdanuusingane (Suidde Bomber) Tun1sied 1 iilo b 5.a.¢ fv17
1Ny o AY Ao Mohd Amirul Rahim uag Mohamad Salim lanasziiadensnuies
dielaufnosidsediu 1SS uazfailnenuiaduinfiientueyieminne - em U $1uou
Usned oo - ¢oo AU MlFFunseusuaziunstinnsnemarudedinuesular] Jansou
Ao Julsaludnuauas homegrown terorist W lone-wolf (IEC 38" 2018 ; SEARCCT 2016 :
63-60) Faduifissunsdiuvesiiet1sandunssvesdedsnuesuladiiideiauguuse
lulgnildliisnvurnuiaiBeiievhmsneimsinlan
NNsANYIMUISTUIaN e laliaudAyiu CVE Program
og1aun lngldnnegnsmaniiiflosduszneuie o dwde AATYYR (hguuelaniz)
nsitum wagnsfiny (legislation Rehabitation way Education) &slulusunsuiifinguane
%ﬁﬂﬁﬂ’mﬂmﬁa “Anti-Terrorism Legislation: Security Offences Act 2012 /SOSMA”
TngansefidrdgAoasiidmindifnnuanundeulmvesnisuewnsinasifeidosiu
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MTHBUNIALTULIIRIuAe e dodiauooulat  uay Mainstream  Media 1nASIINY
zilgu1aNsIuNuLAetasdeviuiiuazavdeiilinsgnsiwumialng uagesAnsmaun
L‘ﬁaﬁwLﬁumnﬁav‘hmiﬂﬂﬁmﬁywﬁmimazmmﬁmm’aiﬂ (De-radicalized)  uagdidnfny
do weez  fumunadslfoonuuuiFussuunmsinnaeldnmsiiuguates “inad

Concept Explanation Action Committee” ﬁﬂﬁzﬂauéf’wqﬂa’mﬁmﬂ Department of
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Islamic Development of Malaysia JAKIM) uag nga CSO uaglimnusfiuinSeuniuseme
famuvuneed Jinad Favzwiulaiuiadelaniuanudidglunisiinnuiisenisdila
Aodvsanusuwssilunistndndlayynduan

. HANTENUIZBIN TNEUNIA UL sUUEa R sTuNEUTud

nsremselufiaTudiindusnewoidessiuiu Tnsdifdemgmuans
nAuY NgY Abu Sayyaf kag ngu Moro National Liberation Front (MNLF) uagnissied
IdAumaniedl bevl Anguiiussdnlngldidrsumeduiesguaiihlugnssuiunms
Fufnmduniun (Mindanao  Peace  Process) a8nslsfinuneufinisiasaingudilalsl
mmqumﬂuﬁuﬁ Mindanao 19k nqu Abu Sayyaf Igauuauandsng (bayat) ilewd
SrufungunenIie ISIS W1umne Facebook wagldlddesanarisonszaumna FTFs iilo3au
anUunigdaanuaniadelagainnslieseiusznaudie m tumeu wsniau nowdawmg
insusnganuedeulmveunuiimiesunu (Agencies) o4 ISIS GlilA ng.avign
aRno1As TN SEaanen dyrRnnaile fiuseneanfisng (Bayah) fu ISIS uazld
WEUNSARU A YouTube 1o o nA.& (SEARCCT oab, 11N cordleo) wagnauniiily
hu'%nmﬁuﬁéwﬁwasumﬂfju Abu Sayyaf luiaisienn el bedw une Baghdadi RN
Aaunazknuiinsuise 191 18l4dedsansenlatiuseniausiedauns Islon Harawi
Judnduuvisen@eu (Emir of ASEAN) (Weiss, 2017) @1auUsiaun Aan1sseaunaniu
Encrypted Apps 1% FTFs ihituiideunauviefimudnudanidunaiu (Grey Conflict
Territory) Aofuisles Marawi %q&gqagmﬂﬂamﬂmi@LLasuaqc'Jwﬂﬂmaauazﬁmmm?ﬂ'aui‘m
YBINAULUILENAUUAY Abu Sayyaf ansalidugauasuddey Tuming Point Aereulfn
wngailos Marawi  Ladlnguunuimanvesngy Moro Islamic Liberation Front (MILF)
Wanstasnduinmiunianisuasiinissiusangminsanizizensnnisunasesnuled
Govilidnduiaguuss 1wy wwslaou LinelamszagiliiAinnisqudideiufiuag
yousnnnszuandn uazldlumuunsduiiondumveissinaln Tuduil e nduas
U5 UITINlaen shuslugaun sl suwsIvseligaunisaluuufeddunele
nsUsene Caliphate  Faviliinguitanfidnaiy 1S Galdun ngu Abu Sayyaf (U19daw),
Jernahh ngal Islamiyah () (118 Hambali wnuiigndunsiiuszmelne) nga MILF (U1edau)
237t Sleeper cells uaz Lone Wolf %’umuqﬂﬁw ilegaunsalldgndsiutingusnama
wagnguUAsREnS IS luituflansaiinsmunudifaiddonssduamuuusdlugnisindles
111977 (SEARCCT, 2016 : 81-87) NI o EesuAIREdIRIRaN LT Mindanao
f1ss dnanvhmsiaiuiindt v euluduiuiiiendemsdeasudungladsdnisuusiiy
gaunsaifiguuss Tuunaiuiidssdenuiuasauluiigayaramdranmisomeuns
amudeiafiinllgnisldanuguussdunsuanseenuazdefusiunafzdaduuseiu
fsguialugiinin oidensiusenidedld azdessiudufinyviinasnmateaiumsineuns
LIANLARLUUEALAUUYTIINISIReEsls
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21nN13ANYINUITHEUTuAU szaUdy T oInSIHELNT A NTULTILUY
anldadunaiuiy nguifiusiisUszifuinauuaudsfunguiguusesefuuIua
(Transnational Terrorist Organization: TTO) aumzfﬁmﬁm&ju Maute filddedsnuoauladl
Tunisszaumanas Radicalize  wiluvagfinusunsedinsdufuselussuiafidudud
Iefimnumenenalumssuiiesgresaiios Inalupssndle nawwo 1¢in1seon Republic
Act No.9372 s® “Act to State and Protect Our People from Terrorism/Human Security
Act of 2007” Fafuuuamia (guideline) T mihiiufuRnsAalunsamunguinguuse
wuugaldsisludesnisiusunigaunisaiigunssuasinnudadatuayunisnssyiniia
feanudsanianisal Marawi Sgualduflunguanelaednsfinuinsuazunaslvese
ALHELNTUUIARAUTULSILUUEAlen1eld “Preventing Terrorism Act of 20187
(Philippines Counter-Terrorism 2019)

AUMSAIMSNEUNS ANUAMA T UL Al wvnsHad srseaulauTulszmalne

NLBNA1TIV8 Counter Terrorist Trends and Analyses ¥89@n1Uu Rajaratnam
School of International Studies (2019) izmhﬂa'mﬂ'ami%”mmﬂaﬁfuhjmmim%'ﬁaﬂéu
wﬂammmm Wns.) Tu e Jwinvisuwauld (ve.) wmuﬂsum%umamamLaamau
NI o ﬂamuammmimmmmu lagngu wns.  Tingusy AFTFRINTLUIENAULAY
LWaﬂﬂﬂiawmmmsf[,mmimﬁumﬂqm Barisan Revolusi National (BRN) Lmimmwﬂqu
fomsied e 1SS w30 Al Qaeda Tirndswhmameuniarmsuussuuugalaiy
dioan1slinguiiguussluiiud (Local) syhnsarutunu (Bayat) uazBansessiunauas

1%
=

Nufiileflazanivungdaauiiunasesiiengvung Sharia nMeldnistivesnguniies
fausiinagliwuenuduius Feulesseminnit b NEUUAIINTIBNUTEIMIIBY1INTOINIYNS
@mawnay) Tuis e Uidusmuindyaradiuunisdiauaulefinnia Facebook
ua Application 31 veandy SIS sgssiaiiosuarluunandslumsdunudsiomnaulunsd
INM3IUNY U8 Wae-Eya 1o .8.00 71 8.191¢10509 nuilusvesifesmilindosmune
ISIS ka¥aINNITLA1E Facebook way Telegram (application aU) @2UAINUIIUIE Wae-Eya
Ieltdedanueaularl Tunms Recruit Mg uNa@sdIL « AU HelAToNRDIATULTS
Fadueioststiinnisufoinismeundanusuusuvaalandunisnssydlinsuuay
Tngszuumaluladivuasivamnsaviliyaraluglinaelens fusenidedld  awnsa
Foulosnauiulsiog1enndd wasfididyAemaneunsniuAniisunsgaldamisdedany
poulaulAlAunIINUsEnAlNELAY HOU1INTITTIUTINTBYANITIATIEINAIIUVBY ISIS
(2019) AUT1B9UBY Y. AYM.aw. Tarmiiiuiinssiuin dnsuisnvuiulvaly ave. Fud
auifoniiosonisdniuaiures BRN - dvlufigainsungulmimarionagiuludnw
gauMsaiineg iudedsaueaulatl nlufianennazuennisufiRnnnguifu
dafifAdednuinuinuszmalneselaildfinsmisunisivilofusegnaiy
Mnmawmeuniaugussludediauosulatiudiisamalneduldimhsnuiisuiaeu fe
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AudUszaumsinwauliuaslasnieszuuneuiiamesusemnalne (Ineidsn) dadnsadu

Wil beem (Toldn guduszarunuinwiaulasndeneuiimes Ussmnelne) Inoaue
waluladdidnnsetinduazaauinmasiissd nuladatnvesdrdnauiamurineeans

uazimalulaBurand nsennvinermaniuazmelulad fnrsenihiivdniiensuaues
wagdanisiuimgnisainuiuasasaioneufinges (incident  Response) waglinis
Ay fdnduuariuuzirlunmsudlufennamanusiuasiasadonsinuneufianes
SITIRRA LA UNIT AT mmmmmamummuumﬂaamamqmuﬂamwamai
FeaNsITTY naenIwMIAnwIkasTAASasTlowazkuIN1eene TunsUfuRiieiu
musiunsasafelunislirenfiunosuaziaiotisdumedidn dduilagtunaisiavesine
@ingnloudeundainegnield d1dnauimuigsnssudiannsedind (eedn1sumivw)
vde anse. uazidsudeidu quduszarunsinwimiuiunsasaieszuunouiinnes
Uszinelne FedagiudsendlneldBunszviindedymuadldeionnsiuilondn  ilels
aennded waslmingaudensivdsuulasuesnisnenisiefivuinldassulaues Ao
mawIeunsluduusndguiainesuiufiazsosenalnlmiforulasaforesUsemai
Lazazfosndn MazdesgninsalluiToswesdnivesdssmvuiiarldsunansenuain (519)
wsu. TemsinvanusiuasUasndelauefuisnd Insueumnel sum. nsznseRdsa
Lﬁams‘b@ﬁml,azé’mm Juvsesm “anznssunisinueanuiuasaenseluuesuviana
Tnglu van & 11991 e uidsogluszninamsseaysfi (@wse. boew) NTIEMINNgusE
lianunsateduldlddendenansevuse Tassnns Thailand .o Tlazduindeusouinnssy
othauuey dmsunmawisunsludiuiiaes Betuudlugned bees Tnslddimaudluee
ﬂ%’wqmgumadﬁam‘%‘aq “SramszsvyRidensnsghanuiinfeitureufiomes ”
(Computer - Related Crime Act (CCA) lnlianuviuasisuaznausuiudennaiuse
ANNITLAIBIYAARITIHT be Tnefintiiea1usienis Wy nestymnisnesinlne 1é3u
finnsdass drifnaseaulewes uifinsanduansoduresngy Human  Rights  Watch
ﬁﬂfﬂ'nmdwsﬂwa%’gﬁé’wmﬂumsﬁwﬁﬂﬁ%%Lﬁ%ﬂww%uﬁugwu “|309N1TUARNIANANKAY
MsyalaglasaIuvanaIna” agelsinudiniiou 5.a.¢x nansilinanaiinistedu
11951 o (o) way (o) fananiliiedesiuuazasaaeunininmn e Wunisnons
Helasiiudualudesesmswuesmniinisasdsdn Yeauiladuuilduiineliin
"mnudundrluilansisue’ vie viane "nsnwiauasunienuUasnfefiuniiy
sugianardenundelasadiaiiugiuressy nienaussloniuvass” lneninasiany
flauins 1wy “Fodsaueeulayl Platforms” uay “Access Providers” faslinusauilo
Tunsaudeyavietestulumameunsteyaniounanuiusedenuiiung drunnels
1797 o5/e Uaz oo/ Iilvsrnamalumsddisnidnuiovihate deauiiuiianie
dwaliiindofoyprauaz/m3ansisasainszuudumeside uazszuunsufinnasnigls
nsusulsaAlungmane (Amended) fnaifins1unalunInsaeuity 1199 oc (o) Las
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(en) lolvigunadhesglunisidnfvleyanisaunuvisedstoya (Traffic  Data) #1951 wo ()
lanauguaudenssuiiageuliiu aneiuveInsens1fiIvaliioAsugiawasdny
lun1snsiaaeuteninuvseteya Nlimuzauvsedmwananuduaslunisvediuiamia

Tidadnfunisdenszyiilimnzauuazdsldlvsuafuanziaulunisdvaiuuas
adlnunsengmnasanuMInsEiAaRn egndlsfnuiinisanidesszrinsiniedenlm
manywery  dnulovis wazdndvinisatedeaumansluraeiniuanegisninsang
Tagynihengeumuuimaiesnisairsaunalulanleiwes wsglushunis flduinng
ooulavsineg sindfsansuasiainmlumadidedoyatmans nisdeans wagnisidudn
yosdunindmaneluladuazuinnssuingg uidnduniinnafsisrsdvsuazsnalasvey
sssuvjiduaiumnuiunmslaesuasUssna ufsaafamuesuszuneu Affunum
Tumsidunaendesquanazunanugsauiiiiuinmmgan wu maafaduidomluduled
flsifisszasd mamugunslidumesidnvesusznvu uazufiAnisflesednietosiusy
ngnensielulaniaives Dusu

WHUANA enlo : T internet Tulng

MOBILE INTERNET %% .
AND SOCIAL MEDIA
USE IN THAILAND

ACTIVE MOBILE
TOTAL MOBILE INTERNET SOCIAL SOCIAL
POPULATION SUBSCRIPTIONS USERS MEDIA USERS  MEDIA USERS

@O@@ :

69.24 92.35

MILLION MILLION MILLION MILLION MILLION

Urbanisation: vs. Population: Penetration Penetration Penetration

50% 133% 82% 74% 71%

1 : 1l internet Tulvey, saulat, beve
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M33edld Ine uiady Sulailidy uarfaUTud dalynnueaToInTHELNTAINTULTS
wuvaaldsdisineiu Inslunguiinesiennmivestymasldunvssmaniivssvnsyads
Hudrdngy WWulufinisliannad Tassa@eussihnmauddgmifuaasduannsugnils
luszuunsfinw Tuvasneinudulailifeueinsmeunsauguussindunsnseiives
nsnen1sine ag19lsinuvesUsesIundud Widodo laudlatymlufianafenduuaide
fisjatiunrusiniieluynanndiuiesamen (National Collaboration) s¥minemiaeu
Sgurananun LonsuLazesAnsmauniudiiudazUszimaazoonnguuienianzyiiin
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ey wine o Yseinaganisldmnusiudevennasansiioanainuia naialun1siHens
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Yoyadnasludedinuesulay  Thdululufiemsiindnidesmudaudseninsteyaldy
wazdayalu

TugiudsemalngainnisvinanusiuiuseninnsutImmsivdinyiinges
WA (avv) wudrdeasdinisdndunisiunuuseiaseds Wesandslléfunansevuse
N1TWELNIAINTULTIUUgAlasag1ataulaeUagduatiuiuiinyeuazegnelaaud
wealulagdidnnselnduazneuiamesuiend aelddsinvesdinauimuniveiaans
uazmaluladuiand nsensavinemaniuazinalulad (OF) Sansewihivdnionsvaues
uagdanisiuimgnisainuiuasasadeaouinmes (Incident  Response) waglinis
atfuayu A dunagduuzilunsuilufoanaunnusiunaoe fomsinuneufianes
SRRIILAINELNIT A SLaE N SR uAuTunsaenSsTedunau RS
foasNTRITL AaeRawsANYILaziauATosliauazuuMereg TunsuFRLilelia
anusiuasUasndelunisldreufinnesuazindetiedunesidn egrelsfnudynife
nawisunssuileluszduniniadilifinnuaeandessuanisufoanisiasautuling
Uszina

nansenuwazleynnguasse

PNMIANYTMILNUINNMS LRSS Counter Violence Extremism 38 “CVE-isation”
ImjLawwmqﬁaﬁqmaaulaﬂﬁ?uﬁqﬂmswmaﬂszmivdu o. ANUTINLDITEAUYINIA
wazuugf esnlasinsianandlianuisanseyleiivssmealaussimandausifies
WAz nomauardRamuunAndvitusuuugaldaiulfynnsniogndnsaes
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(Radicalization) siudumesiinisluros Chat &u 1se Encrypted Applications 718199511
nUszinAdug dse1aidunisiandnigsssuyaiesansiaslunisuansesndieg
b.1309 “Security  Risk’Tagtawign1sviansiinduisngaudeidminidn uidanisia
1 CVE 1 vneauvie U1 nrnun lgg1uawuy Offensive Approach
flagdaanszviriomanjuuaniou “Soft Power” Lundn wazainienansideves 012138
Grealy (2019) wi New Mandala wuindulafiferdwszauamiSemiieaugiu CVE
gelaidlaunumming Tuuwedimehaudaduludnusfenfronduynnaviontasay
warunendadadilaiiniinsisvesmuiesiie Counter-Terrorism m. N15¥1AN1SUsEAIY
AONAABITTIINNUILU FU CVE UazesAnsdase (Private Sector : CSO) TuszAuuuwi@
INIZNSHEUNTT oY A9 Huvsesdnsuerindudniuarniiiiesdnsvesmugosndes
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TugaamsTuil be WugalissuuAiawaznaluladfunisdeas (Revolution
of Digitalization & Information Technology (IT)) 1udud1fyueinsmsediinvesuyud
Ingguramlanldfunimunungminedetifunagniivesmiiesny ey
segyaaiedaizuralneiealdnszmindinnuddgdangn wusuiaseniagnsaans
densitauUssmaliudensidsuuuamedanve “Thailand 4.0” Fanmeldegmsmansi
Sualdlianuddyiumsianndnsamduanuiuamislewes uazimeluladansaumne
YednosTiLagnthsnuiumsiuag feussdiudeanaunisleueifididsqnaiuluiilan
(Asugmad uzdgissy, beew) linsdumslaufiszuusuins ¢ widlufadeluauds
mansaliingu Anonymous  lawfeeainsideauamnsataivledvemsnuiguiauas
SganuiteUszinanmenswvesiguiaseansidslunisausenngnelfsdfunisauny
nsldBumesidauardedsnueeulad Maillunsfaumaluladida ewamuusanaiy
ﬁ?aﬁLiﬂéfaaa%’mamaLamduL%qmmﬁumﬂaamﬁal%LUai‘LLa“Mé’ﬂ?ﬁ/ﬁm‘%mﬂumﬂ%’ﬁa
paanaufnmtnsnelulad ddadonlelugan e (Landscape) Y93A21LITUAYD
yaTasulufsainanuinniveunalulad ¢ mmu,avmmmsmmmml,avmﬂLamm
Fufudeadsuisan (Mindset) Inessuilofuy wazdesionsanegaifiuii dsiismda
wdgyldanansounteyminigisandiug Bnseld insizngugtouniugunswuuanlaslaly
Usgloniarnmaluladiflewsunsuuininuinuazgaunisalitudodeauseulatiogis
uninate FudunisisvesineanuiuasiezdosmignaunaszniteanisanauLasam
wazn3testiu LagUuUnunseunsALguLsIUudedsaueeulat (Hoffman 2017
204-209)
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WenzTusenideslanewsssunsivetasiukasSulleduduanauvedantugafasia (Digital)
lALanI1z 08 19BAUT0INITHBUNIANNAARITULSIgA i anFadeauaaulaid dmind ey
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ms1gszuunsaeansiaganiyludedinuesulattusiniiuazaiunsafazdmwansny
agRguLswoAuuAesUszAeg1wandedlils Inedl © Usuiiundniisenisinag
Ao “NTaunsaniauTuLssuugalaslulssmanguides lnganizusanalnei
A 1 & oo d o Y& W « - | P = v A8 v
AU Inludenlnadiuainseds” uar “Ussmangaudee lasinnswssunissuiiany
ABANAINIINNITINBLNIAIUTUISIRUUGA LAzl TnglafnuUssiiundAymant
Hrufesune Alaiinisuusesndu e dau diuwsn Wumsesuieliiiuninsinvesasasiu
1 % L U Q) 3
deynugiuanudibakazi@enloaiuifauinis lumsldmaluladuas Fediauesulall
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nen1351em1eliues (Cyber Terrorism) d@uiiaasazuandiifiudaguuuunisnenissne
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SuilovasUsemelnglunisususimeiuiazUsiuususeaneu (Hoffman 2017 :231-233)
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#9A3103N NG (Psychological Operations: PSYOP)
“the ends justify the means...”
Niccolo Machiavelli (1467-1527)

Tumsruzasnsnluganmsssil be 1 DrPost efnidmtifivesding
n509na13 Central  Intelligence  Agency (CIA) ‘1‘7iLf]u;:hs?j'mﬁmzyjé’mﬂgjﬂ’amﬁm‘iwzn
Fateunduersdindninenmadies uasdmnissesiunisnenmseuamnivends Georee
Washington anse léesunsiiderurluasamuiuldlituegfunissunuuuuudifiieg
othafen mnavdeddmuglufuasesuiiery Tulruses asnsmdndnen: PSYOP flazilug
Fevuroe19AnrInlaeaInn1sansIzinudl PSYOP  luildilunagnslmivazlafinisldidu
syoznAILIL MnazuanssiuLsfisaeesiie (Means) Ssazituiogisluisasnsmidy
(Cold  War) 1¥gutaansgs liia3esilofenisdefiusinazdelngvinyd ieugnilauadn
wuvgalsskazasienuinigadeliduussyrvululssmasasyiiusinslaedidvang
(End) WdawiAndeduuazinluganundsadseouiifadtsiagtuiimarudldlaata
walitgerheunasesUseinamiundiiunagnsaiu PSYOP windugluuainusuusawuuanlss
(Violent Extremists: VE) lfinslduiifinisdnians (10) iwufu deduihenusiuasazeos
L%"flﬁﬂuﬁaasuaqguLLUUﬂ']ﬁﬂg’jﬁamﬁinmﬂm 10 fwtoonidu & uvusldun nmsUfoRng
3mIMen (Psychological Operation) nslawawIude (Propaganda) MMT3mAd RSN
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deuiavu (Media Relations) WAz 15aVNeNAg (Deception) (33.4&5.11U.) Fannfiansan
AudIALIINETRY 10 Hulduiind ey “asesiuluues” (Cyber Warfare) vasgarnIsy
7l bo LLa“?iqﬁLmeJixLﬁuﬁwﬁ’mmawwmmﬁﬁamsmqﬁq b Jaymlngifiunfu Social
Network #e feusnizes mslavanvaudedviliiAnnisnsgdu (lone wolf) fLfuyana
muammwmumﬂmaﬂmﬂgummiﬂamﬁmLLavmawmwuuum fodea3aan1sszANNg
(Recruit) TBumadgvaulitandnlvsiiiunvinisfinw, dhswnszuauns, aulug
MsanuIuauiievn1saniang (Bayat) Wudedsauesulaii( Bercer & Stern 2015 : 101-
104 : Hoffman 2017 : 231-233) 1unsdl 1ile? be&s w1e Abu Baker Bashir wAUEINGY
Jemaah Islamiyah laUsgne bayat r;hu?%aé’aﬂmaulaﬁszmwﬁgﬂ@m%’a

o. Uynuazauassaannislasiuuaziulionguiasunsauuugales
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NUNA @ waasliiiuIausl begs audslagiu nquienissie wu
nqu Islamic State (1) MANNausatunslddediaueaulatdinisuasssaumanguau
Wsunssuugaladiidngaiunludsn/ase uasdeldvenseaiuneanivegiiniiewing
wazlunaniepiosdiedoansiimnuiiuaragnamaliuuinuAn s toiunisn
| oA a a Y] a Yo aa Y Y w1 &2 .
duszmanguidelugiiniaeduns Juseniediliunseuesua dagumnnsalda Marawi
TURFUTUS (o WA, - o0 §.A.00) kazdNI1INOMALINABNAIEATIDE 1M BLTBIIUNNEY
wgnisalanaailuusingnisalluiluginiag fenisldszidngndinswuunseunia
(Family Suicide Bombers) #iUsznaumeaingnne wil uag gnq ludlesgsuien laens o

61 v & A = Yoy i
win1salnewnlaly Facebook Wudenatslumsatuiuny (Bayat) kay Seuiisnisnewns)
wazllfedsimindidmivineanuiuasedlne uasUssinangudss Nazdossiudoluns
UasiuluseAugiinia (Regional Collaboration) Lﬁalaﬂﬁﬁn'ls’l,%'ﬁaé’aﬂmaau‘laﬁﬂszé\'u
maelﬂivmamwé‘]n’tslmwsumw vin1sawmg a1 Ussmalauszimanils deannusuile
Snwazifinnudidydeanusiuasasginie mmmwmmﬂuamamm Aesfinuiusay
ms;mimwal,ﬂumaﬂaaﬂuuazﬂaaﬂimlﬂmﬂmmimwmmwﬂﬂ‘vl8 Fanmsiasesi
wudrtunsdanufiuiaznivvesngy IS azdteulunazivanaresninudniafiuanaii
ponly wilun e (End) Aenisdaiuiivazusznialindusgdaaiuaonndasiv
o o o o =2 - dl' a4 A = ] a A

nansatuiliduinsfnuineluseaniedie (Means) MdlukeunILWIAUAANNNS
AIUANNIATULAENTENATOINUTLAL TUFIUVDIAAUANNIATUILNUINRIAY b ENATT
Uszniswsn  laemeunsanuguuseiudedinteoulat@enisld Hard  Power vaangy IS
a519AUMANAILAgHN1IAIUTINNGUAITULTY (Violent  Extremists) lugiiaimieiie
nziuesnidedduniunavareUuazladmisnquitliaiuviunuaniifing (Bayat) 9819
InaLiigdauyiliianswasg1aninng Usemsiaas dulunisaiuauuaznisatvayuain
Uszmwuny ngu IS ddedinueaulanluies Soft Power men1susenirgaunsaldnusiam
& A awa ! A Vi [ wa v fa £ a ¥
WuNUHURANT (A0) vasngu 1S dudeladndu “Auuaudnfdnsuesyiyady” wazn1sidiun
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Tugarmssuil bo defioifugnBuduvesgfda vilinmadnfoazinouns
Yosszuutayarnaslululdieuaziisnngn dwaliiinnisadisszduvesanuiniiey
Tun138 1y ey niouanteannaauAns udenie Ideginas sudidedinuseulal
uazdenszuandn (Mainstream Media) Wisulailounu o ax iosanmslsansiasam
Tnglifimsmueiugoninaiouiu Tasmegnslidedsauooulatiosaunivansuas
asounguluvhlanddlanuuandiazesauide avs maun vie gaunisal deyananio
psAnsilusesodnuidy ssdnsnsionsHelidnmsuaamnuszlonilumameunsuuy
anlddlusmnaliniavedan suwdaiinaedonyiusenidestd Tnsodendn o Usznis
Mduguassaiiddeninade

.0 MITrmuvdnanmsuiugiulunisuansesnnisa i e i
wislania3tendszsulauag9ansss (Freedom of Expression & Freedom of Speech:
The US’s First Amendment) SswoazasulsrindnsuywerununganouazinnsgIuans
uyweTUIENINUTEIna mnefednsiisnamisaizuanieenuiodearsanuidninda
wian1uiu Madaen1sne n1skaneiivng udenisdearsiiedaniade lidnazuy
mihnszanwvdelulanesulatl naonaulusuuuudun 19y 1@oamas ame1e awnsiin
n3onmiadeulni Jeilvnislavanviudefenismeunidoyaiiudumesidn il
ANBNTITFILANTANELNIAIUTULTUYU Jihadist Propaganda %38 Recruit LA1UTIAN
Lone Wolf %38 Sleeper Cell lsiognsiranie ( Berger & Stern 2015 : 101-104)

olo MIdNLazITaMsTiTIEwesdednueeulatuaz Application 1
Facebook Instagram Line uwaz Twitter dwalviniseannguuny vedsdu lunisaiuay
nieldesiuduanaiueieg danuaidiwsiznisesnnguuigdigazdasldiialunis
ANEUNITHATTAITUNTUNAIUIL BE1UTU NRIINUANITH /0o $5UIADRELATEY
1pfin3UTUUTIN509NNY MUIEAIVANATIFABUNITYINGINTIUNNTRUVBINGUL BN
Tnosufiansand beee way Suinsdwuldiided bevo (Stephen, 2004) Feaziulean
Tuvazdigiensheuazglvimsatiuayuldfimsuiuasunssuiuviaiegenids uwidedy
ndvldansnsaduiunslyiaenndosioaniunisaiiadsuluogismniled
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TMAnTuass (Push Factor) wawnnsil Aedspmpeulatifinnduiausvaiusewine Push Factor
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uay Pull Factor lagannsautseenidu e ngu Ao nduusnAeussmanddymiFesmaun
uardsan losnguiassmaundusingzdu (Religious & Social Motivation) Wagnauiiaes
AousznaniddymiSeanisdiedne daiendesfenisutuenfuunu (Political  Motivation)
flsienturmsdaudmmaun

ngausn 1¥un sadeunzduladide nefiv o Yssmadingraneiludnuns
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Tnslowgludulafifefifimienuiunsdesunsiensiefiunsgiuegramiesediu
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LaZNMUIYANUNANN15VDY Sharia Islamic Law waziiunindngnisidusgoysnulieunss
mauliissanyssmasgsmgiionsside visurAaouuazliiBnmsudlatlayniiduluma
Hard Power #sluflannguiifiusavaniifafommseenlusaniiofuesdng /dnsay
suussuuvanlaisnuenUszma uiinnadeaziisnsiuilodudgmiaanilaeidunisld
Soft Power insfidausiuves n1ass nANTY war CSO  wiazqudloudiliifivwe
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warlanaeunduy Foreign Terrorist Fighters (FTFs) A1el@inesu Khatibah Nusantara
wazINMIsANwIMUIIYARaMETE (FTFs) Idinshanuanuedoulm Boudisnmsldons
uazilveaniafadedearsiungy 15IS  Hiudedsauesulauneluiesusndiuiuay
Encrypted Application aqﬂlﬁd’]ﬁgﬂ © UszmﬂﬁﬁﬂgwmaﬂmﬁuuazmmmﬁL"f]m%ﬁﬂ
(Offensive) Mlumsweunstnasiidusognaaudidsdiveduilumssuiionndsfiinande
denveeulay

nquitans ldun FavTuduazinefivszvnayadududiutios uagdam
voauguusanIniamidesnisiies (Political Motivation) arwidaudsiiintulunould
vasilavTudiunelivessenalnesinnadndidssiulunatsdes Tnslameingusvasd
vaNguEnewmnlegumeIiuAe NMswdaeniuuay Inelgmuessunailaulud Aeuseyvu
Tuiuiivihalnawgulu Mindanao fimnudanlimelademsiauniuiiairaumiiountsua
amalaldguannifunauy sudmaliimsanidunduiigunsssne annanevis MNLF
MILF waz Abu Sayyaf 9unde Maute fidupiovneves ISIS Usuifiufiunaulafedmuinis
Besmsideunuduiudiaznisinsodoasszninangugdounimsunssluussma (Local)
fu FTFs dadiulsluunil @ Aldnanfsnguanensdestumsmeunsdeyatmasiiisades
fupuguLswazmsatuayudoslostungunion13$1e “Preventing Terrorism Act of 2018”
(Philippines  Counter-Terrorism  2019) Lwié’thamﬁaaﬁ’mﬁ’uuazé’uéjaiaflﬁﬂfju Maute
T¥dedanueaulariaruiuny (Bayat) fuunuth ISis Tudsn/@ie 16 Tedemneumnnisal
0 Marawi engum ledinsandedeasiuindetnsluginnaeidony Susenidesld 1wy
DrMahmud Tusnial@e wa recruit 1 FTFs ithsamdjoannsluilonde? bewo Marawi
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Uszinelneeglungu Political Motivation wagfdaugaseusnniigaizos
“Spilled Over” Jaifuguassalunsaiisszuumstestuszduniiniaeidens Susendedls
(Regional Collaboration) firusnuthevusuausiupslasamznietnsedldianiy
mnaAdeulmMIHELNIAMLTULSLUUEnlAsegeraLiles agslsinunisufTRgadu
LAsTEAUINSNTLayMsIsle faunanguinenasgsamaniiviloulssimanguidesdue
Fsluvaziiddaduindoulidu Thalland 4.0 Tasendonduveanalulad uazuinnssu
Tunsfuirdeuussmataannnsinssinanissenunsiiniedumedidn  vesaulne
NI Facebook nuddiglinudumesidn eo duau lneflgldaudodsnuooulatinnis
¢o Euau Mnanlumadudedeussulailasade o 92lus eo uriraTy Fennslaidl
ngvanealugudaNiteransiitunvesfeanamanevgnssumsleiued fsaudanis
eunsAUgULsuUgalasdymnisldwseuanunieuvedvewazaznatelu Spilled
Over Tusssugiinmaiidestisumsudlushonnusmilessiugiinie

ANAUALLININITUBINUNITNEUNTANNANTITULTIGA LA INIT o 9N
saulau

o. NMSIHBUNIAMUTULTIUUEATAHN Ao sAuaaylal
“I' say to you: That we are in a battle, and that more than half of this
battle is taking place in the battlefield of the media.”
Ayman al-Zawabhiri, the (former) of Al Qaeda

Hagtulanfrdrgamssui we daduldiddyaiiaenasusuuuuiinngld
duwesiinogrunsuarsdsintimaluladansaune nateundudiudfyrosdinues
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Tuths o Wshuuwilienseussmaiamlugmsasyiulnmaasvgiauazdsanluseiu
ﬁgﬁuuasﬁﬁaﬁamﬂﬁﬁu UszinalnguazUsemalugiinaedisnsiuoenidedls  lanaty
udunguuszimefiinislidedenuesulatlngianis Facebook uag Line (Application)
Uiy o o vedandudludiuresUsamalnetudnindulsumeadiinisldsunesidn
qﬁzé’u‘laﬂLLazﬂiszﬂlmﬂé’ULﬂuﬂizmmﬁ‘[mu‘iwﬁmﬂvf]uéwé'fuéfusruaﬂaﬂ (Campo &
Bell bowb) warganaviatudulandilinsuunudsiliesdnsnisdentsine wWu SIS anunsn
uansdslemilunmstemasuussimeenuduade waveaumsal laglddas “Electronic
Brigade” finFonagsasasumslaiuesiunnussmalasfinmsuisimihisuiinveusenidu
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g3 “Social Media team” (I'Lamiy Nasheet #3® Energetic Journalist)
FsuntfiausuRaveulivinnislawangiude (propaganda) Fen1siuasinsaundn
wewnsnmiiingsluilan Tnemnida YouTube fiuszmdlnewazdumdnii “Clanging
of the Swords” Hu Google {léBumesidamneautiuansafisndiuiflofifsriuanuamay
Tufiuuaunigldinisunasestes IS videanunsawiuninwnsgaiganssusedll Bayat
fungu 1S

duilans “Technical Team” faiduduifuiinvoulunslityyruseivg
(Artificial Intelligence (AN) Tauidensstrumsleiues meon1sizdoyarosusenaig
L.La31‘71%’1@@‘171"31@ﬂé’l’ﬂu'mamamuqumi%W&lﬁwmmsﬂﬁﬂ’ﬁméﬁlﬁ (Berger & Stern 2015
147-151,  173) %ﬂﬁLﬂﬁlﬁlﬁiﬁ?qma'ﬂﬁiﬁtﬁumamﬁ’u‘laﬂﬁwmLmusuaqSumaiﬁm
wazaninerlstumndsvandu mslavanwude dlddilugussnieneunie Tunsedu
Wa1uU3A1 Lone Wolf Tfeenunewsuasiaodauonmginngy 1S Tdthasesulevesug
AunauYesUTEmAlNLa?

“Users are allowed to post content, including potentially inflammatory
content, provided they do not violate the Twitter Rules and Term of Service”

Twitter (Berger & Stern 2015 : 162)

929U beex wiiunuihlanasdouildududiSuvesdedinunaulal
9E19EANTTILATIVNUNTVININTIUYANNIUTDVDINGH IS (Jihadist propaganda) H1UFD LU
Facebook, Twitter, YouTube winboAiasrinn1svesedliingn Service provider Ty
saudleluyiinsseduld account Nasunanusnlaaiuisailanauamszidunisaziingns
lunsuansauAaiu (Berger & Stern, 2015 : 162-167 ; Hoffman, 2017 : 231) uagwile
A0819909n151Y dodsruoaulatfs N1 IS dnRsdInUURN1INIG Cyber  Warfare
%o I’ tissamm  ldiiedunis@yraulisimativayu 1S neldte @e3tasimo NiigAnmY
! v oA v Y A ‘:1' 1@ v o £ = &
(followers) 191 wo,000 Uaydiilowdiaglagnlnaile 1.A. booe WANAINTNEVAULNDNATS
e fl.A.¢0 F931989 Account  taanaldanslunisuanseaniduiy soumnn1sallauia
Orlando’s Pulse Nightclub 10t ¢ denalvlifidsddin <« aulansranuingnowmn
Ao “Lone Wolf” Mlu “Homegrown Extremism” lauAu1g Omar Mateen %17 New York
195 UNISaUTULALEUNUATENY (bayat) Online (Radicalized Online) (Bell & Campo, 2016)
Ay v o ' oy o o a g va ' a & <
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Mr. Henry Ensher: Ambassador to United States Special Command Operation
(SOCOM)
FIUMUNLAL : Acting Deputy Assistant Secretary at US Department of State

During 8th - 11th June 2019, General Richard D. Clarke, Commander of United
States Special Command Operations (USSOCOM) made an official visit to Thailand as
guest of the Royal Thai Armed Forces Headquarters (RTARF) along with Mr. Henry
Ensher, Ambassador to USSOCOM. On 11th June 2019, the researcher has requested
for an interview for references on the research.

MG Natee : Do you think that being poor is the main factor in encouraging
people to join the violent extremist or terrorist groups? And what are the factors that
has allowed these groups to carry out their activities?

Ambassador : | don’t think that it is totally true, based on my previous
experiences and knowledge on the Middle East and Central Asia. | can conclude that
being poor is not the main factor after the “9/11 tragedy” in the U.S. and most
recently the “Easter Suicide Bombing 2019” in Sri Lanka. We have found that people
that have carried out these activities are from middle to upper class society and
majority of them are educated, but were instilled Radical Ideology as a Push Factor
from Violent Extremism: VE. These factors have stimulated these individuals to take
responsibility for Muslims, who were left out of the justice system, therefore these
individuals were provided with false news/information in order to incited hatred and

take responsibilities in their own hand to preserve and maintain justice.
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As for the sustainability of Violent Extremism groups, it will depend on
their ability to recruit new members where these new recruits will be persuaded by
the narrative of “active supporter” and “passive sympathizer”. As a result, without
communication, there can’t be terrorism or VE.

MG Natee : The spread of VE have evolved through the years until today,
where Social Media is the main source in instilling ideologies and information to
widely incite violence. What are your thoughts on how U.S. agencies can do to
prepare and counter these threats?

Ambassador : The US Security Agencies, especially the Department of
State have placed interests in countering the spread of information and ideologies for
a long period of time. During the past, officials from the State Department have
utilized many tactics that are both effective and ineffective. Personally, | believe that
what is important and have guided officials are to access those that are VE targets
and those that are preparing to join VE, where these individuals have their own
specific ideas and beliefs. The U.S. must use tools such as Counter-Narrative where
information is originated from internal agents responsible for IO or Counter-Narrative.
These agents must have detailed knowledge on how VE is being spread so that it will
not cause additional rifts in society.

MG Natee : The U.S. are able to seek assistance from Mainstream Media
such as CNN or Al Jazeera, would you consider this as strategic in preventing /countering
the spread of VE from Social Media?

Ambassador : The use of Social Media from open source media such as
CNN or Al Jazeera is not effective in countering real world threats due to two reasons.
Firstly, as previously mentions, about the VE and terrorist groups that have turned to
Social Media to use encrypted data through personal applications. These individuals
have closed-door conversation without ideas from other groups that have a different
point of view. The use of mainstream media may be viewed as countering these
groups and may become an uncontrolled threat in the future. Secondly, The U.S.
government does not control open source media anymore, therefore we can only
seek cooperation to terminate or spread information. This is like a double-edge sword,
where the media or public can view as an invasion of privacy and personal rights,

which is a violation of the U.S. constitution.
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Singapore Armed Forces

1ilo e i1.A.0l Funu nuaLau. 193 WhANATYal Mr. Sree fiTrmasiny
nN3., Singapore Armed Forces

Question : To what extent is it possible to use counter-narrative programs via
social media to de-radicalize individuals or prevent Violent Extremism?

Answer: “It is difficult to completely stop the narrative, as there are many
means. For Islamic extremism, the trusted and popular moderate elements need to
speak out and loudly. This should be done after carefully monitoring the terrorist
narratives. Counter-narrative needs to be done by social organizations that are well-
trusted and enjoy good following in social media. Govt org may not be good, as they
are not trusted, and the message comes out mechanically. | think the NZ PM was
excellent (Christchurch attack 2019) - the way she reached and galvanized the population.
There will be some good article on it.”

Question : Clearly, ASEAN region is suffering from radicalization message
via online and social media. What should be the measure (s) to put a halt on the

spread of extremism.
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Armed Forcesof the Philippines

e @ f1.8.0lo Nvg.auY.2. T FUszyuLaniUAsutansesssduiniiasg
(ATAX) Tne - WAL ud ada ﬂmzﬁlﬂ,mu 0J2, AFP 1ilee Col. John Sebastian Cambaliza
Fuerte

Question : The JOINT COMMUNIQUE® OF THE 51" ASEAN FOREIGN
MINISTERS” MEETING SINGAPORE. an AUGUST 2018, Article 10 has concluded that “...
we (ASEAN) welcomed the adoption of the Manila Declaration to Counter the Rise of
Radicalization and Violent Extremism and the updated ASEAN Comprehensive Plan of
Action Terrorism (ACPoA on CT) at the 11" ASEAN Ministerial Meeting on Transnational
Crime (AMMTC).”
How and Where do we start?

Answer : “We are using the Whole Nation Approach strategy as the key
feature.”

First, the Community Support Program (CSP) in Preventing and Countering
Violent Extremism (PCVE) is the AFP’s operational concept in PCVE in colleges and
universities; primary and secondary schools; madaris; torils; and, vulnerable communities,
as well as to prevent the resurgence of extremists and to empower the community.
It is a multi-stakeholders convergence and people-oriented effort employed in a

given target to create and develop a conflict-resilient community.
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In order to win the peace and decisively defeat the local terrorist groups
(LTGs), the enhanced CSP - PCVE seeks to unify government efforts at various levels
and neutralize the LTG leadership as well as destroy the armed groups and their
support structures.

There are three (3) main pillars in the AFPs Civil-Military Operations
(CMO): Public Affairs (PA), Information Support Affairs (ISA), and Civil Affairs (CA) which
is included in all levels of operations. This aims to suppress and supplant the violent
extremist ideology, prevent the radicalization of vulnerable sectors, and break the
terror groups’” will to fight, and facilitate the active support and participation of key
stakeholders in addressing the causes and effects of terrorism and violent extremism.

Question  (Philippines) : From our «3g" Thai-Philippines  Exchange
Conference 2018” (mi‘dizsqmLLaﬂL‘Uﬁlausdnﬂﬁaalm-ﬂaﬂﬂué aadi mz),  we are
interested in his Majesty King Rama the 9" development initiative/project of the
Southernmost of Thailand which clearly seem to reduce tension in the region, could
you please once again explain, so we (The Armed Forces of the Philippines) could
implement his majesty project to our CVE program.

Answer : (Thailand): Our country has applied His Majesty the Late
King Rama9’s work approach called “Understanding, Reaching Out and
Development”, which is similar to the UN Global Counter-terrorism Strategy 2006.
The approach will be adapted to be integrated with the CVE concept, and its
connection can be concluded as follows.

The first pillar and “Understanding” strategy: What should be done to
bring about “Understanding”: State personnel should use public relations method to
inform local people of the solution guideline (for the three Southern Border
Provinces), to make them understand the policies of the government, the Southern
Border Provinces Administrative Center, the Internal Security Operations Center,
provincial officials, and the Public Relations Department, in order to communicate
with the local people effectively.

“Understanding” consists of 4 sub-elements as follows : 1. Existing data
2. Empirical data 3. Analytics and Research and 4) Experiment till actionable results.
It has purposed to gain a comprehensive idea of the problem faced by his subjects,
his majesty was always begun by asking “what is your difficulties?” the people during
his visit, then combined with his thorough researches of the areas which demonstrated
that he was also the sociologist and anthropologist. “Define” is to have clear

understanding of the situation in order to respond to the real demands with the
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systematical analysis, to comprehend and interpret the problems deeply as well as
the project planning.

The second pillar and the strategy of “Reaching out”: After understanding
of information and public policies, the government has to access to the areas in
order to listen to the problems, receive information, acknowledge the truth and
people’s needs for planning the government’s policy guidelines and resolution to
gain the people’s understanding, trustworthy and cordiality in accordance with the
occasion and suitability. The implementation needs cooperation from community leaders
such as village leaders and religious leaders to create network as a tool for
publicizing information to the people in all areas for clear understanding.

The “Reaching out” consists of 3 sub-elements which are 1. Burst from within
2. Understand target and 3. Educate.When having clear understanding of the problems,
the next step is to create and develop the constructive thinking and collect various
points of view in order to accomplish their goals.

The third pillar and the strategy of “Development”: Development is
significant because the locals’ basic needs should be a part of the development
guidelines. It is necessary to do a public hearing, participate, and listen to various
opinions as well as explaining to the people of possibility and impossibility so that
the conclusion can be finally achieved. The person who is responsible for the public
relations needs to have wisdom and knowledge, at the same time, he needs to keep
up with all changes, and be able to work with the people effectively. Moreover, the
ways of communication should be qualified and modern in order to be used in all
circumstances.

According to His Majesty the Late King’s Initiative of “Understanding,
Reaching out, and Development”, three main principles are as follows 1.Self-initiated
2. Self-reliance and 3. Prototype and role model. These principles are the concepts
of the inventor who brings his own idea to develop with other people or units for

the endless development.
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