LUINIBNUUSEANTAINNISALUAR

21YYINTTUADUNQUNDS

ng

LAWY WAILAD
28N1INLAYINNY

#11UNIUDLNTEER

UnAnw1Ieasdasnus1venuIng
nangnsn15UaINuIIvIUINTIUNGL

UsganUN13ANYT WnsAns1v2561 — 2562



NUIFDSUIDY

enaedasiusveaning anduivnsdesiulsuna loeydilmenarside
dIUUARAR 1389 “UUIMATiLUsEANTAIMNISATUARIINTTUABNAILABS " dNuaEIY
n3tiles veauwalgnay wawd Wudnmilweinsfnwmuvanansnistesiusverandns

Sui61UsEa UM AnNMsANI12561 - 2562

Nay

s
a a

(¥a59n5 Uanung)

[

He1neNTIngaeUesiusveraning

aonvudvmsteanudseina



(%4 1
UnAnga
1994 WUIMNLALU T VB AINASANTUARD T INTTUADNNUADS
NPT N5
v o v 6 ¥ 74 1 ﬂl
KN UILAFNIY WAILAT nangnsiUe.qui 61

s

ns3dulliidagUszasAiiednwianindymiuazavassalunisaniiun

q
' (% (%
ca

21y INssUABNIIMESNNUTUTUNMTAUAILADUAIN TIUTINNGUNENF U IUAITUADUNTT
iavongundngruluduinnsuvesmaifielinsghilafeddeliiAnanmdgmuay
guassalumsiiiunfewgnssueesiamesluilag Tuuasilelausuuziuamaiiuyssavsam
nsrfiunafowgINssuABNTIWas IneliveulnNTITegaiugatufnyityniuazguassa
Tunisaduafenvginssupeuiiaesludiureinisidmalulagszuunouiineslunis
nspiAnaRiafiddy TnonsmunadeyalgunfianismsdununidoyaiBsdngvsinand
AuNMsAUaIUd@aUAIY N13ATIATigaUnsARsuiimesiaznsATuAf o YN
Aesfimed firsanUszneuiudeyanfsniiannsmumunssanssuiifeades sansidewuin
anmgymdifglunisaniiuaforvginssueeuiimesuiaindadodidey laun Jadeau
yransfiidwanlsifismonazvneuidumeadenesiiones Jasesuifnonfiunesid
Usziiumnuinaduaanindefevememdngiufisnannsnsafiigailaggensiuag
fiomilvanuvastoyaidn Jadusunsuszaumnuimilossninaminanuasuauiazgnaa
figaindngludewsuivanisnsangal waznishildfuanusmieangusznounis
aAeny waztladeiungring demuindmidnaufuitinuiauinafiusundly
MITIUTNUNENFILATTAIINNsANIEAImTmMamalulagueseUnsalfdvia
Fofufideisddoiausuugin lussduulows fgesdnviinisinm e uas
Fovirdolausuuziieafunsidenldvemivifanunasieyaliaiflotiemdsnudunnge
fgaulifneunines iauﬁdﬂﬂmmﬂﬁwLmeqwﬁ’cgfﬁamu“Computer Misuse  Act
(Chapter 50A) uay Criminal Procedure Code(Chapter 68) vadans1sasgasalusuniu
wuanslunsufuugangmaneisiansananuegyivesing wewdlvlymanuveuse
ngrunglunslddiunauisusenisveadmdnaulunissiusiuneunanguadva Tusseu
UuRn1s dinanuimsiawianfvagdinanudenisasan A3sdkuINIaNSasavanNgnsul
dodidnnsetind (E-Leaming) muuuanadl INTERPOL - 1GCI vesansnsasasalusaniiiunises
snUFUld uenand Mg nulU URNuRuevInTsUARL WA LU IUAf 081
wwInenIsiruaYsTA LAz UL uUNsSeswelilin1snsafigaune undng 1 unafia
Wmnzauiuussianvesgruanuialuad uazanalnduasulvigusznaunisaaeny
wailalirusudlelefiniseswedeyaanidmiinmuessy



Abstract

Title Guidelines for Increasing Efficiency in Cybercrime Prosecution
Field Politics
Name Mr. NattapongPutkaewCourse NDC  Class 61

This research is aimed at studying the problems and obstacles in
prosecuting cybercrimes found in the investigation stage, evidence gathering stage
and the stage of presenting evidence in the Court's trial; analyzing the factors that
cause problems and obstacles in the prosecution of cybercrimes, and giving
suggestions to improve the effectiveness of cybercrime prosecution. The scope of
the research focuses on the problems encountered in the prosecution of
cybercrimes, emphasizing on the use of computer system technology for committing
crimes, by methods of collecting primary data from in-depth interview with
investigators, computer forensics examiners and public prosecutors; and secondary
data from literature reviews. [t is found that the main problems in cybercrime
prosecution are caused by several factors, such as insufficient number of expert
officials and lack of computer technical knowledge, the concerns of evidence that
comes from the examination carried out by software downloaded from open
sources, coordination between investigators and forensics examiners in the scope of
examination and the lack of cooperation from private entrepreneurs. Moreover,
competent officials tend to be worried about the power to collect digital evidence
as to the technological advancement of digital devices.

The researcher, therefore, has recommended that the State should
consider on producing recommendation guidelines on the selection of software from
open sources to assist in the investigation of computer forensics, and consider
amendments of Thai Criminal Procedure Code to be in line with the Computer
Misuse Act (Chapter 50A) and Criminal Procedure Code (Chapter 68) of the Republic
of Singapore in order to resolve the legality ambiguity of certain powers of officials to
collect digital evidence. At the operational level, the Royal Thai Police and the

Office of the Attorney General should adopt the E-Learning curriculum of the



INTERPOL-IGCI of the Republic of Singapore. Moreover, the law enforcement on
cybercrime should work together for making guidelines for determining issues and
forms for requesting the examination of digital evidence which are appropriate with
each related offence, and initiate mechanisms to encourage private entrepreneurs to

be willing to give good cooperation to officials.
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* INTERPOL e-learning modules on cybercrime

fi%i HUE@RM RS Pairal ;B

INTERPOL Utlisateur USRGSLILISUN EN[¢] - Sessin: 1-HTTPS - Grme veas
T U —

Open Source Intelligence in Investigations (EN-2-93

o Launch EN-2:032 :J &

J INTERNET Basics e-leaming Course |EN-2-931|

[ Forest Crime eeaming Course (EN- 2:046H)

. Cours en ligne sur la criminalité forestiére (FR-2-046H)

‘ Curso en linea sobre los delitos forestales (SP-2-046H)

d Introduction to Digital Forensics (EN-2930)

d E-Mail Investigations (EN 2-929)

J Pk ek fesinablmnbiom Pimdamaniala (241 A AASY

711 : ONATUTENBUNITUITIENBI3BY INTERPOL Capacity Building and Training Activities

o o L4
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WHUNT 42 nangnsineusuieniuliuleddinsnaDarknetw3a Deep Web)uazanaiiu

nansvia (Cryptocurrencies)uad INTERPOL

* Training on Darknet and Cryptocurrencies

e
-y -

TRAINING ON DARKNET :
AND CRYPTOCURRENCIES

S -
s SINGAPORE,15-19 AUGUST 2016
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Assist in setting up cybercrime investigation DESIRED

or digital forensics
OUTCOMES

Understand the strength and weakness, as well as
identify gaps

Observations and recommendations for enhancing existing
institutional, operational, legal and technical framework
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National Cyber Review (NCR)

* Assess and learn from different
methods of combating cybercrime

* Towards more harmonized global National

Cyber

outlook Review
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COMPUTER MISUSE ACT
(CHAPTER 50A)

(Original Enactment: Act 19 of 1993)

REVISED EDITION 2007

(31st July 2007)

PART III

MISCELLANEOUS AND GENERAL

Saving for investigations by police and law enforcement officers

14. Nothing in this Act shall prohibit a police officer, an authorised person
within the meaning of section 39 of the Criminal Procedure Code 2010 or any
other duly authorised law enforcement officer from lawfully conducting

investigations pursuant to the powers conferred on him under any written law.
[21/98; 42/2005]
[15/2010 wef 02/01/2011]

CRIMINAL PROCEDURE CODE
(CHAPTER 68)

(Original Enactment: Act 15 of 2010)

REVISED EDITION 2012

(31st August 2012)

PART IV

INFORMATION TO POLICE AND POWERS OF INVESTIGATION
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Division 1 — Duties of police officer
on receiving information about offences

Power to access computer

39.—(1) A police officer or an authorised person investigating an arrestable
offence may, at any time —

(a) access, inspect and check the operation in or from Singapore of a
computer (whether in Singapore or elsewhere) that the police officer
or authorised person has reasonable cause to suspect is or has been
used in connection with, or contains or contained evidence relating
to, the arrestable offence;

(b) wuse any such computer in or from Singapore, or cause any such
computer to be used in or from Singapore —

(i) to search any data contained in or available to such
computer; and

(i1) to make a copy of any such data;

(c¢) prevent any other person from gaining access to, or using, any such
computer (including by changing any username, password or other
authentication information required to gain access to the computer);
or

(d) order any person —

(i) to stop accessing or using or to not access or use any such
computer; or

(il) to access or use any such computer only under such
conditions as the police officer or authorised person may
specify.

[Act 19 of 2018 wef 17/09/2018]

(2) The police officer or authorised person may also order any of the
following persons to provide any assistance mentioned in subsection (2A):

(a) any person whom the police officer or authorised person reasonably
suspects of using, or of having used, the computer in connection
with the arrestable offence;
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(b) any person having charge of, or otherwise concerned with the
operation of, the computer;

(c¢) any person whom the police officer or authorised person reasonably
believes has knowledge of or access to any username, password or
other authentication information required to gain access to the

computer.
[Act 19 of 2018 wef 17/09/2018]

(2A) For the purposes of subsection (2), the types of assistance are as
follows:

(a) assistance to gain access to the computer (including assistance
through the provision of any wusername, password or other
authentication information required to gain access to the computer);

(b) assistance to prevent a person (other than the police officer or
authorised person) from gaining access to, or using, the computer,
including assistance in changing any username, password or other

authentication information required to gain access to the computer.
[Act 19 of 2018 wef 17/09/2018]

(2B) Without limiting subsection (1), where the police officer or authorised
person knows that the computer mentioned in that subsection is located outside
Singapore, or does not know whether that computer is located in or outside
Singapore, the police officer or authorised person —

(a) may exercise the powers under subsection (1) in relation to that
computer, or any data contained in or available to that computer,
if —

(1) the owner of that computer consents to the exercise of those
powers; or

(i1) the police officer or authorised person obtains access to that
computer through the exercise of any power of
investigation under any written law, such as in any of the
following circumstances:

(A) the access 1is obtained with the assistance
mentioned in subsection (2A)(a) provided under
subsection (2) by a person having charge of, or
otherwise concerned with the operation of, that
computer;

(B) the access is obtained through an active
connection with, or through any username,
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password or other authentication information
stored in, another computer, which has been seized
under section 35 and  accessed  under
subsection (1);

(C) the access is obtained through any username,
password or other authentication information
contained in any document seized under
section 35;

(D) the access is obtained through any username,
password or other authentication information
provided in any statement made by any person
examined under section 22; and

(b) may exercise the powers under subsection (1)(b) in relation to any
data contained in or available to that computer, if the owner of that

data consents to the exercise of those powers.
[Act 19 of 2018 wef 17/09/2018]

(3) Any person who obstructs the lawful exercise by a police officer or an
authorised person of any power under subsection (1)(a), (b) or (c), or who fails
to comply with any order of the police officer or authorised person under
subsection (1)(d) or (2), shall be guilty of an offence and shall be liable on
conviction —

(a) 1in any case where the person is a body corporate, a limited liability
partnership, a partnership or an unincorporated association —to a
fine not exceeding $10,000; or

() in any other case—to a fine not exceeding $5,000 or to

imprisonment for a term not exceeding 6 months or to both.
[Act 19 of 2018 wef 17/09/2018]

(4) An offence under subsection (3) shall be an arrestable offence.

(5) A person who had acted in good faith under subsection (1) or in
compliance with a requirement under subsection (1)(d) or (2) shall not be liable
in any criminal or civil proceedings for any loss or damage resulting from the

act.
[Act 19 of 2018 wef 17/09/2018]

(6) In this section and section 40 —

“authorised person” means —



103

(a) a forensic specialist appointed under section 65A of the Police
Force Act (Cap. 235), or any other person, who is authorised in
writing by the Commissioner of Police for the purposes of this
section or section 40 or both; or

(b) any officer of a prescribed law enforcement agency who is
authorised in writing, by the head of that law enforcement
agency, for the purposes of this section or section 40 or both;

“prescribed law enforcement agency” means a law enforcement agency

prescribed, by order in the Gazette, by the Minister charged with the
responsibility for that law enforcement agency.

[Act 19 of 2018 wef 17/09/2018]

Power to access decryption information

40.—(1) For the purposes of investigating an arrestable offence, the Public
Prosecutor may by order authorise a police officer or an authorised person to
exercise, in addition to the powers under section 39, all or any of the powers
under this section.

(2) The police officer or authorised person referred to in subsection (1) shall
be entitled to —

(a)

(b)

(©)

access any information, code or technology which has the capability
of retransforming or unscrambling encrypted data into readable and
comprehensible format or text for the purposes of investigating the
arrestable offence;

require —

(i) any person whom he reasonably suspects of using a
computer in connection with an arrestable offence or of
having used it in this way; or

(i1) any person having charge of, or otherwise concerned with
the operation of, such computer,

to provide him with such reasonable technical and other assistance
as he may require for the purposes of paragraph (a); and

require any person whom he reasonably suspects to be in possession
of any decryption information to grant him access to such decryption
information as may be necessary to decrypt any data required for the
purposes of investigating the arrestable offence.

(3) Any person who obstructs the lawful exercise by a police officer or an
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authorised person of the powers under subsection (2)(a) or who fails to comply
with any requirement of the police officer or authorised person under
subsection (2)(b) or (c) shall be guilty of an offence and shall be liable on
conviction to a fine not exceeding $10,000 or to imprisonment for a term not
exceeding 3 years or to both.

(4) Where a person is convicted of an offence under subsection (3) and it is
shown that the encrypted data contains evidence relevant to the planning,
preparation or commission of a specified serious offence, he shall, in lieu of the
punishment prescribed under subsection (3) —

(@)

(b)

be liable to be punished with the same punishment prescribed for
that specified serious offence, except that the punishment imposed
shall not exceed a fine of $50,000 or imprisonment for a term not
exceeding 10 years or both; or

be liable to a fine not exceeding $50,000 or to imprisonment for a
term not exceeding 10 years or to both where the specified serious
offence is punishable on conviction with death or imprisonment for
life.

(5) For the purposes of subsection (4) but subject to subsection (6),
“specified serious offence” means an offence under any of the following written

laws:

(@)

(b)

(©)
(@)
(e)

¢9)

(h)
()
()
(k)

any written law which provides for any offence involving the
causing of death or bodily harm;

any written law relating to actions or the threat of actions prejudicial
to national security;

any written law relating to radiological or biological weapons;
the Arms and Explosives Act (Cap. 13);
the Chemical Weapons (Prohibition) Act (Cap. 37B);

the Corrosive and Explosive Substances and Offensive Weapons Act
(Cap. 65);

the Hijacking of Aircraft and Protection of Aircraft and International
Airports Act (Cap. 124);

the Kidnapping Act (Cap. 151);
the Maritime Offences Act (Cap. 170B);
the Official Secrets Act (Cap. 213);

the Infrastructure Protection Act 2017;
[Act 41 of 2017 wef 18/12/2018]
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(/) the Statutory Bodies and Government Companies (Protection of
Secrecy) Act (Cap. 319);

(m) the Strategic Goods (Control) Act (Cap. 300);
(n) the Terrorism (Suppression of Financing) Act (Cap. 325);

(o) the United Nations (Anti-Terrorism Measures) Regulations
(Cap. 339, Rg 1); and

(p) such other written law as the Minister may, by order published in
the Gazette, specify.

(6) No offence shall be a specified serious offence for the purposes of
subsection (4) unless the maximum punishment prescribed for that offence,
whether for a first or subsequent conviction, is —

(a) imprisonment for a term of 5 years or more;
(b) imprisonment for life; or
(¢) death.

(7) In proceedings against any person for an offence under this section, if it
is shown that that person was in possession of any decryption information at
any time before the time of the request for access to such information, that
person shall be presumed for the purposes of those proceedings to have
continued to be in possession of that decryption information at all subsequent
times, unless it is shown that the decryption information —

(a) was not in his possession at the time the request was made; and
(b) continued not to be in his possession after the request was made.

(8) A person who had acted in good faith or in compliance with a
requirement under subsection (2) shall not be liable in any criminal or civil
proceedings for any loss or damage resulting from the act.

(9) In this section —

“data” means representations of information or of concepts that are being
prepared or have been prepared in a form suitable for use in a
computer;

“decryption information” means information, code or technology or part
thereof that enables or facilitates the retransformation or unscrambling
of encrypted data from its unreadable and incomprehensible format to
its plain text version;

“encrypted data” means data which has been transformed or scrambled
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from its plain text version to an unreadable or incomprehensible
format, regardless of the technique utilised for such transformation or
scrambling and irrespective of the medium in which such data occurs
or can be found for the purposes of protecting the content of such
data;

“plain text version” means the original data before it has been
transformed or scrambled to an unreadable or incomprehensible
format.
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