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Abstract

Title : Guidelines for Intelligence Cooperation for Counter Maritime
Terrorism in ASEAN
Field : Strategy

Name : Vice Admiral Somprasong Nilsamai Course : NDC  Class : 60

The research on “the Guidelines for Intelligence Cooperation for Counter
Maritime Terrorism in ASEAN” is a study and analysis of the regional maritime security
environment, maritime terrorism and its effect to regional maritime security and the
intelligence cooperation mechanisms with a purpose to subsequently propose a
guideline for setting up a cooperation framework to counter maritime terrorism in
ASEAN. This research is a qualitative research.

The research shows that the maritime security environment of Thailand
and the region in the next 10 years will consist of less traditional threats and more of
those non-traditional threats. ASEAN’s maritime geography, which includes a primary
shipping route like the Malacca straits, makes the region a crucial factor for great
powers’ economies, especially for the US and Europe. Terrorist groups in the Middle
East is now also being suppressed — forcing those terrorists to return to their home
countries with tactics and techniques from the frontline. All the aforementioned facts
could contribute to a maritime terrorism problem that will affect regional stability in
the future. Guidelines for intelligence cooperation for countering maritime terrorism
should, therefore, be established.

Currently ASEAN has the “Our Eyes Initiative” - a defense cooperation for
countering terrorism, which provides a great opportunity to establish maritime
intelligence cooperation in ASEAN by setting up 2 cooperation levels which are

1. Policy level cooperation : by granting more roles and responsibilities to
the Maritime Enforcement Coordination Center (MECC) to become a “Maritime
Interest Protection Center” with legal authority over relating units, as well as a role
to enhance international cooperation under “Our Eyes Initiative”, which could
solidify intelligence cooperation in the maritime domain.

2. Operator level cooperation: lead by the Royal Thai Navy, establish a
“Maritime Intelligence Center” for integrating maritime intelligence feeds, under the
control of the MECC, to better coordinate between government and civil sections

both domestically and internationally.



Suggestion : The government, by the Ministry of Defense, should
prioritize strengthening security cooperation under the ASEAN Political-Security
Community (APSC), drive Our Eyes Initiative into a concrete agreement, empower the
MECC to become a “Maritime Interest Protection Center” with the RTN as the main
agency for integrated intelligence, and establish a “Maritime Intelligence Center” as a
national agency in sharing intelligence under the supervision of the MECC - with
regular training and equipment acquisition to further enhance maritime intelligence

capability.
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MALAYSIAN MARITIME ENFORCEMENT AGENCY
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“* Kami Penjaga Lauthan Nusantara. “BAKAMLA” (Online). Available :
https://www.bakamla.go.id/home/peraturan_bakamla_eng, 2018.
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KEPALA BAKAMLA

————v{ Kelompok Kerja |
.
SEKRETARIS UTAMA |

I

INSPEKTORAT |

HUKUM

(11.a)

|
UNIT PENINDAKAN
(ILa)

[ I 1
DEPUTI BIDANG INFORMASI, DEPUTI BIDANG OPERASI & DEPUTI BIDANG KEBIJAKAN
HUKUM & KERJASAMA LATIHAN & STRATEGI
(La) (l.a) (l.a)

KEPALA KANTOR KAMLA KEPALA KANTOR KAMLA KEPALA KANTOR KAMLA
ZONA MARITIM BARAT ZONA MARITIM TENGAH ZONA MARITIM TIMUR
(BATAM) (MANADO) (AMBON)

(1La) (1La) (ILa)

fisn : Kami Penjaga Lauthan Nusantara. “BAKAMLA” (Online). Available :
https://www.bakamla.go.id/home/peraturan_bakamla_eng, 2018.
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i - “Security Related Information to Mariners”. (Online). Available :

https://www.infofusioncenter. gov.sg/main/about_us, 2018.

o Ekearat, LCDR.Nakmee. “Information Fusion Center : Joining Instruction
for International Liaison Officer”. Unpublished Paper : Information Fusion Center,

Singapore, 2009, p.4
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o Information Fusion Centre. Guidance for International Liaison Officers.
2018.
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I Awareness and Knowledge Shipping |
Sense-making Management Engagement I
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6x Research and Analysis Cells (RAC)
- Contraband / Weapons Smuggling
- Irregular Human Migration (IHM) / Kidnapping in the Maritime Domain
- lllegal, Unreported and Unregulated Fishing (IUU)
- Maritime Terrorism (MT)
- Maritime Incidents (MI)
- Theft, Robbery and Piracy at Sea (TRAPS)

#i1n : IFC Standard Operating Procedure, 2017.
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Awareness
Incident Reporting / News Trawling

Incident Management

OPCEN
Coordination

Sense-Making

IFC Daily Brief Discussion

Info-Share
DailyBrief || PRESssUM |

Post Incident Follow Up
(1) Company RFI (2) Clarification (3) Verification

I Info-Sharing Email I

Compilation of Data
I Weekly Brief ” Monthly Map |

Weekly Report

w
=;
K]

ping Engagement
| v SAM | | vcrAdvisories |

ILOs

Analysis of Data

Duty Watch Internal Products

Research and Analysis Cells External Products

SE Interactions

Shipping Engagement

fis : IFC Standard Operating Procedure , 2017.
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Enabling Technologies

Multiple information sources collated and
stored in OASIS while SMART acts as the
“brain” to process the information collected
- Connects the dots

- Identify emerging trends
- Provide early warnings

National
Agencies

- Living Repository
- Data Fusion
- Information Management

Customised user profiles can be rapidly
configured via OASIS to meet the
information needs of different stakeholders.
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Asia-Pacific Economic Cooperation. “Assessment of Impacts of
Illegal, Unreported and Unregulated (IUU) Fishing in the Asia-Pacific”. 2018.
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" “SAFETY & REGULATION”. (Online). Available : http://muse.jhu.edu

Piracy, Maritime Terrorism and Securing the Malacca Straits/. 2018.
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