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ABSTRACT

Title Cyber Threats Management Strategy in Southern Border Provinces
Field Strategy

Name Major General Rachit Aroonrungsri Course NDC Class 60

This article presents a strategy for managing cyber threats in the southern border
provinces, with the following objectives: 1) study the model of the situation assessment method;
2) study the impact of cyber threats on national security in the southern border provinces; and 3)
present a cyber threats management strategy in the border provinces. This research uses
qualitative research methodology by study focused on specific issues leading to the establishment
of cyber threat management strategies in the southern border provinces. Target groups include: 1)
10 state security agencies; 2) 8 local administrators/leaders in 4 provinces; 3) 8 private sector
organizations; 4) 8 civilian organizations; 5) 8 people in southern border provinces; 6) 8 news
officers threatened of cyber threats; 7) military officers threatened of cyber threats; 8) 8 people
involved in internet network; 9) 4 experts from the cyber security department, Thai Army
Headquarters; and 9) 5 ICT and cyber security experts. The total target groups of 75 people came
from a specific selection. The research tools were unstructured interviews. Analysis and synthesis
of data based on qualitative research. Analysis and synthesis of qualitative research data by means
of analytical descriptive method, Validate data using data triangulation technique and confirm the
strategy by using connoisseurship approach.

The research found that in the southern border provinces, there is a cybercrime
process to create a variety of disturbances. Like using social networks to undermine the
credibility of government officials. Including the psychological operations and propaganda of the
poor. Creating negative news and creating conflicts with the people. Sabotage using the Internet is
mediocre. There are likely to be other types of operations. In addition, the system uses
communication through the application to avoid detection and tracking by government officials.
These have made a direct impact on national security. Strategies for managing cyber threats in the
southern border provinces consist of 7 strategies: 1) Thailand's infrastructure for dealing with

cyber threats; 2) creating cyber awareness for the people; 3) development of cyber security; 4)



promotion of cyber-cooperation between the public, private and public sectors; 5) enforcement of
cyber law and enforcement with the people; 6) use of mutual Integration to share information and
7) cyber awareness for prevention, inhibition and attack. For Thailand, strategies and measures to
address cyber threats should be implemented to ensure consistency, quality and consistency. In
order to strengthen cyber security and bring peace back to the southern border provinces of the

country.
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Risk Management Integrated Risk Management External
Process Program Participation
Partial ®Not formalized ®Limited Awareness No external
®Reactive ®Irregular risk management collaboration
®Private information
Risk Informed | ®Approved Practices ®More awareness Not formalized to
*Not widely use as ®Risk-informed, processes & interact & share
poligy Procedures . .
information
® Adequate resources
®Internal sharing
Repeatable ® Approved as Policy ®Organization approach ®(Collaborate
®Update rewularly ®Risk-informed, processes & *Receive
procesures defined & implemented as | . .
information
intended, and reviewed
*Knowledge & skills
Adaptive Continuous ®Rish-informed, processes & Actively shares
improvement procesures for potential events information
®Continuous awareness
® Actively
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