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Abstract

Title : Cybersecurity for Business in Large-scale Industry
Field : Science and Technology

Name : Mr. Yuttana Jiamtragan Course : NDC Class : 60

To lead Thailand to Industry 4.0 era by utilizing science and technology in order to
raise the country’s economic level for sustainable competitiveness requires the implementation of
cybersecurity not only in the public sector, but also in the private sector.

This qualitative research aims to explore the effective and efficient cybersecurity
approaches for the large-scale industry aligning with Thailand’s cybersecurity policy by studying
the relevant researches and the information such as 20-year national strategy, national
cybersecurity policy and plans, cybersecurity standards, etc., interviewing the public and private
cybersecurity professionals, exploring the selective organization practices, and analyzing overall
data and information to create the Cybersecurity 4-core Framework which is able to apply in
other sectors. This research also recommends the mechanisms to deploy policy from the
government to a private sector as well as the suggestion for execution such as the national
cybersecurity targets, the national cybersecurity master plan, executive top management
awareness, risk management, and cooperative networking, etc., for more efficient cybersecurity
implementation. Moreover, cybersecurity approaches for the large-scale industry representing the
private sector, require the coordination of 3 parties; the public sector, the large-scale industry in
the private sector, and the cooperative network to achieve the cybersecurity goals in order to bring
Thailand stepping forward to 4.0 era with Stability, Prosperity and Sustainability as the vision of

20-year national strategy.
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Framework Core
Function Category Subcategory Information
References
Asset Management ID.AM-1: Physical CCSCSC1
(ID.AM): devices and systems COBIT 5 BAI09.01,
The data, personnel, within the organization | BAI09.02
devices, systems and are inventoried ISA 62443-2-1:2009
facilities that enable 4234
the organization to ISA 62443-3-3:2013
achieve business SR 7.8
IDENTIFY (ID) purposes are ISO/IEC
identified and 27001:2013 A.8.1.1,
managed consistent A8.1.2

with their relative

NIST SP 800-53

importance to Rev. 4 CM-8
business objectives
and the organization’s
risk strategy
ID.AM-2: Software CCSCSC2

platforms and
applications within the
organization are

inventoried

COBIT 5 BAI09.01,
BAI09.02, BAI09.05

ISA 62443-2-1:2009
4234

ISA 62443-3-3:2013




A13199 2-7 19819 Framework Core (919)

-19 -

Framework Core

Function

Category

Subcategory

Information

References

SR 7.8

A8.1.1,A8.1.2

Rev. 4 CM-8

ISO/IEC 27001:2013

NIST SP 800-53

11 : National Institute of Standards and Technology, 2014.
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11 : National Institute of Standards and Technology, 2017.
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impacts/cybersecurity, 2017.
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2013.
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1 A.T.Kearney. "Cybersecurity in ASEAN: An Urgent Call to Action". 2018.
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Mote: Israel’s cybersecurity spend benchmark is based on 2015 spend per capita.

11 : A.T.Kearney, 2018.
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