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ABSTRACT

Title Development of Cyber Intelligence in the Aspect of Military Intelligence
Field Military

Name Air Vice Marshal Pongsawat Jantasarn  Course  NDC  Class 60

The objectives of this research were to study the role of intelligence in supporting
cyber security measures and the practice of cyber intelligence of the Royal Thai Armed Forces,
to analyze roles and necessary capabilities of the cyber intelligence in the aspect of
military intelligence, and to present a model of cyber intelligence in the aspect of
military intelligence that is in accordance with national strategies and policies.
The research was framed with the cyber intelligence in the aspect of military intelligence
according to the national strategies and policies. The process of interviewing
executive officers and cyber and intelligence experts of the Royal Thai Armed Forces
was five months, from January to May 2018.

The research conducted the qualitative approach, using secondary data, i.e,,
articles from textbooks, research papers and related documents; and primary data,
i.e., interviews of the executive officers and experts. The data was analyzed with
the critical approach. The research found that cyber intelligence in the aspect of
military intelligence had the same principles with intelligence in other aspects: using
the same pattern and intelligence cycle and requiring integrity in practice. Such
practice needs integration in cooperation and necessary capabilities of cyber intelligence.
The necessary capabilities were identifying threats and practice, building cyber security
database, preparing cyber environment, and cyber targeting to support proactive measures.
This research presented Rob Dartnell’s Intelligence Preparation of the Cyber Environment (IPCE).
The IPCE is the cyber intelligence model in the aspect of military that is in accordance with
the cyber security of Thailand.

The research suggested that the executive officers should focus on
cyber intelligence. The intelligence units should play an important role in
implementation and the Royal Thai Armed Forces should improve the structure of
the intelligence units and improve the cyber intelligence officers in the operational and
strategic levels. The officers should be skillful in intelligence and cyber practice. Furthermore,
there should be collaboration among the cyber intelligence units of the Ministry of
Defence, other units, and other countries. This could be done by linking database to
every unit in order to exchange intelligence and assist each other in case of

cyber emergency situation.
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a1 : N. Hanacek/NIST, Online, 2013
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®. Physical Network Layer

. Logical Network Layer

on. Cyber-Persona Layer
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The Three Layers of Cyberspace

Physical Network Logical Network Cyber-Persona
Layer Layer Layer
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fisn : Joint Publication 3-12 Cyberspace Operations, Online, 2018
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United States Army War College lana1afis nuniutiinsesleiueshily
Strategic Cyberspace Operations Guide (1 June 2016) %Qﬁﬁauﬁﬂﬁ'ﬁyﬂumﬁwmﬁmm‘s%’ui
anunsalluanimiindeunislsiuesvesfisruldyiuasMdweideaiu Faelimiunin
Tudewesfognmunazgaseumniluiues Iaeuannsanslaiues winda wandey gmsis
wazmunaUisRvesinensddnu lnenissusmtmansludfluvesiuiiunumddyde
n1sUfuRnsnnaleiues dusunissauswrnaisiulialeiues (Cyberspace Information
Collections) wenaonilu b @ Ao N139190583 N1sEhTIRazaINATEIUNITlEUDS
(Cyberspace ISR) mi@i’ﬁLﬁumiwﬁamamwmé’auﬁuﬁﬂﬁﬁ’amiwmlsmua% (Cyberspace OPE)
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Cyberspace OPE

= Gain and maintain access to
systems and processes
= Identify:
— data and software
— system configurations
— network configurations
- Position capabilities for follow on
actions

. 8 J
Y

Cyberspace Information Collections

= Actions that facilitate cyberspace operations primarily through deliberate network
reconnaissance and surveillance and other enabling activities in and through
cyberspace

= Activities in cyberspace conducted to gather intelligence from target and adversary
systems

= Enabling activities conducted to plan and prepare for follow-on military operations

Cyberspace ISR

= Gather intelligence
= Integrate and synchronize the
planning and implementation of:
— sensors and assets
— processing systems
— exploitation systems
— dissemination systems

ISR — intelligence, reconnaissance, and surveillance
OPE — Operational preparation of the environment

fisn : US ARMY FM 3-38, Online, 2014
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g1UY1N155U tAY113958U OODA LOOP® 984 1.8.98%1U  Uagn 11UseNaunIsesuIedn
‘umm‘vlLLavwﬁwﬁé’wﬁmamuﬁnmaﬂuﬁuﬁﬂg’jﬁﬁmimﬂ%LU@% (Cyberspace Domain) g
MsueaiuvsenIsduns (Observe) ngldssuunsaadulunisilinga (Sensor Ops) waznisy
(Oriented) INMSIATIATUATITY LWaai’mmam%umﬁmumm‘imumﬂﬂiiUMﬂUmam
(Battlespace Awareness) LLaumaﬂmﬂmmmuqmﬁmiLmqmi:mLLmumaiﬂ,ﬂ (Decide)
wazasliaUun (Act) sialy

& I's '3 . . ”
WYL UBHA, Y1NDINALEN. “OODA LOOP (Observes Orients Decides Acts)”.
Laﬂmiﬂizﬂaumimimwé’ﬂqm 33.?1'5.‘1/1@.3;141? 5o UNT e NSNS, N.A & Do,



- o -

LN o — & 5 sunumuasvtvesnuy rnsedumavinasesmuuiunuf URnmevndleues

The Battle in Cyberspace

Intelligence

Battlespace

Sensor Ops Awareness

Cyber
Domain

Integrated
Effects

Command
Control
(EMS, EA, Net-A)
Offense, Defense, Infrastructure Elements

‘17{31’1 : U.S. Air Force, Briefing Slide Presentation of the U.S.Air Force, 2007 : P.9

waNINT mum’;ﬂiaammJumumﬂmwﬂwmiﬂgumﬂﬁlsm,uasﬁuaqmal,imaasv
TumsUfoR Wesnnaelissuueoteiidamueundlumsed soniau uazdodanannso
Tunsifiunsianisininses maihasiauaznisalanseiau (ntelligence  Surveillance
and Reconnaissance : ISR) wﬂuwummqamwmakumﬂgumﬂfmnfmiezﬂ,uaiﬁ]vwﬂmwLim
aumsyviindamunsainnuieteanauiiazfetulneewgludalovediu weRidetuan
aﬂfommwaﬂaﬂavaqmaﬂivmlﬂmmuau 9 904laneE19TINLT Gumvwmiﬂgummimauim
miﬂmamsmaﬁummamﬂammlmuaiuu NuinInsesdiunumdrAglunisfuaindeyauay
Ansgieaiugaseuvanvesiensain (Critical Vulnerabilities : CV) Lwaimaauawﬁmi
mLuums:mLquIammaa;maaLmaumﬂmmaw
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“Fly & Fight” in Cyberspace

= Operational Freedom of Action
= Metworked Systems Surnvivability
« Counter-cyber (Defense) Ops
= Global Effects Integration
= Surveillance/Reconnaissance
+ Battlespace Awareness
* Command & Control
+ Combat Systems Effectiveness
= Offensive Cyber Ops
= 1ADSE, C2, Control Systems

« Adversary Combat Systems
« Adversary Information Systems

= Enabling Ops: Intel, GIG Ops, IFO

For USAF, Cyberspace is a Warfighting Domain

‘1'71':m : U.S. Air Force, Briefing Slide Presentation of the U.S.Air Force, 2007 : P.10

¢y uoansa Asead HUIe 26" Network Operations Group U84 118,813
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ymilewved Mnuimnseuaznisia IR TuituiugdRnsmdaes Lildianuusndsluan
fufiugifnisdu q lnedadiniilunslidoyatnnses sufviieseinunaujifives
Fensstnuwn #uylunisdndunnaslalunisaiiunisfiavsemsufjuinisle « laegresiunan
sufvhmsuszsifiusanislasfvesihoisidedidn ieatuayulvinisdiiunisaduld
othastaifles uarannsonouaueswoanumsaiAstulFag TR
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&;-,/ Cyberspace Intel Requirements

m Provide predictive, timely and actionable intelligence to
Commanders conducting operations in and through
cyberspace (physical, digital, social, wireless networks)

m Collaborate with USGov, public, private and
allied/coalition partners on cyberspace intelligence

m Perform operational assessments to improve cyber
incident response

m Support operational assessment process with tailored
analysis of cyberspace effectiveness in support of
ongoing missions

m Develop and implement annual intel training
requirements for all cyberspace operators

Nor much difference from ISR support to other forms of warfare...

ﬁuﬂ : Colonel Mark Kross, Briefing Slide Presentation of the U.S.Air Force, 2007 : P.20

wnfimaneulfiBssuaememoulfidanivuasdondsy Tehensednu uasdndums
Taudihonsadufmeenysilifiinuirousmiesimania3osnsyqu (Non-Lethal Weapon)
Asndudeddyaainsifanudnnguazaudilaamefunn ufuRnusunisen
geludruves andgs ddnanuanunsafiagdaidenuasiauidmaldaiusodiiuay
Imnsesluvesidifismerensiuiiumsia varilvefindamundudueisdsiiazdenn
psrmuluFoswionan thanimuyrannslviddamnuaunsaideneu
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LONE1TIYINISLT04 "Intelligence Preparation of the Cyber Environment"
¥99U18 Rob  Dartnall wo.g1anseslaiuasvesanitu SANS duduanriumsAnuiuayide
suennusiunsUaenfeseiulan issydeiausuusiinaiumudniiu wihiuasdneuanunsa
yosnutnnsedluuesidaau Tnethgluuuvesnuininseanuguiuutni (Conventional
Intelligence) mﬂﬁﬂuﬂizmumiﬁmummgﬂufuminﬂimﬁmmsamiamiﬂﬁﬁmuﬁuﬁﬂﬁﬁﬁmi
maloiuas laun

o. madlavdnuasiiuguesnudunsn saddnymdnideamauues gu)
(“$191 $i1 sufenats surdounds)

o, MIlATRanmadeuiuguRdestunmsUfoanisluues (PESTLEM ;
M3l 1Wsugna desdenven wiAllad Funngrng anmwIRaBNNINIBNTN WagN15YIvNg)

o, nazvrumsienesiesadumgduna lieanoad (BIAS) lumsilnsgiinnses

<. \nFesilonayiimsivaslumsiinset elinseivunsufifvesdndn ond
wAtAN1TIATIEMATeYe (Network Analysis) mallANIATIERsURUUNSUURNSY0S
fuanenu (Pattern Analysis) kaginalian1snsizvinaiatunisanidunisvesieanaiy
(Timeline Analysis)

& mI3feesamunsalausAdunsm Wellnuagyhanudladefui@nuas
ffuANAY

wioutuszyimihivdnuesuinnges fe nsudafeusoarmii melinsie
vunsUFRveshonsety wasnandemdniiuialadifey Ao mawieudnnsesweansy
(Intelligence Preparation of Battlefield : IPB) Fadumsfnwuagyienudlatiuanimnden
vesauusUReRuTURTRNS MesTnemuaunsnveshesuasienssin uiluiuiiugoing
milevestedidnuaranmindeuiiunndaniuiiufoinsdu q Aeliffufienanundae
susuuvaassaneuionaldldunand dnlnenss usu dedu w1e Rob Dartnall Fawamn
NMSLASUYNINTDIVRIANINIINADNNILYLUBS ( Intelligence Preparation of the Cyber
Environment : IPCE) T Tnelduuimiaiieafuniswam 1PB udunnsisfuluuiunues
ANINWINROY AD

. MITLYAMNLINR81vBINTUHURNS (Determine The Operational Environment)
Lnmindeuuasiuiiufofnisnelueierievesos usvanmundomeierenouen
AuAgatasiuLAdesveshnels

lo. MaszyRdsTidsmansznUieanmIndenvessUfRNS (Determine Influences
on the Environment) fie M5t widn PMESIPT way PESTLE-M uniiasgvidsiiasdunanseviusie
nsufURvaEes
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. MsvyieAnA (Determine the Threat Actors) fie Msszylaindennaudeles
foanauuldsumsatuayuainles fnszuaunisnmslaufivieanaiuesidls $imguszasd
Tumsnsevinilonsls wagasufiRnisandlelns sy

& MIswudssumsvisevumafUAvessisnnay (Determine the Threat Scenarios)
Ao Malatvantiey wetla naens waenszuUNMIALFATeIEANAY LaZASDIRTIALADY
vumaUiRnSegnamenalanddesle

WHUAINT o - @ BBUNETNI9TaUNISLASENY1INTDIVBIENINLIAGENNILYLUES & TURBY

(4 Stage of Intelligence Preparation of the Cyber Environment)

4 Stage of IPCE
Determine

In Layman’s Terms
Know yourself and your
environment, know the
The Operational
Environment bad guys, know what

different compromises
O @ could look like and

understand what could

The Threat Influences on the

Scenarios Environment alter or influence all of
0 the above.

The Threat Actors

FULL SITUATIONAL AWARENESS?

i Rob Dartnall Director, Briefing Slide Presentation of the Cyber Intelligence of Bank
of England, 2017

fatudninsedhidiazeguuiuguvesdfvioiuiiufcinisle axdiviiiuay
anusuiinveundnAe maudafeuiieaiuarmnseninanunsallyiundnes melinsei
munsUftivestoanaiy uasnananiugiuiiddyie mawsurnseswesaninuanie
UftRnslufifsing 9 Sevagatiuayunisnunuuazugvsnisve iesn sufsatiuayy
nsadunnadlarvesiisduliyrviedimuaulsune duiu nihiuazauiviinteuvos
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e Jay Maallister” IivimsfnmnEesmsuszendnssummsandaimne iotanld
Aunuinnsesleiues  asuindndesieilunnszauasgiianailinun1siauisnishn
Tnemsasdnlufsnszuaunsiieuvesislanywd eUuuseinugmsiingest dafidenuin
wanIauildinsfunsimszitnnsesiingy 9

e Robert M. Lee” simsfinunnuinnsedlaediiteussonelundngnsdndinfinu
FunrusfursuazUaensemdlaiues aguhtuneunsnlunadilanuinnsediaves fo
maidlsseuinnsesialudugnsis mafle wastumeunsuiR Semsdufiumsdninses
UszLameing 9 Sleguunouflazifinnuinnsedluues lnslamzsunsindunnadaynamsd
Fosfutym dossmnueaunsualveshonssuiieidengnsmanifianinluauusunie
wisndlnSeudmiunslaud safanstestustramngan wreasdunadudnuimnses
lsiesanansnimildanmsfnwinumeininsemms

38718 Intelligence and National Security Alliance 8y31 ¥nnsaslaiues
AoMIUsEluInAUENISH WaWsual wazAanssuvesndn Tuisdifmsleiues (Cyber Domain)
deatiuayunisudadeu nslaud waznistleatudoanay Judunandndldainnisdniy
2souTnnsedlaeiiiaanuaansafisndu leua

o. anuitnlaluFesuesszuuaniaung voninnd svuuansaumaLaznsdoas

b, INWYENITANIATIEN

. Maiaue 918am Waudiuidumnduse

& MTUTMTINNITINUHUTIUTINVDYAUINTO

¢ ANUlalunsfia wazuSunvesnhienuy Wy guanman nqunalselewl

bJay McAllister. Senior Analyst. “Emerging Technology Center”. (Online).
Available. : Https : //www.Insights.Sei.Cmu.Edu/Sei Blog/2016/02/Cyber-Intelligence-And-
Critical-Thinking. Html, 2016.

"Robert M. Lee. Adjunct Lecturer. “Utica College”. (Online). Available. :
https : //Awww.tripwire.com/state-of-security/security-data-protection/introduction-cyber-intellisence/,

2014.


https://www.insights.sei.cmu.edu/Sei_Blog/2016/02/Cyber-Intelligence-And-Critical-Thinking.Html
https://www.insights.sei.cmu.edu/Sei_Blog/2016/02/Cyber-Intelligence-And-Critical-Thinking.Html
https://www.tripwire.com/state-of-security/security-data-protection/introduction-cyber-intelligence/
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CYBER INTELLIGENCE

The products and processes across the intelligence cycle of assessing the capabiles, intentions, and
activiies - technical and othenwise —of potentiol adversaries and compefiors in the cyber domain
(with cyber counterintelligence as o sub-discipline)

TECHNICAL COMPETENCIES

The technical foundafion for understanding the hardware
and software of information and communicafions
Technohgy, es,peciu”;I as They relate fo cybemecurity.

ANALYTIC COMPETENCIES

The human science basis for complex analysis of dota and
information from a variety of sources, including foundations
of srateqy, crifical and systems thinking, reasoning and
logic, problem solving, and decision making.

(OMMUNICATION AND ORGANIZATIONAL COMPETENCIES

These competencies emphasize clear expression
of apinions and reasoning, along with effective
communication of one's ideas in writing, oral
presentation, and visual display, as wel as projec
management skills.

KNOWLEDGE MANAGEMENT (INFORMATICS) COMPETENCIES

The knowledge management and information science
foundation for planning and organizing information
collection (collecfion managemen), applying tols fo
qather and support complex data and information analysis
and presentation.

CONTEXTUAL DOMAIN COMPETENCIES

The sector-spechic, nafional/regional, and/or sociocultural
foundations for anclyzing complex problems; identifying
key actors and roles; assessing perceptions, inferests and
infentions; sensemaking; drawing inferences from acfions
and behaviors; and disceming situafional influences.

fisn : CTI -EU | Bonding EU Cyber Threat Intelligence ENISA, Online, 2017
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STRATEGIC CYBER INTELLIGENCE

*  Produced for senior executive leadership; C-5uite and equivalent in both private and
public sactors.

*  Used to inform organizational/national strategy and policy development that will direct
enterprise over the long term {3+ years).

+  Collected broadly within sector to which organization belongs and likely includes
complementary sectors.

*  Focused l::roc::::"',r on threat vectors and adversaries and on contextual po|i1ic0|l eCconomic,
and social trends. Includes understanding of state and non-state threat actors’ interests,
policies, doctrines, and concepts of operations.

*  Generally nontechnical in nature, focused on trend analysis across and between sectors,
stated and unstated objectives of state and non-state actors, and other strategic indicators.

OPERATIONAL CYBER INTELLIGENCE

+  Produced for executive managers in IT and security such as the CIO and CISO, as well as
other management team members (a.g., public affairs, human resources, legal)

*  Used to inform risk-based decisions about resource allocation and activity te maintain
business continuity and prevent disruption.

+  Collected with an emphasis on enterprises’ operations, to include pariners, suppliers,
competitors, custorners and other trusted relationships.

* Focus on targsted, opportunistic, and persistent threat vectors that pose greatest risk to
business continuity.

* Blends technical and nentechnical collection to explore and prioritize threats, the
mechanisms and signatures of potential attacks, and organizational vulnerabilities.

TACTICAL CYBER INTELLIGENCE

*  Produced for incident response teams.

*  Used to restore operations quickly and collect cyber forensic evidence following a cyber
attack or intrusion.

¢ Collacted with internal emphasis on arganization, including personnel, assets and networks.

* Focused on understanding and analyzing an adversary’s use of technical/legical tactics,
techniques and procedures (TTP) to targst the organization.

*  Generally moere technical in nature (e.g., exploits and malware, delivery mechanisms,
technical/logical artifacts of an attack)

=b.
2
2

: SANS Institute, Online, 2017
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Problem Sobing
Divrsiy of Perspactive —
Problem Definiion ——

Big Picture/Scope ———
Management

— Rasearch Metodologies —

& Applicafions

— Validafion Merficofion ——

CYBER INTEL ANALYST
Tai

—  Inquisifve
— Persitent

—  Self Morivared
Team Ployer

—  Quick Laamer
— Open Minded

—  Generalist

— Adaptable

(RITICALTHIRHNG

— Collecfion Monagement
— Open Source Datg

— Dafending Assessments

DATA COLLECTION & EXAMIRATION

CYBER INTEL ANALYST

(ore Competencies & Skl

(OMPUTIG FUNDANENTALS
— Natworks & Naworking
— Oparafing Systems
— Dorobases
— Programming

— Strigfing

— Data Mining

(OMAUNICATION & COLLABORATION
— Tachnical Wrifng
— Wiing for Laodership
— Debaring Skils
— Knaving Your Audience
— Conflit Resolufion
— Aranion fo Darai
— Assimilote New Information

— Public Speaking

INFQRMATION SECURITY
— Vulnarabilty Assessments
— Cyptography
— Tochnical Architacture
— Information Architecture

— Natwork Defense

— Incident Response

TECHNICAL EXPLOITATION
— Malware

— Penatration Tasting
— Social Enginearing
L Wab Services
- Wiralogs Networts
— Web Agplications

ﬁu’l - Information Security Education Carnegie Mellon University, Online, 2017
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o. 1Fosvesfuana (Threat) anansasey uazmsnaeuldinfoanaudelng
nIURaANILazrUn U UAvesiuanaAy

lb. NMIFWTIMYINENS (Collection)  WeiwBuinnseswesanmuandesmdlsiues
(IPCE) wén wvilimsuidandeyatnans/Ainnsesla finssnudensiiaseidoanay
wagilfaunsasurndeyatinmydnnseduiufiufiRinsldosamnga

. Matmuathving (Targeting) Wensuisnudnuuzdfgyvesanimuindon
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fhensithy vilddeto LaEATINLR N Tl IR U Ty



unil o
N133tATIENYaya

ynMsnuUTIdeyarnuadeyaUgugl Tnenmsdunivel uasdoyafogl
Ivusuilannunany MsvMs NWIde wasenansiineves luuniliidesiteyadsna
weszilegldndnnisvonmgualudmssniveniunsouwuifn dsssiiunelud

AnwkuImMIINITNaIAMNTuAslYuasvasUssmAlneaIngnsAan S
wazuUlEUITLAUTIA KAZUNUINAIUNITYIINTBIIUUTUNNITUIINANS
L A B Y o
nidSuiliafudaanaulyuaslulagiu

o. WUAMINsHAIIAMNTUAslseTvessmAlneangnsAans

wazuleugsEAuyn

PNMIAMeNasUAETIMANMS UszneufumsAnmanansfeaiuiums
mssdinmsmssnuenuiuasaendtlswesvesussmalemuemsmansuarulonessiuna
wui gnseansuazulevisssdumatidenatiunistadnenwlunisdestulseme
Tinfousuiofufoanauiamanmsuas foanaudu q lngliauddyfunaaiuaia
auiunsUaondevnilues Weuntadasaisiugndomssyulaafivimssamsdelaues
TaonsuainnisTaud vl gnseanitiostuuszine nsensaanatlng nalbeso - b
Fadunseunmensidiunusiunstesiulssmeliaeniuiugnsmansuasilonesyiumni
IFfmuaUssifugnsmansnisufianimamaiiednwiesulnouasnalseloviuiend
MjafunaietuaisdnonmuaraeuaansalumsuoRluliflaved fensiannmdama
Trssadsitugnu wasmaluladliflemumdeslumsufoRlulifluues adwemunssmindndleuos
Tfunnnadiuuazaiannussdomdlaweiidlusazsinsssinea

Hagtuussmalnedimhsnumadgiiguafsiuauiunsasasemadsives
(Cyber Security) o W4 @D @ué‘uismumi%’ﬂmmmﬁumﬂaamﬁ'ﬂiwmamﬁ’;L@@%ﬂismvﬂm
(lnew@sn) (Thailand Computer Emergency Response Team : ThaiCERT) lunisinfiuguaves
dinnuianngansamedidnselind @sWnsvna) @wse) Sl amszutiiivdnlunsneuaues
uazdnmsiumnmsalasiunsasndereuiiames (incident Response) limsariuayuidnidu
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Tunsliresfiunosuaziateredumesiin uasauiussaunuassiunmaonfomsaunamasy
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(4 Stage Of Intelligence Preparation Of The Cyber Environment)

Determine

&

The Operational
Environment

Perception of the elements in
the environment

Projection of the future

status @
)

The Threat Influences on the
Scenarios Environment
Comprehension of the

current situation

The Threat Actors

‘1'71':m : Rob Dartnall Director of Cyber Intellisence of Bank of England, Online, 2017
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