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ABSTRACT

Title A Guideline for Cybersecurity Task Force Development for
Readiness to Handle National-level Cyber Threats
Field Science and Technology

Name Major General Prachya Chalermwat Course NDC Class 60

The word “Cyber Space” has been well accepted and used in general in
our living days. Tremendous of data are transferred rapidly in cyber space via
internet across the globe to share data, exchange information, reduce complexity of
work, and access to various data services. It is very obvious that cyber threats has
been raised to to be one of national-level threats. This includes cyber crimes, cyber
attacks, cyber espionage as well as cyber intelligence. Cyber war is another
important aspect to be aware of. Many nations have developed cyber task forces in
their own ways despite the difficulty in cybersecurity development. This is due to
issues in subject complexity like multi-skill level in networking, operating system,
programming, not to mention lengthy time of practice. This research propose
guideline for cybersecurity task forces development for readiness to handle national-
level cyber threats by exploring and reviewing existing national cybersecurity
strategies, interviewing in-dept experts and specialist, collecting data from online
questionares. The proposed guideline and conceptual model will help develop

learning cycle for sustainable national cybersecurity task force.
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wéndle 1. Muuavdnn1siiugiuves information superiority 2. n1svilsannsaiiaudu
information superiority Wag 3. N1 exploit é’ﬁLﬂ@lﬁiﬁaﬁLLmﬂGmGuaaLaﬂmssuaaamﬂﬁu
p1adnsABLYANIN “exploit”  uiansualsuselev pdretnaunansliulisnudifey
I sujuRTagnlulawuleiues

TuﬁjﬂﬂizLWﬂqiiU ENISA  leilweuns National Cyber Security  Strategies:
Practical Guide on Development and Execution Wearduwumdlunsiauiwas
sflunisiuanuiuasasndelsuesdmiulssmaluaun@nues EU (European Union)
ENISA o sthssuiiidugudnansdiiu network wag information security 499 EU dasag
Tudsemanin seffioatuayundulssmaaundnlunisiaiuaiisdnenmdulsues de
msliduuziluzeslsuy msdavignsmans saudansiinduyaainsifielauisa
fudunsfisndudmivfoansenulauesls

TudszimaansgowsnilaidTauinisvesnisiauivantenasnsuleiuasun
ogsioiilos 1wl A.A. 2001 Lt Col. Lionel D Alford Jr wisnasvimerniavesanss 1
dnausunaAu Cyber Warfare: A New Doctrine and Taxonomy Tuwonansdsfium Open
Forum  ngleinamisifannmsvesmsihgewiwaiunduedeslunislaufiiiolaunsa
vssaTngUsrasimamsliduiy wassedurasaugunstlunsladldfnafintuedng
soiflos edslsfmuluvngdundnieulududdalainsianntuegesedadaudiinagd
13 JP 3-13.1 Joint Doctrine for Command Control Warfare waztafinnunvainalu
DoD 5000.2-R Tumsmuaunszuumsiamensenlsunsal dwdneuluvaeiudui
szuufnwiaaaondores Cal - FeamnuaseuaguluFowesasasuloweslunms
Alford I#laueisyuunanmamnsiiaauuiegsesiuifiiudmingdfguesnslaung
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lwiues wazszuu Cal Beilmnuingddenisgnlasdidesaniinisidenlosmaeioviefuseis
n3199219 waglaiaueenudwinislaiuesivu Cyber warfare, Cyber infiltration, Cyber
assult tHugiu

Michael Warner léfiinausdodnieaiu ndnfoumammsdmiuufianisle
LUBsUR3an3TY el A.A.1992-2014 Tu The Cyber Defense Review laglanafisenans
%84 Joint Publication Aldlutfunslowesfiiiuun wu JP 3-13.1 Wisuiflsunaiudeu
994 P 3-12 eaghindmian1sda classification  vespoumesiiniddn laeldrdny
Tailndielifianunszanduanudlefinsstulagldein “Cyberspace Opertaions”
FeazUsznausenisiandnamdsensfe 1. 18930 (Offensive) 2. 133U (Defensive) waz
ANT9ENIN (Sustaining)  S¥UUYBY DoD Iﬂaﬁﬂﬁﬁ’amﬂuﬁﬂ%Luaéaz"l%’ﬂssmuﬂﬁc?fmﬁu
tadudyw wufsafuufualulammdu il UgummimaumaL‘Uulﬂml,w‘u passive  Wag
active fifiuvauiunvesufoiniseanuaniiuiives Do network Bstilugseduras “nsld
&~ (use of forces) ;Ummuuzyﬁmmuamﬂmiﬂgummﬂuml‘muaﬁmUi%ﬂgummswé’ﬂ%
U5¢n15 1. Cyberspace defense 2. Cyberspace attack 3. Cyberspace ISR, uway 4.
Cyberspace OPE. Uftnsanegnausnaaduiiduine fuusaesufiRnisvdaduadmiign
Smualilu JP 3-12 Tnefi Cyberspace ISR 11 nUfURnsees intelligence, surveillance,
WLy reconnaisance LWay Cybespace OPE mmﬂﬁﬁﬁ’ﬁmi operational preparation
environment UUAn1s OPE  laiifendeedy intelligence  nsgvinilefiagnsunu uaz
WM sEmsuURTRmamsTiavaanndudely Taefindnieudmsuuiifnislavesee
Tiumindisdny command control warfare @z information operations 3nsiely
0¢1l3finn Warner ldfaguinannuasundaslundnnsfidiunlilu JP 3-13.1 (a.6.1996)
uay JP 312 (n.m.2013) Wildlinndn Asiflanuuandeddaauie “vanidoy” Adumin
nsldmumilasmiidalmiin “oberspace” ifomninaluladansaumaldasaniosdielmi 4
Jusnegrmanvmeuasdulenaiiufoinmmmmsannsailuldifensrodluasasals

LPNEITHASUUIYIUAULUAITNINYITDINUAULUUaANY L uDs

maadeluismsudeyaiieatuenaisuagmineanu Mfgdostuautuas
Uaendeluiues Inedsziamenansfiiadedldun White Paper, gnsmansiloiuasusiand,
gmsmansn1stosiuusyime, ndndoamisvms, wazulouisrnusiung mam wennunsedu
yeamseiiideyadiuiuinngifoudimualifusnusdelumnems wazmniidoyaasdl
sefevesesinifisufiovey mudaed aa.  AldFumameuns venaniu lumunemgly
msazidoyauazrussmaninnssyteyauszimediduitusiing mnemg:  N/A = Not
Available, #usiins: N = NATO-based/alliance, US = USA alliance, K = UK, C =
Commonwealth of Independent States, RU = Russia, t8n&13: WP = White Paper, CS =

National Cyber Strategy, DS = National Defense Strategy, MD = Military Doctrine, SP =
Security Policy
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M1597 2-1 WaBuisunanteonnsvns white paper UleuneAT AU

AN 9 (M)
a1y | Useine/ienans B3ANT U(p.A) | vuewme*, Wusing
1 dauily Interinstitutional 2011 N/A
Maritime Operational
Center (IMOCQ)
2 DUAUAUN Jefatura VI 2008 | niude C4l
3 99Ny WP Abwehramt* 2008 Military intelligence
organization
a4 pRALMSIAY CS Cyber Security 2009 drunilsves DoD
Operations Center nelel Defence
Signals Directorate, 3l
Yaans 130 Ay, UK
5 Wuangd MD Belarus Armed Forces N/A
6 U198 DS Cyber-Warfare 2008 *JypaIng 100 Ay, US
Communication
Centre, Center of
Cyber Defense*
7 LAUUIAT CS Canadian Forces NOC | 2010 N/A
8 U WP 4th & 3rd General Staff | 2009 | N/A
Departments
9 laaaude CS Colombia CERT 2009 MoD SURRAgauvan
10 | wnvdwmile’ Specialized units in 2011 | uvingnagaiuayy
military offensive training, RU
11 | wWuu1sn MD Danish cyber network | 2010 | ldidmandnain
operations unit DoD va18nieeIuil
MERILE
12 | walsifly CS Cyber Security 2011 *neldeenns

Alliance*/Cyber
Security Strategy
Committee

Defence League, N

1 o a = . .
amnsausguszesulaeUsswunvma (Democratic People's Republic of Korea)
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M1597 2-1 WaBuisunanteonnsvns white paper UleuneAT AU

Communication and

A4 9 (510)
a1y | Useine/ienans B3ANT U(p.A) | vuewme*, Wusing
13 | elSama WP NASIS” 2009 mihgauneld au.
WUNTFUUAT VYT
19y Su2.A%.
14 | 993138 SP National Security 2005 11lag MoD
Concept
15 | wesiiul MD National Cyberdefence | 2011 *neld Mol, **
Centre*, BSI** PUIINUANNIUAY
YLD T
16 ULy MD Defence IW Agency, 2009 *SUNAYDU offensive,
DIA*, National HENTOLINDIANTS]
Technical Intelligence epenegnnguunetite
Communication msmaausﬁaﬂm, us
Centre, Joint
Cybersquad™*
17 | Basen IDF’ Unit 8200, Shin | 2009 | wthesuwuin 80 AY
Bet, C4l Corps, Wiatpanuszuy, U
Matzov , National
Cybernetic Taskforce*
18 | 8usu Passive Defense 2010 *gauly An.
Organization*, s, 4 un. la
Cybesrvvarfare Unit Tu Lwesuseune 2,400
IRGC ** Au(lwgludduaes
vadlan)
19 | 8m1a CS Military Electronic 2011 N/A
Warfare Unit,
Telematics Section
20 | mdmaniu Ministry of India

? National Agency for the Security of Information Systems

3
Israel Defense Forces

* Centre for Encryption and Information Security

> Islamic Revolutionary Guard Corps
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5197t 2-1 WBuleundndiounmamns white paper WlueanuiuameUssmne
AN 9 (519)
a19U | UsewA/ienans B3ANT Ulae) | vungwn*, fusins
Information
21 1LaLge SP Cybersecurity Malaysia | 2007 Wudunilaves
Ministry of Science,
Technology and
Innovation
22 | wi1 DS Defense Services 1990
Computer Directorate,
Army of Myanmar
23 | lsesuaun CS, | National Cyber 2012 laifindgangdmsu
SP Security Board, cyberwarfare,
National Cyber Alliance:
Security Centre Luxembourg,
Belgium
24 | uesg CS Ministry of Defence 2010 NN.SURAYBUNEN
25 | Tuaun DS Independent TBE mel@nasinun, N
Information Force
26 | wndld WP | Cyber War 2010 | vihenudase uigua
Centre/Command 1ay nut.nan. 719
defensive Wag
offensive, Nyi. T
an1unsAnEIasng
cyberwarfare school,
27 | $euds MD FAGCI", FSS™* 2010 | *lawizau
cryptography Lag
code-breaking

6 0o v v &
HEGBNRIZI9N

" The Republic of Korea

® Federal Agency of Government Communications and Information

? Federal Security Service
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M1597 2-1 WaBuisunanteonnsvns white paper UleuneAT AU

and Communications

A4 9 (510)
a1y | Useine/ienans B3ANT U(p.A) | vuewme*, Wusing
28 | @inwesuaun | Centre for Electronic | 2010 nYt. SURAYOUNAN
SP Operations of AFCSO
Military CERT, NOC
29 |30 DS Cyber Army 2010 | General Staff |
Command, BILGEM SuRnrRUVDIYI
Uszine
30 | ausiwenandns | Cyber Security 2009 amumuildn $1.6
CS Operaﬂons Centre, billion
OCSIA
31 | an3gew3n1 SS | DHS, FBI, DoD, US 1990 | Buynidnsuiau
Cyber Command, NSA, 1990
CIA
32 |lne DS Cyber Center 2016 geldfimiiasgaued
MoD/RTAF/Army/Navy/ Suraeunan (ankiu
Air Force ThaiCERT) ag/lu
SENinadRvinngvang
lgLuosinedns
NYNUTURATOU
wan ludyvesnanluy
ladinsdnnaudley
LUBSHNN & 1Y
NUIBITUNEAN
33 | fluuaus SP, MD | Ministry of Transport | 2006 v 9avh MD 1udau

99 SP

ulgungtazulgsunIanaLsauineldasnulaiuas

e N/A = Not Available/lsifidaya
® usiing: N = NATO-based/alliance, US = USA alliance, K = UK, C =

" Armed Forces Command Support Organization

" Office of Cyber Security and Information Assurance

Commonwealth of Independent States, RU = Russia
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® 19nd13: WP = White Paper, CS = National Cyber Strategy, NS/DS = National

Defense/Security Strategy, SP = Security Policy

AN 2-2 ULBUIULAYUUILITUNALSDUNLNYIVBY (A1D)

aeu | Usewd/ionans D9ANT g NULL*, WUSLAT
1 Suituay National CERT*, Regional | 2009 | N/A
UM Cyber Forensics Lab
2 walde lufivihesuRnveunan, 2000 | Luisesuaun
Belgium Armed Forces
3 ughu CERT 2004 | nele Ministry of
Communication, N.
Tl SuRaveu
AN
q Ualnisy WP National Cyber Authority | 2010 | & nwi. Suiageulagly
AaINadEIT09 uay
UNIT, N
5 1Astee DS Signals Unit 2005 | nn.SuURABRUREN
6 AU Ministry of Informatics 2011 |RU
and
Telecommunications
7 U5 CyberEthics, CERT* 2004 | *3id@os CERT d1isu
S3una Muvdieenyu
wazNSANY
8 #15715045514N Cyber & Information 2008 | SuRaaulag Mol, NH.
DS, WP Security Department* 29N Wp Tud 2011
9 N7 CERT (planned) 2009 | Ministry of
Communications
10 | &in"3 CS/DS National Cybersecurity | 2004 | 1ugunilaves d1in
Center UBN
11 | duleflide laiweunsionansle eniu nut. lalfl Cyberwarfare

1 Computer Emergency Response Team
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a 1 A A a 14 1
A1519% 2-2 UlBUELarMIIBUNALS B UTILAYITDY (n1)

Ay | Useine/ienans B3ANT iy NUNBLUR*, WUGHAT
WA MUATNSILTINSYIN
nraneloiues
12 | §JuMD, WP | National Information 2005 | *advayuluseau
Security Center*, C&ber %nga, ** yiriygly
Defence Unit in C4 **, JSDF ™, *1ay Ministry
Cyber Clean Center** of Internal Affairs &
Communications
13 | 995unu C4ISR” 2010 | Jordanian Armed
Forces
14 [ e CERT, ¥iangns Ministry of
Information &
Communication, qns
aiayeanslaesing
Kenya Armed Forces
Technical College
15 | any WP nOuue T Security, *ﬁt{{l,%mmzy 8 AL,
Cyber-Security REsponse Ministry of Transport
Agency* SukiaraUNITHMUN
Yleungay T
Security , NA
16 ansauile CS Judrunilavas NATO 2011 | MoD Sulawauman, NA
Cooperative Cyber
Defence Centre of
Excellence
17 | dnwuiuesn CS | CERT 2003 | Img Ministry of
Economy & Foreign
Trade, & MoD fiu
LLEBSHALA
18 | sfadwld Cs MNDF & PS™* 2011 | l$%un1senewmdasnn

? Command, Control, Communications, and Computer Systems

H Japan Self-Defense Forces [2008]

15 . . . .
Command, Control, Communications, and Computer, Surveillance, and Reconnaissance

1 Maldives National Defence Force and Police Service
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a 1 A A a 14 1
A1519% 2-2 UlBUELarMIIBUNALS B UTILAYITDY (n1)

Security Office

AU | Usswe/ienans BIANS Y NELE*, WUGHAS
Us FBI"

19 | am CS, DS Malta Information 2010 | LifigSuRaveunanly

Techlrgology Agency, ny.
NISA -, CERT
20 |lwSenla NS Lifivoyaszyniny 2013 | MoU fiuuseine
SuRavOU ALy
21 | fh3uaud WP Netsafe”, ORESZ”, MED™**, | 2010 | *wiuasremny
CCIP™, NCSC Asenting, *Ju
wheundnauley
Wwos
22 Tudse National Cybers%curity 2004 | *n1gl@ National
Initiative, NCWG ~, Security Advisor
Directorate for
Cybersecurity*

23 | Towu OCERT 2010 | SuRaveou public IT
infra. Uasriu financial
transaction

24 Unfanu National Response 2003 | *n1e/ls Federal

Centre for Cyber Crimes* Investigation Agency

25 [ Wsmne Knowledge Society 2010 | MasimugNsAans

Agency
26 | Waulud GCERT*, National Cyber | 2004 | *3ndslng task force

for security of critical
infrastructure

"’ Federal Bureau of Investigation

** National Information Security Agency

" Online Reporting Botton

2 Ministry of Economic Development

2 Centre for Critical Infrastructure Protection

# National Cyber Security Centre miieauludsin Government Communications Security Bureau

2 Nigerian Cybercrime Working Group
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a 1 A A a 14 1
A1519% 2-2 UlBUELarMIIBUNALS B UTILAYITDY (n1)

Group

Ay | Useine/ienans B3ANT iy NUNBLUR*, WUGHAT
27 \wasile NS Cyber Crime Department | 2005 a@ﬂﬂgwmsﬂﬁamuqm
mslaaumesiin
NILUIUNTYATITU
28 | @wAlus CP Singapore Infocomm 2010 | *nld Internal
Technology Security Security Department
Authority 1u Ministry of Home
Affairs -->&11150138N
wawiu IT ieussudu
cyber defenders 19
29 | alafe NS @u1Tn NATO Cooperative NA
Cyber Defence Centre of
Excellence
30 | alavaile NS 9z#3 National Cyber Amy \Jugneuauss
Coordination body an
31 9193nla CP Cyber Inspectorate, 2012 | GB
National Cybersecurity
Advisory Council
32 adu NS CERT, National 2010 | *ngl@ National
Cryptology Center* Intelligence Centre
33 | anigemiu il | Cyber Operations 2011 | *dunilsves
L3I0 Centre*, CERT** Command Control
System ¥insufiU
URINYNae Khalifa, **
1ng
Telecommunications
REgulatory Authority
34 VemuIL SP CERT*, International Data | 2011 | *n1el$ General

Department of
Logistics and
TEchnology Tu
N3¢NI Public
Security

# Tyler Thia, “Singapore seeks volunteers to beef up cyber defense”, ZDNet, 28 Sep 2010
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a 1 A A a 14 1
A1519% 2-2 UlBUELarMIIBUNALS B UTILAYITDY (n1)

Ay | Useine/ienans B3ANT iy NUNBLUR*, WUGHAT
35 | @udua SP,CP | MICT 2010 | lalszymibheaunandl
Suiinveu
36 |lne ThaiCERT*, n3ws31 DE”, JadisU 2000 Meld
ETDA , EGA NECTEC &%, 9101y

§ngunagiu anse.
(ETDA) 914 ETDA uag
EGA agnglanisiniu
quaved DE

i ssTanssuiifetesfundnieuunandiifiui dsemesiag q 18
Taudrdgiudeanausulavesidusgiann sgrdlsimuigmnisviauaauyaains
Fulauesidadutiymilngdmsvesdnaimly anmassuasenvuetrmanidodls siad
desnnmsitauiyaainsdulavesiufeanisaudifluniud wazddnanuaiuisn
nanvagluanv gy Computer  Architecture  and  programming,  Internetworking,
Assembly programming, Social Engineering, Social Media exploitation Hugiu Feazidiu
I§disyaansiidfiugiuanuifunenfiunefuasiaiotieddiiyminisuaunay
yaanseghdunuiinegud anusnvesdgmiadntudnvarswindlulifiveslewes
Jesndesnisunainsideusluduiuazaarnnats nvsdsdesiilnniuiia amise
nevaussiensAnALnslauesntauUAsuulategnasanan Tuunssldaznanis
Tymnisiauyeainsenuleiveslunmsiuvesseme

Jgymnisiauyaainsauleas

Jayminisadrsynainsiuleivesgnszyindudynlngdmdulssina
UMIBIUND WU ansgerusni luenans White Paper 483 CSIS (Center for Strategic &
International Studies’" ’Lu%aﬁaa “A Human Capital Crisis in Cybersecurity: Technical
Proficiency Matters”  nanfslayminisviawaauyaainsteuestidn “luansgaisnid

* Ministry of Digital Economy and Society, N5¥N334A3 ”mﬁamwgﬁwazﬁmu

* Electronic Transactions Development Agency, drilnauiungsnssunedidnvseiing (83dn1s
YY)

*" Electronic Government Agency, drinausguiadiannselind (esdnsumvw)

% https://csis-prod.s3.amazonaws.com/s3fs-

public/legacy files/files/publication/100720 Lewis HumanCapital WEB_BlkWhteVersion.pdf
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Admysnulewesfiannsaufiaeulfedsdiussansamlulsvesas dnulszanu
1,000 AU uAANFRINITYAAINSTIWRSwELTEe 10,000 B 30,000 Au? uenanigyuily
yumeswesiuuiviauaauLd JymiFesnunmiiudnusesutliymddyuesnisiann
ypansenulaiues

dymnisuauaauyaainsiieindenisiaunlédun asimuiyaainslusedu
Red Team Gsagyimihiilunislaufiaieteignimualmdudmune Tuvaed Blue Team
wimihiinsnaeuanulasafbvesszuululsvesay wagvhmihiimilousunsesulu
nssuluasasiuuni uaﬂmﬂﬁ?w,aﬂmisuaa CSIS §sna1fs Cybersecurity Workforce R
Tl duusiiosidmaveamms uadsuieidovngivhnuegnelddyainisiany
sgrasgiunaenvu Inslawizegnadeynannsdnulewesivineuiulasaieiugudidy
920 1 spuvliih szuulssuiiinnsmiuauiessuunoufinned i wuamied
thiauelng CSIS aguldid

1. Tanisatuayw wavlisuyssanalunisiauiyeainsiuleuesiusedu
lsaseu

2. afuayumsiaunuasmMiseuulssmade v dndulsivesiianuen
Tumsaeus waziihnsiansviauvesesdusznousng o Mifeades

3. YIUININTZUINMIT90Y, M3dam, waznisiineuusuyaansiiiesnszdiu
Farwannsavesiifoshaulunisesnuuy a$1s ey wazde sfuszuuvemiieny
A3y

4. a$ruwumvnansvinuluivdnlewes (Career  Path)  Tiduwuidesdu
mnmsdmiuicmng videuwnd Adeslduaainsiifidarnuannsagsnityanaily

uananiu CsIs  Ssthiauonumsnsiauyeainsduleeslagliidesia
dufunisfnyidmiunisuszneuiinduleiue inudsedududuluaufeseduduinms
(gﬂﬁ 1) Im%ﬁluﬁuﬁizﬁu Entry, Practitioner, Performer, uag Expert Tngseau Entry ¢
ﬁmﬁﬁﬂm%uﬁugmﬁﬁaﬂ’jﬁ Core Cyber Skills 11 Hardware, Software, Networking, uag
Business Tusesiu Practitioner azifunisinousuluSoaanzysiiiendosiv Acquisition,
Architecture, Systems, Security, Analysis, ez Collection Tuszau Performer uag Expert
avuvseondumuntifinisyinaude  Offensive  Mission, Support  Functions, tay
Defensive Mission "?iﬂ Offensive Mission 3g@nwluimde Collection, Media Exploitation,
Exploitation, Targeting, Analysis, taz Processing Tuguvee Support Functions az@ntn
Tuies Policy, Legal, Contracts, uaz Budget wavludiuvas Defensive Mission asfnwilu
#1398 Penetration Testing, Forensics, Audit, IDS/IPS, Analysis, Wai¥ Processing Iﬂﬁl‘ﬁ'LL‘U’J
mMemsUsznevivinasinsideudiuiutuluauisesu Senior Leadership 3eUsznau

? Jim Gosler, Sandia Fellow, NSA Visiting Scientist, and the founding Director of the CIA’s

Clandestine Information Technology Office
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TUsie “C” Suite, Officer, wag Senior Executive

~ P v ¢ a a ¢
WRUANT 2-1 NsANEIsUlaUashazkuINIsUsEnauiIvInlaiues

Federal Cyber Education & Career Path

Intelligence — Military — Law Enforcement — Homeland — Diplomatic - Economic

SeniorLeadership

“C" Suite Officer SrExec

Offensive Mission Defensive Mission
Support

Expert

.. CAREER PATH...

o) Analysis Processing Contracts [ Budget Analysis Processing
o
o
E Specialized Training
.g Acquisition | Architecture Systems Security Analysis Collection
©
L
o
Formal i
5 - R B Core Cyber Skills Experience
LE - Hardware—Software-Networking- Business

i CSIS (Center for Strategic & International Studies

Morgan Zantua, Marc Dupuis, Wag Barbara Endicott-Popovsky letiaus
UNANNLTDY “Re-engineering the Cybersecurity Human Capital Crisis”, AanAu 2559 Tu

1BNA1539891N Research Gate (www.researcheate.net) WUIIANUABINITYAAINTAIULY
wed  luszaulanduiiinnnindaruamsolunisuanissiuiuassdiuaulud a.m.2017
waglaiaue Cybersecurity Rapid Education Apprenticeship Training to Employment
System (CREATES) ifleflagnengnuudlatlapnisuiaunauynainsduleued  Morgan
wagnInlavinn1sidedeya s CIAC (Center for Information Assurance Cybersecurity) 7
NPINEIALIDVIFU FIUAUNWIING1a881IE Lﬁaﬁmu’mé’ﬂgm Information  Assurance
(1A) faus® a.a. 2007 wldnAnyeainsiulaueslnaanizdos 1A Tagsd

1. fiiunsaeuyszmadetng 1A $1uau 107 Ay

2. Usguey1mana Information Management tan 1A 91471 40 AU

3. Y3eygy1nanan Library and Information Science 1an IA §7uu 4 AU

4. Ysayyrlnanan Strategic Planning in Critical Infrastructure 97U2U 76 Al

5. USgueynnanwn Cybersecurity and Leadership 4712u 26 AU


http://www.researchgate.net/

30

6. Useysyantuynanufiiiizien 1A 3117w 8 AY
Adeuldlanantauuiniinisuidymdieluwma CREATES  Falaaliiiuin
Ao o -

novmdddmainlugindeaergsnanis uenusedinis nmisneanyu newiu sy

' 1% '
aa A I

nsAnwlfugIuIndousonisihudesenuaziinsilnldnunasiivszaunmsainnduegig
7 fienudululdgefiazthundmdngnsnseuniliamsahauufiinsiuleueslay
0g19f Tumafhinaveiueninazanunsnsuszeznanlunsifmuyaainsdulewe sl
anunszdunntunds Tudeiunadiaunsoilindayaainsdulavesidamisn
UftRnuiu A Idegrsiiuszavuasdamnuiivswsluounn vdngns CREATS AfiTeuls
dnavaiunisadsanenisudnyaainslusyaulszmatiedns nanansaot ndngnsuSaya
#3 Usnyailn wasUSggnien Taosjudiuidmadiazanslousnainnsznsisnaniny Ima@ﬁ
sihundngaslulinaditiaueazannsn finuduluvesldiilunedguasionty Wil
USEnlonvunavalidu Amazon, Microsoft kag Google sindlirnauwnudmsuynans
duleuosiiiidnenmgeisluanigouinuazanynusamarilan ludnyumomislasinis
i sheduatuyadwasnisUssneuindniulauesliimneuumuiiga

Ay “Jgminisviaueauioaninaiuanudasadeleiues” (lausinguiy
ALJen, CIO World & Business, 6 fiugeu 2559) nandslayvinnuuiawaauynainsaiuly
wesli msasmuiunnaulaendvvessruumeluladansnaiu 1 lu 3 vesuasuiud
éfaqahaiﬁﬁ’umiﬁwmﬁﬂEJmwmaqgﬁﬁmmmﬁmmmﬂaa@ﬁﬂlszjL‘U@% Fambeanilng q 7
faudosnsiiformnadiulewed Wy weawedan duanusimiedlddiaudifiosnimg
Aruasadunaiaiuty “mmaﬁ’wLﬁue‘im%"ur;f{'%’mmié’mizwmmﬂaamﬁaﬁuﬁaﬂ
odRmuanAfiginit wszusnainauinsdumaiauds niiiauiuiinveues
finmsdsdesdeansriusyiuuimsuazquansunagnslnesandnie” nwdl 2 uandliifiud
AmFpsa i uITs s uauUasnslaweslungugnamngusng 9 wu i
918, n3EnTenatlny, -moutilss, nsweuia/Meaiien, usmmienisty, was lefi/a
aou Faluunanudananlinandiiiuin lugtuzvesuidnuualngfivihgaaimnssudiu
araaendeluiues fausuduegsdeiiasdosiauyaainslussiudidomngiuini
Frurunindiedinandulalifunisuinisve s wazloWwwinanans “IT Security
Fundamentals” ifloadnsypannsiulefifidaududieainuniy
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