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ABSTRACT

Title The Integrating of Nation’s Cyber Security

Field Science and Technology

Name  Group Captain Chanintorn Chalermsup Course NDC Class 60

The purpose of this research is to study the concepts of organizational
competence, integration, management and cyber security. This includes policy, strategies
and operations related to cyber security of the Ministry of Defense and the Ministry of
Digital economy and society. In order to be able to offer a model or approach to
integrating national cyber security The scope of the study includes documents,
regulations, policies, operational strategies of the agencies responsible for cyberspace
under the Ministry of Defense and the Ministry of Digital economy and society. This is a
qualitative research by analytical studying Strategic Policy, Formulation management and
cyber security and comparing to the foreign cyber security policies and operation. In-depth
interviews with qualified panel members in charge of policymaking, strategy and
implementation, cyber security.

The research found that the study of the theory of organizational
competencies, the integration of management and cyber security need to establish an
organization with management techniques used. Must have a structure and style that
conform to the environment of the society. Integration of management must have a clear
vision in order to the administration at all agencies focus on Strategy-oriented base by
sharing common resources to achieve the goal. For cyber threats The condition and
characteristics of the threat have changed. There are various types of attacks. Prevention
planning is a strategy of coping and using standardized systems (ISO / I[EC27001: 2013), or
standards that will be further developed to help manage. But the most important
operational factor is human. Policies and Strategic Studies as well as operating on cyber
security, the Department of Defense used the concept of cyber defense as the country
defense with emphasis on Active Defense, Force Synergy and Cooperation in cyber
security It has established a Cyber Security Operation Center (CSDC) for defense and
computer Security incident Response Team (CSIRT) to response the incident threat. For

the Digital Ministry has set up a national framework and policy, setting out the Critical



Information Infrastructure (Cll) of the country, setting out guidelines for responding to
emergency situations, Standard Operating Procedure (SOP), as well as the idea of
establishing a Cyber Security Agency (CSA) as a central agency to coordinate and respond
to cyber security issues.

Recommendations for integrating cyber security are: 1)Knowledge Management
& Risk for Policy makers and practitioners awareness, knowledge and experience, 2)
Network operation that is linked to the Common Agenda, 3)Operating according to the
standards of technology practice and 4)the establishment of a research and education

center to develop cyber security
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