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5.8 Jgynlsaszunuazlinfnee
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Uszimaniiunumddglugiinig (hsensisnanlnu,sinstesiudsenalneg, 2556:3)

nanfleaun1sU{URNIsUETIINVENIFaLITN

“The instruments of national power (diplomatic, informational, military,
and economic) provide leaders in the US with the means and ways of dealing with
crises around the world. Employing these means in the information environment
requires the ability to securely transmit, receive, store, and process information in
near real time. The nation’s state and non-state adversaries are equally aware of the
significance of this new technology, and will use information-related capabilities (IRCs)
to gain advantages in the information environment, just as they would use more
traditional military technologies to gain advantages in other operational
environments.”(Joint Publication 3-13,2014:ix)
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dhetndneiifanusdussuaglihifusy asevindeuddyvounaluladlnid uazasld
foyarnansiiirdesduiusiuinnuanunsa (RCs) leazlisulstlonigean mileuiy
walilafsafummsfiagliulsdlondluannemadeslunisufsing

“IO is not about ownership of individual capabilities but rather the use of
those capabilities as force multipliers to create a desired effect. There are many
military capabilities that contribute to 10 and should be taken into consideration
during the planning process. These include: strategic communication, joint interagency
coordination group, public affairs, civil-military operations, cyberspace operations (CO),
information assurance, space operations, military information support operations
(MISO), intelligence, military deception, operations security, special technical
operations, joint electromagnetic spectrum operations, and key leader
engagement....” (Joint Publication 3-13,2014:xi)

“0 hiisrtumuluiweusazaiuannse udldiaaruanunsomandy
i lunsafrssaiidens Sauannsanmssnaunniiaduayu 10 wazasiiian
f9150TUsENI19NTLUIUNITIUHY L1 H 520 ﬂﬂiﬁaaﬂiwwqwﬁmaﬁ ngay
Usza1uausiy Ussorduius nisanduaunalsau-nnis n1sujiinaslaiues (CO),
n13Useiudeyarias N1suUuanIsmIeeINIA NSEtUALUN1TY1ININIIS  (MISO),
113977 11583911915 N135nwIANtaendelun1sufuiinis nsauduvanusiuneila

vy N15UHURNINMmanIWTI wagnsietesiugindAny”

“Information Operations is a category of direct and indirect support
operations for the United States Military. By definition in Joint Publication 3-13, "IO are
described as the integrated employment of electronic warfare (EW), computer
network operations (CNO), psychological operations (PSYOP), military deception
(MILDEC), and operations security (OPSEC), in concert with specified supporting and
related capabilities, to influence, disrupt, corrupt or usurp adversarial human and
automated decision making while protecting our own." Information Operations (I0) are
actions taken to affect adversary information and information systems while
defending one's own information and information systems. or rumors deliberately
spread widely to influence opinions....”(Wikipedia, Information Operations (United
States),online,2015)

“myUfianisdnans Wunmssndunisatuayuiclaenss waslnedoudingy

nowinanigowsnt auderulu wdndeunsufuinissin 313, 10 Wunsufinu

W09 asasudiannsednd (EW), n1sandusueiotieonsufiames (CNO), n1sUfuR
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N15393Me1 (PSYOP), n13a1emmns (MILDEC), wagni1sinwianuvasasislunisufinnis
(OPSEQ), sawfuliannuannsaafuayy uagauannsaiifeades ilelviddnina suniu
Mlidevie nIougetetndn Wutinisdnduls luvasihsiduiunisundesdies
nMsUFTRNIIMET dndiunsite WilasednansiiAn wazszuudinams Tuungiiundes

foyaresmuiosuarszuuasauma vietmiefinilathetuaziavinadeaufni. .
nanflaun15U{uRn15UIa15989 nasvinlneg

1 AUNN8YRINSUHUANNSUENST
nMsUFTRnsTMansRensausnsufdRsineg evinliiidviswa viany an
UsgaAnsnm viedsmsnnadlavesiensetiy Gfinsevinlasuyud wazszuudalud®) uas
fufluns wietesiu lallihonsadunseyidednesludnuasifioatu (réndeunosinlne
dwunsufoRnistnanssuddiienan, 2551:1)
2. NSHUINFNNITUHUANTY1ES
M3UFURA1a  fdanldlunsufodnnsines Feenadendn
“Gparwannsn” Hu Iignudseendu 3 nque msuftiudn wielamnuanusovdn

(core capabilities) MsUfURatvaRY vTolinALaITaaTUaLY (supporting capabilities)

LY

warn1sUURMAEITRY eTAANENNSaAEITRY (related capabilities)
a va & a va (Y a wva 1 o
nsufiRmammsiilunsudananlumsuiianisinans Jsenaume

nMsUfUR @ Usens Ae n1sUfURNISARNINen  (Psychological Operations: PSYOP)

[

N1583919M15 - (Military  Deception: MILDEC) n1s$nwadiuvaeasdslunisufiuminig
(Operations Security: OPSEC) nsasasudiannsedind (Electronic Warfare: EW) uag
nsUfURnsAIevIeneNames (Computer Network Operations: CNO)

mMsUFRTHReauayuiensUfiAnistnasusenousne  nMsUseiu
913815 (Information Assurance: 1A) Ms¥awiAUUaenien1eing (Physical Security)
n1slauAn1eing (Physical Attack) n1ssefIuU1INTas (Counterintelligence: Cl) wag
AME18N155U (Combat Camera: COMCAM)

nsUfTRAe s miunsUfiRnsImans fmuatudeiansmis
o Useni1sAe MIUsEduius (Public Affairs: PA) MsUfuinisseninanalseuiunmig
(Civil-Military Operations:CMO) wagnailndatiuayufen1snaaisisuy (Defense Support
to Public Diplomacy: DSPD)

N15UfURN1530Inen (Psychological Operations: PSYOP) fian15ufjuf
paikuildndly Wethdmansteitaats uasdswdifiden lWgussaiihmneseni e
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nsaRsImBanNseting (Electronic Warfare: EW) unisufjifivnammis
AAgdosiumslduimanni (Electromagnetic: EM) uagndsnutsiudia ilemuaugiu
duwimaniulih vieiolavfdonsadny msasnsudidnnsetindutseenifu m nsUfoa
wanfe n1slaufiniedidnnselind nisdestunsdidnnselind waznisaduayunisasnsiy
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- AUINTIIERULAYIATIEVNITNTEYIRAAALLLAE

- audinalulagansaunanans

- neshsiadeds

- nowzilyulseiRonvgIng
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nesvsiunslyml senidiy 4 nesadunis el
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NBIUIAUNITHNTIAEDANS

nesdaRuMsaudnalulagansaunanan

- nesdadumsatiuayumanalulad @dnaumsiauiand, seula, 2558)
3. nsdansauduUAn1sYIEsiusnsUssme

AMRUNSIALEUNIYAL UA.ANNTIR NUNIISUNNSANYIIUY Inenaetoanu
5990100903 JUN 57 dnAnwinerdedesiunverandng Usemaurfanuiiiiunianganu
wedetesiunvetanins aatuinnislesiusemea vadlng wagnsaumteyaann

a & @ Y dy

sruudumesiin agulanadl
3.1 UsenAduwg  91nnNSaNNTwal UnAnw 2Ue. nUsenAduLAY
1an51UNTNSANAUNNTIUTEAUNTENTI AD NTENTINNALULATANTAUNA WALNISHBENST
(Ministry of Communications and Information Technology) LLazﬁ@uﬁLﬂﬁwﬁ Y

wanasug1ans (Information Sharing and Analysis Center :ISAC) Tnednthiisad

The Ministry of Communication and Information Technology is an Indian
government ministry. It contains three departments:

Department of Telecommunications

Department of Electronics and Information Technology

Department of Posts
The following cadre controlling authority of the Civil Services (including
Indian Telecommunication Service, Indian Postal Service, Indian Radio Regulatory

Service, Telegraph Traffic Service and Indian Posts and Telegraphs Accounts and
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Finance Service) are under the administration and supervision of the Ministry of
Communications and Information Technology. (Ministry of Communications and
Information Technology From Wikipedia, the free encyclopedia, paulail, 2558)
Information Sharing and Analysis Center (ISAC) is not-for-profit
organization incorporated under Section 25 of the Companies Act 1956, Government

of India that owns and manages the scheme of National Security Database program.
What is the role of ISAC

- Authority for decisions relating to the NSD empanelment program

- Authority for granting, maintaining, recertifying, expanding and reducing
the scope of the NSD empanelment program

- Authority for suspending or withdrawing the NSD empanelment

- Authority for managing and maintaining the access to National Security

Database

- Authority for creating the technical benchmarks and challenges (CTF)
for various NSD domains (Information Sharing and Analysis Center,

paulal, 2558)

3.2 UssmAldgauin 9nn1sdun1wal Undnwyl 21Ue.a1nUsemeiununs
lanswinfiniganusuiavevluseivevsaans luseaunsensis Ae nsznsiaunalulad
ATAUNARAZNISADENS (Ministry of Information and Communications of the Socialist
Republic of Vietnam :MIC)

The Ministry of Information and Communications (MIC) of the Socialist
Republic of Viet Nam is the policy making and regulatory body in the fields of press;
publishing; posts, telecommunications; radio frequency; information technology,
electronics; broadcasting; media; foreign information; domestic information; and
national information and communication infrastructure; management of related
public services on behalf of the Government. The functions, duties and
responsibilities of MIC are regulated in the Government’s Decree No. 132/2013/ND-CP
dated Oct 16, 2013.

- MIC submits drafts of laws, ordinances, revolutions to the National

Assembly and National Assembly Standing Committee; drafts of to the Government
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according to annual agendas, plans on building legal documents of the Government
and projects assigned by the Governent and the Prime Minister;

- MIC submits strategies, master plans, long-term or five-year or annual
development plans; national target programs; national target programs, action
programs and national important projects and works, programs and projects on public
utility services, public services under line sectors, fields of MIC’s management to the
Government and the Prime Minister; draft decisions, directives and others to the
Prime Minister;

- Issue circulars, decisions, directives and other documents on
management of line sectors and fields under MIC’s management.

- MIC also provides guidances to the enforcement of laws, ordinances,
regulations as well as the implementation of development strategies and plans
related to press, publishing, post, telecommunications and information technology.
(Ministry of Information and Communications of the Socialist Republic of Vietnam ,
paulal, 2558)

3.3 Uszwmadulaiiide ann1sdunival Unfinyl 1Ue.anUszine
dulatide lansrudninihsnuiuiaveulussaugnsamans lusedunsensig Ao nsensn
nsfndedeasuazimaluladansauma

Ministry of Communication and Information Technology of the Republic of
Indonesia or MCIT is Indonesian Government Agency is in charge on telecommunication,
broadcasting, information technology and public communication and Information affairs and
working toward a better future for all Indonesians and developing a world-class Indonesian
communications and information technology sector. (linkedin, aaulaﬂ, 2558)

3.4 UszwAnname  9Inn1sdunival Undnwn 1Ue.a1nUssmeuaLde
lansruindindisnusviaveulussivgnsaans TuseAunsensis As N3eNs19UIE15 N9
AndodeansuazTmusssy (The Ministry of Information, Communication and Culture)
nsengaafintdfiviag ludeatuaudiugans dndunuiersueuiuaesdunsensis
fan15n1eluUsene (The Ministry of Home Affairs)

The Ministry of Information, Communication and Culture (Malay:
Kementerian Penerangan, Komunikasi dan Kebudayaan) is a government ministry that

is responsible determining the policies and direction to achieve the goals of



53

Information, in line with Malaysia's commitment towards the United Nations. (The
Ministry of Information, Communication and Culture, paulall, 2558)

The Ministry of Home Affairs (Malay: Kementerian Dalam Negeri (KDN))
is a Malaysian government ministry in charge of domestic affairs such as immigration,
civil defence and public matters. (The Ministry of Home Affairs, paulall, 2558)

3.5 UszmAUrnaatu nnsaeuaugdienanisUfanu lensiui
Unitaaulaildfinsdndigusufoinns 10 lussdugnsmans usiflussdunosin uasd
NIENTNAITAUNA FURAYEUNUNITUURN15Y1I81S wazannsasunudayatdnAne
wéngastosfusvenaning Ysemaurfaauiidandnugaiu nededestusivenandns
anddvinistestiulsene voslne Tutudl 27 w.e58  limsuinUsemaifanudiuds
AnuddRUes NuFUNTURTRNIINENT WuRendu Wesnnlufeansuiavuilitnisiig
(Media) n15bi1avesdenaq finareadsitldnsetudamianss Unianmuiadadnsansenss
Ministry of Information , Broadcasting and National Heritage Lﬁa%’uﬁmam’mé’mmi
ﬁli’l’sa’l'i%u laenTeneldiueusieg e Cyber Wing  External Publicity Wing  Internal
Publicity Wing Audit Bureau of Circulation Press Registrar
(http://infopak.gov.pk/Pakistan _Media Laws.aspx)

The Ministry of Information,Broadcasting And National Heritage Urdu:

; abbreviated as MolB, is a Cabinet-level ministry of Government of
Pakistan, responsible to release government information, media galleries, public
domain and government unclassified non-scientific data to the public and
international communities. The MolB has jurisdiction for administrating the rules and
regulations and laws relating to information, broadcasting and the press media in
Pakistan.It is responsible for all the press and broadcasting arms in Pakistan. (The
Ministry of Information,Broadcasting And National Heritage , ®aulail, 2558)

3.6 anigewing dn1sdads quinmsufiRnisinansedlussdnsivany
ﬂa’msuaﬂavﬁg‘ﬂ The Information Operations Center Analysis Group (IOC/AG)

The Information Operations Center’s Analysis Group (IOC/AG) evaluates
foreign threats to US computer systems, particularly those that support critical
infrastructures. They provide analysis to the President, his senior advisers, high-level
officials on cyber issues in the Departments of Defense, State, and Treasury, and to

senior private-sector officials responsible for operating critical infrastructures:
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IOC/AG analysts consider potential threats from state and nonstate
actors and evaluate a wide array of information, including foreign
intentions, plans, and capabilities The Information Operations Center
Analysis Group (IOC/AG)
The Information Operations Center’s Analysis Group (IOC/AG) evaluates
foreign threats to US computer systems, particularly those that support
critical infrastructures. They provide analysis to the President, his senior
advisers, high-level officials on cyber issues in the Departments of
Defense, State, and Treasury, and to senior private-sector officials
responsible for operating critical infrastructures:
IOC/AG analysts consider potential threats from state and nonstate
actors and evaluate a wide array of information, including foreign
intentions, plans, and capabilities. (CIA, paUla1,2558)
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