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Abstract

The 5" Dimension of Warfare, Cyberterrorism

Cyberwarfare is the key factor in determining
strategies for the 5" Dimension of Warfare, which
includes threats in two dimensions, namely
treats in warfare and threats that are the result of
equipment used in warfare. As for the threats of
warfare, it has been transformed from conventional
warfare to the innovative use of technology as
a tool to conduct warfare, in other words, Cyber
Warfare. As for the strategic tools that have been
used to counter non-conventional threats or
non-conventional warfare, it is a necessity for
security organizations to adapt their strategies,
capabilities among personnel as well as tactics
due to the transformation of the battlefield
towards Hybrid Warfare. This new type of warfare
incorporates Conventional Warfare with Irregular
Warfare. The main difference between Conventional
Warfare and Cyberwarfare is that the aims of
operations in the 5th Dimension of Warfare do not
target the loss of lives as a result, but carry out
the operation through disruptive tactics, which
are so-called System-disruption Operations.
The advantage of the operation depends on
the development and utilization of programs,
as well as the various dimensions of the means

of attacking through hackers. These individuals/

osaisanwudsinmsioviuls:ind e
NATIONAL DEFENCE STUDIES INSTITUTE JOURNAL -

groups will carry out guerilla warfare that targets
military assets, Command and Control, Internet
of Battlefield Things: 10BT, Critical Infrastructure,
and vulnerable targets.

It can be summarized that the success of
Hybrid Warfare depends on the concentration of
force, integrating operational and tactical plans
(conventional warfare, terrorism, and technology)
and joint attacks at the enemy’s center of gravity,

which disrupts the operation of key infrastructures.

Keywords: Cyber Terrorism, Critical Information

Infrastructure, Hybrid Warfare
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Part I: d@9asulwiuas (Cyberwarfare): The Fifth
Dimension of Warfare
‘...Winner...combining two or more battlefield
factors together-for achieving victory...’
(Qiao Liang & Wang Xiangsui, 1999:
as cited in Fridman, 2018, p.12-13)
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Part IIl: MsABn15318neluiuas (Cyber Terrorism)
“The first rule of unrestricted warfare is that
there are no rules, with nothing forbidden.”

(Qiao Liang & Wang Xiangsui, 1999
as cited in Fridman, 2018)
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Abstract

This article aims to examine the Al ecosystem
for the advancement of the Royal Thai Armed
Forces’ affairs and to recommend appropriate Al
ecosystem development approaches to prepare
for dealing with future warfare.

The findings show that in advancing the
Royal Thai Armed Forces’ operations to deal with
future warfare, the Ministry of Defence, the Royal
Thai Armed Forces Headquarters, and the military
branches should strive for five aspects of such an
Al ecosystem as follows: (1) government policies
support; (2) personnel management to enhance
their expertise and knowledge; (3) Al research and
development; (4)government and private sectors
cooperation; and (5)information management
and cybersecurity structure or agency to maintain

the Royal Thai Armed Forces’ Al operations.

m S1SVFY  HYUNNa na: Aoasg aslsauussnu

The establishment of such an Al ecosystem
will support the Royal Thai Armed Forces’ Al
operations, CLOUD system, Command Control
Communication (C3) system, and Cybersecurity,
which are vital elements of a synchronized
“digital operation” that will enable the Royal Thai
Armed Forces to effectively operate across the
full military spectrum of conflict.

Finally, the epilogue presents the relationship
between Quantum Technology (QT) and future
warfare. Since QT is a key to an increase in Al
capabilities for learning and solving more complex
defence and security problems, which may have
an impact on national security issues such as
loss of confidentiality, loss of intelligence, and
quantum attacks, the Royal Thai Armed Forces
and related agencies should be well prepared

to deal with such QT challenges.

Keywords: Artificial Intelligence (Al), Future warfare,
Al ecosystem, Quantum Technology (QT)
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Abstract

The importance of innovation is explicitly
stated in Thailand’s 20-year National Strategy
(2018-2037) and the National Scheme of Education.
It is necessary for Thailand to pay attention to the
development of innovations to support economic
growth and enhance national competitiveness.
In the light of educational innovations, change
agents such as education authorities and school
principals attempt to launch innovations in
teaching and learning. However, many of them
are marginalized due to a lack of knowledge of
the applications of innovations. With this regard,
this report presents the literature pertaining to
educational innovations including the meaning
and causes of innovations, phrases of innovations,
factors affecting successful innovations and
the evaluation of innovations. It is hoped that
readers of education contexts will gain insight into
innovation development and be inspired to create
innovations theoretically and concretely in order
to respond to the Thailand National Strategy,
the National Scheme of Education and national

competitiveness policy.

Keywords: Innovation, Education, Change in

Education
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Abstract

This article aims to present the interaction
of health management in prisons between
transgender inmates and correctional officers as
well as to offer guidelines for health management
in prisons suitable for transgender inmates under
the concept of health prison, which is a new
paradigm in the treatment of prisoners which
meets international standards by using qualitative
research regulations according to the concept of
phenomenology. The data are collected from
informal in-depth interviews with participant
observations, from two groups of key informants:
seven transgender inmates and five operational
staff. The theoretical concepts used in the study
consist of gender diversity concept, concepts
related to prison society and power relations,
concept of human rights of inmates and concepts

related to health.

m Teda Fswuun

The findings show that the most important
element in the prison is the dimension of humanity.
Since the prison is directly related to humans
with two important groups of people “inmates”
and “correctional officers”, health management
in prisons will have the highest efficiency and
effectiveness depending on the interaction
between them. In addition, the understanding of
diversity and gender sensitivity of transgender
inmates, which is different from male and female
inmates, can affect the interaction of people

from both sides.

Keywords: Health prison, Health management,

Interaction, Transgender Inmate
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Abstract

The study of “Thailand Emergency
Medical Services System Management Model”
has objectives 1) to study the current condition
of Thailand Emergency Medical Services (EMS)
system, 2) to study the feasibility of Thailand

EMS system management model, and 3) to study

= Uy

the feasibility and appropriateness in terms of
the law and morality of the Thailand EMS system
management model. The research is qualitative
research using the methods of documentary study
and in-depth interviews with 20 key informants
who have been selected from experts, executives,
practitioners, and emergency medical stakeholders
in public and private sectors. The research tools
used are semi-structured interviews. The data is
analyzed by typological analysis and comparative
analysis. The analysis result is used to determine
a proposal for the Thailand EMS system
management model by 7°S Framework of McKinsey.

The results are as follows:

1. Thailand EMS system management
model should have a combination of the Franco-
German (FG) model, Anglo-American (AA) model,
and Fire based design model. The combination
should be chosen from the feasibility model
which is appropriate in the context of the region.
There is a specific Emergency Medicine Act B.E 2551
and the establishment of the National Institute
of Emergency Medicine (NIEM) which determine
the directions, policies, and structures of EMS
development in accordance with the intent of
the law. Local government organizations are
encouraged to participate in emergency medical
operations and provide a free service through
the 1669 hotline to serve emergency patients
with standardized access within 8 minutes,
with the emergency medical fund to support the
costs of emergency medical operations. However,
there is still a lack of supportive actions from
the federal funding to provide vehicles for local

emergency medical operations. The NIEM is
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responsible for providing an emergency
operating system, including the management and
development of communication and information
technology systems for the benefit of emergency
medical operations as well as establish standards
and criteria for out-of-hospital emergency care
from the acknowledgment of emergency cases
until the delivery of the emergency patients to
the hospital.

2. The proposal for Thailand EMS system
management model is found to be possible and
suitable in terms of law and morality in various
aspects. 1) Strategy: They should adopt the
concept called “triangle to move the mountain”
for analyzing the situation from external to internal
areas and the stakeholders, search gaps (gap
analysis) to define the vision and mission in
line with the direction of national reform policy
and plan for the national strategy; and set a strategic
map in short, medium, long terms with the ultimate
goals to reduce the mortality and disability rates
from emergency cases. 2) Structure: In the future,
EMS should be a unified system which is based on
the same service platform, adjust the role of NIEM
as a policy equipment, determine the regulation
and EMS board (KorPorChor) at the regional level
whose missions are to drive, govern and direct
EMS as the local management, change EMS
from hospital-based to community based and
integration with volunteer based as citizen-centric.
The creation of a specific model is suitable for
the area. There should be three levels of
structural relationship: central government body,
regional government body, and local government

body. 3) System: The design of an EMS system
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management model should be an independent
system as well as a unified system on the same
platform with the regulatory mechanism of
financial regulation, especially the local EMS
board and define a free EMS payment model by
the central government in conjunction with the
local government as the purchaser. The public
and private sectors should join the providing of
EMS service as fee-for-service fee and allow the
people to co-pay in case of the special service.
Moreover, they also have to focus on the
development of EMS standards and quality. 4) Style:
They should focus on EMS development and the
regional medical direction. 5) Staff: They should
focus on the development of high-level operators
who develop a community-based model with
appropriate career paths and compensation.
6) Skill: Operators must have competency
and creativity. 7) Shared Value: The excellent
organizations should have shared values in
three areas, namely 1) continuity of quality
development, 2) 3P safety concern, and 3) ethics

and code of conduct.

Keywords: Emergency Medicine, Emergency
Medical Service System, Management Model,

Management
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Digital Need Assessment of Pre-Cadets

o

Ay Anudeansanly, nslaRdda, dndeuy

LASUUNTS

Abstract
The objective of this study is to study the
real condition, desirable condition, and digital
needs of pre-cadets. The population is 800
second-year pre-cadets from the 62" batch,
in the academic year 2020, who passed the test
on digital literacy from the Thailand Professional
Qualification Institute (Public Organization) in the
academic year 2019. Since the population chosen
is a finite population, data from the entire
population is gathered. The research instrument
used is a questionnaire of 137 questions with
a five-point scale, consisting of three skills: basic
skills, basic job skills, and applied job skills.
The statistics used for data analysis are frequency,
percentage, mean, standard deviation and an
analysis of the Modified Priority Needs Index
(PNImod_‘ﬁed).
The results reveal that, with reference to
digital need assessment of the pre-cadets, the
desirable condition is more valuable than the
real condition in every skill and the most needed
aspect is the applied job skills. When considering
each aspect, it shows that the most needed
basic skill is a data backup skill. In terms of basic
job skills, the most needed skill refers to worksheet
protection. According to applied job skills, the
most needed skill belongs to the use of website

builder software.
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Keywords: Need Assessment, the Use of Digital

Technology, Pre-cadets
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Abstract

The purposes of the research are 1) to
study mathematical achievement in Calculus,
2) to study analytical thinking skills, 3) to study
problem solving skills, and 4) to study satisfaction
of the second-year pre-cadets towards learning
management according to the 7-stage learning
cycle (7€) and the SSCS model. The research
methodology is quasi-experimental research with
the use of one group pretest-posttest design
method. The research was carried out in the
second semester of the academic year 2020 at
the Armed Forces Academies Preparatory School,
National Defence Studies Institute, Royal Thai
Armed Forces Headquarters. The participants are

66 second-year pre-cadets sampled by using

o1saisanmuudsimsidovnuds:ina 91
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cluster sampling. The research instruments are
1) mathematical achievement test of Calculus,
which consist of 40 items divided into 30 multiple-
choice questions for the analytical thinking skills
test and 10 subjective questions for problem solving
skills test, 2) Calculus learning management
plan according to the 7-stage learning cycle (7E)
and the SSCS model, which consists of 17 plans.,
and 3) a satisfaction questionnaire towards
learning management based on the 7-stage
learning cycle (7E) and the SSCS model, which
is a five-level scale questionnaire of 18 items.
The data were analyzed to find the mean,
standard deviation, percentage, and T-test for
comparing mathematical achievement before
and after learning (Paired-Samples T-test) and
comparing the achievement with the specified
criteria (One-Sample T-test).

The research findings show that the
mathematical achievement on Calculus of the
second-year pre-cadets after engaging in learning
management according to the 7-stage learning
cycle (7E) and the SSCS model is higher than
before with statistical significance at the 0.05 level
and the mathematical achievement pass the
specified criteria, which is not lower than 75 percent
with statistical significance at the 0.05 level.
The analytical thinking skills and the problem-
solving skills of the second-year pre-cadets who
have engaged in learning management according
to the 7-stage learning cycle (7E) and the SSCS

model pass the specified criteria, which is not

U 12 adul 2 woumAy - FoMA 2564
Volume 12 Issue 2 May - August 2021




misfinyiwadunnsnomsiSsuamiamaas nny:msAadIAS 1HIIa:NNE:MSINUYHIYoVUNISIUINSIUNHIS sudii 2
Tosmsvamsisgusmusunuudninsmsisgus 7 du (7E) na:sunuu SSCS

Study of Mathematical Achievement Analytical Thinking Skills and Problem Solving Skills of the Second-Year

Pre-Cadets by Learning Management According to the 7-Stage Learning Cycle (7E) and The SSCS Model

lower than 75 percent with statistical significance
at the .05 level. The satisfaction of the second-year
pre-cadets towards learning management
according to the 7-level learning cycle (7E) and

the SSCS model is at a high level.

Keywords: 7-stage Learning Cycle (7E), The SSCS

Model, Mathematical Achievement
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The Prediction of Academic Performances in the Subject of Probability and Statistics Subject, Royal Thai Naval
Academy, Using a Designed Computer Program Based on the Principle of Multiple Linear Regression Analysis Model
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Abstract

The objectives of this research are as
follows: 1) to develop a computer program
applying multiple linear regression models to
predict academic performance as a tool for
lecturers to raise their students’ learning
efficiency. The prediction is calculated based on
multiple linear regression models and classified
by using distributed confidence level technique
into three groups, which are high-performing,
intermediate-performing, and low-performing
groups; 2) to evaluate the accuracy of the
prediction. The population for this research is 317
naval cadets (class of Probability and Statistics,
RTNA, Samut Prakarn). Percentage, ratio, and
multiple linear regression analysis are used
along with naval cadet opinion questionnaire

and a designed computer program. The tools

m AfiISS AVQAUNSWE lla: WYALY NJYWYFASS

used in the research are Visual Studio Code for
coding, PHP for backend algorithm, HTML for
user interfaces, along with Apache Web Server
for serving the application to browsers.

The results show that 1) the software
can predict academic achievement and 2) the
error of the prediction is less than 5% in each
academic performance group when the same

academic year data are used.

Keywords: Multiple linear regression, Computer
program, Learning outcome prediction, Visual

Studio Code, PHP language
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