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Abstracts

This article aims to study enterprise cyber
security risk management guidance as well as to
present appropriate risk management methods
that meet worldwide standard so as to deal with
cyber threats of information system in the future.
This study explains risk management procedures,
including preparation, risk assessment, risk assess-
ment report, and follow-up on risk assessment
results. The study also includes measures in order
to respond to the risks. The author synthesized
the National Institute of Standards and Technology
Framework (NIST Framework), laws, regulations,
and academic documents in implementing the
risk management practices and processes that are

systematic and practical for organizations.
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The results of the study show that an
appropriate risk management is essential to
successful management of cyber security in an
organization because information technology
is contributed to drive enterprise mission.
Risk management guidance also determines
whether the measures implemented in the
organization appropriately align with the context
of organization and are able to effectively reduce
risks. Furthermore, it also helps to improve
information systems in order to support business
processes and the core functions of organizations

more efficiently.

Keywords: Cyber Security, Enterprise Risk

Management, Risk Assessment
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Tianunsaufaslean felwues (Cyber Security Threats)
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WuFaslnadaneeld mszlanfdaddsuilasdng

U

v '
LYY o o A

gALATYENIAITE My UssihiudiAgSeanuiuag
Uaeadeluiues nsAuAsesloyadiuyana wavn1s

USITINNIIAILEESIUTEAUBIANS (Enterprise Risk

'
o o o [

Management) 3adudnuszinudfgiiseduduims

o
v

Fosriledatlaues llddurnudssiitiotuussu
JEUUAITAUNA Y30QUNTalABUILABTU098ANT
wilitssegadeavinty uadidianudesiiiniy
TuguuuuesnszuIums (Process) Feusznauluseg
AudEsRIuNs&Y (Financial Risk) auidesann

ATV aHINTUINUYBIB9ANT (Services Risk)

' v
S a =

AMULALLANTUIINYAAINT (Employees Risk)

v '
= =

audesiiAnduainnsiliufiaaudenguune
(Law Risk) wazaudesfidmasnonindnvaiuay
Fordssramniieeu (Reputational Risk) §aanudes
Tudnwaizdl avdwmansenueghannsossdns (essane

@

UsefiUawuum warss9ing daenading, 2560, 1.15)

v
LYY 17 N v

Aatiy fuinisszaugs wiedinesdnsinlusiesly

Y

o

anyaula wazaudduiunistesiuiauntes

7

= =

YOLAYIYDI09ANT LAgLaNIENIsIARLHYBLAEY
lu Social Media naenaun1slvavesdayaiiity
AUAUVBIDIANT HIUTDIVNIAN 4 19U Shadow Data/
Shadow IT %4il Ugywene 9 e199ziinanUEnnes
AYUBNBIANT M38019LARINYAAINTILOIANTLEN
(Insider Threats) (e nuAruAsEniinghsiam
ulUlivisdu (Coat, 2559) saulufisduimsszaug
[l [ ¥ ' Y § < v a
dlvgdinadladn Avlevesidutymaunaia

1 1 a ] 5 Y a Y @ 5 lﬁ' d‘
wikiesegafg iy uwinswdidelauesiluGem
Ausmsseivguisednlanuiedes Sulusosdinmmg
anudilafiwanszny wazilunnudemeiionain
TuivaeAns ieazdilugnisuimisdnnisegnedtu
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feudwifiieadesiunmsudmsanudesssiuasdng
(Enterprise Risk Management Definition)

1. anades Risk) Arwliutueufiflonia
Andu Lﬁmmﬂl,iwﬁ%a;ﬂahjl,ﬁsawaﬁiamsﬁuﬁuwaé’wé
puusunALiuey vieingUsvasddineld suds
ety viFedsfleguenmileainnisnuau (Project
Management Institute [PMI], 2017)

2. miu%msmqmﬁlm (Risk Management)
Junszurunsilifieudmsdnnisuanseny wie
arudemediiloniafinturioosdng videyaains
aeluesdng dmiuyumesiunnusiuasasnis
lowued vunefle svvuasaumaiifidusaiuayy
N13NANENVDINLIBIU (International Organization
for Standardization [ISO], 2009)

3. msUszfiuanuides (Risk Assessment)
nspuINnsivlimsuihdunsndvesesdng Ssesu
avudsanndesdisda dunsnslafiniudesnn
fian wagdaunszurumsiviilimauin dunindla
Tussdnsveasimudfmniian

4. amusiuasUaeadeluiuas (Cyber Security)
nsanmudsdlifulassadieiuguionmanisniw
wazyaloiues gatiulufimsuimsianis nsyngn
nslaudl Taedesssud uasfefiuyudlddety
wasle waglildddla wu nsenisie wienslaud

maleuas (Bodeau and Graubart, 2017)

NIST Framework fUUNUIMAISU3AISAILIIUAS
Uasanglwiues

National Institute of Standards and
Technology: NIST l#ean NIST Cyber Security
Framework Version 1.0 Tt w.¢.2557 waglaiinis

Usuugadu Version 1.1 Tud w.m.2561 (NIST, 2018)
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o

ansaunafiddeyléth 5 nssuiuniswdnues NIST
Framework Core Structure 1hanlguselevilunis
Ufudgsamiaendforudssiiug dmsudives
fusznaums viedasdlanaseiiugud e lussdng
luussendldmuusunvemihsnu agldladedu
punguIeiagala wadasnisduasuliosdns
Usunszuaumsuimsiansenssiunsasefeleiues
TidhganusdiGonin Cyber Resilience (irswgnard
UeRAITIN, 2558,11.13-17) Fandemdmsiluenans

President Policy Practice: Critical Infrastructure

Security and Resilience (The WhiteHouse Office, 2013)
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MU ANAINNTALUNITIASENAT Larn1sUSUs
Aonsasuulas saudsdnrmuanansalunsuniy
sonsyngn TauR Tavadesssuei uazdefiuyed
1ﬁﬁ@%uﬁ’ﬁ1u3ULLUU§’ﬂﬁ] (Intention) n3elaildwala
(Lack of Awareness) lag 5 N¥UIUNTITUANYBY
NIST Framework Core Structure quwmmﬁ
sziiulufinszuaunts Identify wienssuiunis
wisunsusmsauiuaslasaselauesidundn
Fanszurunsiinanazidunisinevhanudila
U3UN MNE1NT warRanssuuddueseddns e
UImsdnmsanudsssnueusiunsUasnselsues

! & o ai
2810 UUITUU ANINN 1

NIST Framework Core Structure

D
| |

OPPORTUNITY FOR FUTURE IMPROVEMENT

IDENTIFY

» Asset management

PROTECT

» Access control

» Business environment  » Awareness and trainig

» Governance » Data securoty

» Risk assessment » Information protection

» Risk management and procedures

strategy » Maintenance

» Protective technology

AN 1 2sIuYed NIST Framework Core Structure

DETECT

» Anomalies and

events

» Security continuous ), Analysis

RESPOND

» Response planning

RECOVER

» Recover planning

» Communications » Improvements

» Communications

monitoring

» Mitigation

» Detection process

» Improvements

fin: NIST Cyber Security Framework Version 1.1, 2018
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N32ULUINIINITUIMITAEB G 1UAATIA
Uaeaduluuasluseans
msUszdfiunnudsasulaes (Cyber Risk
Assessrnent) huduniioanseuiunsuimsaudes
(Cyber Risk Management) TetinszuIumsRIna
fodndudruddglunisuimsanusiiunsaonsde
guafvesesing (W3nyan vesteun, 2560) Ledan
Jhenuinsihweluladasaume wagn1sdoans
Wrnldaumuaisiafinainnatsuazuaneieiu
Faunamshafianuddyesnann auldanansasesly
syvuasaumanatiuayunisafanaalinislails
wiasduiissszeznandu 9 lusasiiviinisie
mnszuvansaumaldnullididusseznamis 8

lalasunansenuanndn Tnguszasandnveens

Usudfiuenudssinulowes fie nsfinnsaninazii
wnsmsevausulsesulflussduiimangan
uazdenAdeITuNINavetesrnsludAey (Gallagher,
2013)

wdnmsdadyiithuldlunsusaduanudes
sulgiuesidunisiuinsgiu NIST uUssynald
\lesnnifuanasswiildfunisseniulussdvaina
Usgneutumsituneulumsussiiuanudesidaay
wazlidudou Snviaflenuaenndestuanasgiuaina
frun1ssnwirnutualasnfearsaumnasy o
YNFBENR ISO 27001:2013 Information Security
Management System COBIT5 COSO Wudu
(Moeller, 2010) Ingn1sUszifiunnudssiigne iy

719%UA 4 TURDY FININ 2 A9t

step 1: Prepare for Assessment
Derived from Organizational Risk Frame

step 2: Conduct Assessment
Expanded Task View

ldentify Threat Sources and Events

L

ldentify Vulnerabilities and
Predisposing Conditions

L

Determine Likelihood of Occurrence

L

Determine Magnitude of Impact

i

Determine Risk

Step 4: Maintain Assessment

1]
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AW 2 nsruaumsUssiiunnudesmunseusiaan NIST 800-30R1 Guide for Conducting Risk Assessment

fiun: Gallgher, 2012
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Pnamit 2 Wunsesuiedannsandunou
msUszdiuauidessny NIST 800-30R1 Guide for
Conducting Risk Assessment (Gallagher, 2012)
Fafun1susuuse (Revision) 910 NIST 800-30
(Stoneburner, Goguen and Feringa, 2002) lag
Usznauludesunauvan 4 Juneu lud nszuaums
Asunisusziduanudes n1suszdiuainuides
AsTeuRanIsUszdiuaudes wazn1sinany
nan1sUsTifiumudinnniesey ddluunaiud
QL%uummmaza%ms%umaul,wiaz%u’umumn

NIST e lve@ne

Y

Y a v a

MMSANYIAUATNIIINTOULLIA

anunsathludunumslumsuszendldsiuiuuiun

YBIBIANTAULDILA
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1. nszuaun1sAauntsussfiuaudes
(Prepare for Assessment)
Funeuihiiunsinssiuiunvesesdns
swsmdeyaiisIiunudnuuzYeIsTUY (System
Characterization) tlavhaudilatissuvansaume
Aunstandnuesesrnstiuiidiuiedomseduindou
ssAnsveaseeils Inesetnetoyadldlumsuszidiu
ANLLAYS Q’L%auuwﬂ’;ﬂﬁlﬁ&lﬂéf’;a&hﬂﬂumﬂqﬁ 1
seAUsEneuldlunsussdiuanandes meillunsiiu
swsudeyaitieidosiussuuasaumaveseadng
ansasdunsiivieyasgralussuulivategiuuy
WY ASTUUUEUAINLARYEILIIY A1TEUNYA]

vaa =

HNTAIWNYITRY NSNUNIULBNENS H3BNS AT B0

U

WangIvdaunItelnl Wudu

asAadsznauildlunisusyiiuainudes (Risk Factors)

1. Taseadreszuvansaume
(System Architect)

2. Yoyassauwmna

(Information)

4. wihiujlin
(Operation Officer)

3. MsMAuguananis

(Governance)

1.1 8150u33 2.1 Toyausazileidunu

1.2 geviuds 2.2 JUuuunmsdniivteya
1.3 andnsnssuanusiung | 2.3 nuddyvesdeya
Unenfuszuuansaumel | 2.4 sefutumnudu
1.4 fupdeteneufiumes | 25 avslumsdnfiessuy

ANTAUNAVDIDIANG

3.1 sguu IT Mldduindiou | 4.1 Winthiiguassuy

3.2 N15NVDIDIANST aNTAUNA
33 Wlgvieanuiuns | 4.2 Glinuszuvasauwme
Uaoanluiues 4.3 83du3 warlinAdy
3.4 aansn Tunsleseuy

35

weuensuf iR
UINTNTAIUAY ANTAUNAVDIDIANT
gumaila
3.6 WIWINIIAIUANGTY
ANTUTWITINNTT
3.7 1ININTATUAY

FIUALAN

LazANNWINADY
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2. asuszfiuaruides (Conduct Risk
Assessment)
2.1 MIATERABANAIY
Fupouiidunssuumsussdiuauides

TAYBUAULINYBINITIUAUUTERUAINULES LAY

'
@ =

szfesfinnsandsfiGoninioanawiinseyindessuy
ansaumaveasnoududusuusn Jafeanaiuniy
NIST 800-30 LazaIn9uIdeves Uy aduial
(2561) wargau Uszamnzds (2561) lalvivauiun
fleuwesidn deanaiuvndleiues Yseneulse
foANAINIINGITUYIF FBANAINAINANINWIATOU
wazdoanauiiintuainuywd awnsouddlddn
2 U5z Iun mslaudfiintuegnedla uaznsasd

S a X 1%
VlLﬂC']“UULLUUhJGNI‘O

A19199 2 Useunnuesdeanatunisleiues

2.2 MINATIIYRINI

%y'umauﬁvﬁumiﬂﬁﬁa@iaam%umau
21 mﬁmmzﬁﬁs@ﬂmm (Threat Determination)
ffnguszasdiiiodnihsenisdesinifiintuain
FEUUATAUNAYDIVIUILIUY. RNTUWAGURULNAS
fanestonnana Fsiumeutiasnsarildvanssiuuy
Juagiuarmdon uardaaruanunsnvesesdng lay
unAnuifiFeuldvhnmsfinuéuat wasussandld
NIBULWIANYBY NIST 500-269 Software Assurance
Tool (Black, Fong, Okun, and Gaucher, 2008)
wazntIE91U OWASP (The Open Web Application
Security Project) dhnszuiunsUssidiuaruides ol
lavihnisaguuseinnvesduanaiunslsiues niay

gNFIREINUINTINN 2 Ussnvvesieaneunidlaiues

Uszinnvasfeananumnelaiues
533UYR ANNWKINADY foanaruituainuyed

nslaufuuuasle nslanfuuulinela

- shwhu - szuulihdades - gwnssuAeNinees | - Wwihiinnglumiseey

- wruAuln - gaungillaivsngay - grenmshenidluues AveeaudlumsufiRa

- WgAzues - pwiduaniedes - msnsnssumslues | - Wwihfinglumienu

- MININAIBUDIDIANT YSuona PnAunsTuing

Noudi ~ uiireadslasadng
fugnu
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A91991 3 LUINNTIATIERYelnIvessTULaNSAUmNANElURIANS

LUIN9NTSIASIENY RN VBITEUUANSAUNAVDIDIANT

mylnseivasinianuangruiiduenansuiosey

AMINAFIUANULUAIUADANYTZUUATAUNAYDIDIANT

- lenansenumsUszifiueudedurisiiinen

- senumMInnIssdunnsswsumLiuaaendy
lowwesf Tusiikiuan

- lenansasesnsiumusiunsasnasieluues
W inmsg i ulsune Tetidu nseuuwAniiieades
AuguausiuasUaendelsiues

- mskiedasdloaunumdedniuuusmlua (Vulnerability
Scanning Tools)
WU Acunetix, Burpsuite, Nessus, Nexpose, Nikto

- msliszdeuiinsmeaeuanuiuasasnsesyuy
(Security Testing Methodology)
11U Black Box Testing, White Box Testing %39
NTOUMIARBY 9 MUUUNTRIMIIBIY

- NIVARDUINZTEUUATAUNATD989ANT (Penetration

Testing)

2.3 myesvianuduiusvesisanay
sUuuumsland uazdaslvd
vinillddoyavesdognau uay
Foslninliudr fuszifiuanuidssazaiunsa
Ansesildd susuunsTadRAeduaintoanau
sananIlRufinutenilavesssuvasauAlUDANg

LAYAINANTENU MI9ANUESMILUINYULNILA

fuszuuasaumangnland seazdeadenind 3
ANuduiusvesiuAnA JULUUNISRLA Lardadlnd
aunsoasUanuduiusliideanauaradieguiuy
nsTaud waglaufinutedlnd il drlunsdififu
Foalniieuss viseumsnisauaulagiu (Security
Controls) lsitieene maﬂswuﬁtﬁmﬁumﬂﬁaqﬂmm

3 IS & 1%
ﬂﬁ]81]ﬂ']’]ﬁJ?]ULLﬁﬂlJ’]ﬂ‘sUumlJvLﬂﬂﬁlﬁl

Threat Threat
initiates exploits
Source Event P
with with with with
Characteristics Likelihood Sequence Likelihood
(e.g., Capability, Intent,  of Initiation  of actions, activities, of Success

and Targeting for or scenarios

Adversarial Threats)

Inputs from Risk Framing Step
(Risk Management Strategy or Approach)
Influencing and Potentially Modifying Key
Risk Factors

Adverse

Vulnerability causing

lmpact

with Risk
as a combination of
Impact and Likelihood

with
Degree

with
Severity
In the context of

Predisposing producing

Conditions

with
Pervasiveness

Security Controls
Planned/Implemented

with
Effectiveness

ORGANIZATIONAL RISK
To organizational operations (mission,
functions, image, reputation), organizational
assets, individuals, other organizations, and
the Nation.

ﬁl U U s v a 1 1
AN 3 ANUANNUSUBDINYANATY E‘ULLU‘Uﬂ’ﬁI’ﬂMG} Lazyadlng

fia: Gallagher, 2012
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2.4 mansanleanafiaturesiognay
(Likelihood Determination)
TemafiaziAnlumadlaiesaziansan
nAranuziduiifennaiunszidevedls
auan mnden tngfiansunainunasfinnas
Famuanansovesfoaney YoslwifiAntuniely
89AN3 wazunsnIsAuAnlulagiu
2.5 AATIRRaNTENU (Impact Analysis)
nsTUIUMTIeTEiRansynU Saviniy
LﬁaﬁmumsﬁummﬁwﬁmmmamwuﬁLﬁw‘ﬁuﬁu
dunindidudnuazdoya vioamsaumavasaading

(Information Assets) lagagNaNTUIINNANNT

UsTUNaLUURRUSII Y3ITIAMAIN ANUUTUN
ypsdunindidimansznuienisAandnvesnae
W gunTalARNNIMES STUUATAUINA N1SLAUINNT
Suwmediin wiedunsngdu q ﬁagjm&ié’fmaummaa
walulaBansaumaiisadeaiunsatuayuaisia
winvesisny mundniugueusiunsaonsdt
lotwesios mnudu (Confidentiality) A1wgndias
(Integrity) wazaumdonldam (Availability) Wil
n1sfmuafisnulonainlunielgiuesiBanmnin
wiseanidu 3 seiu Uszneude A Uunans uazgs

MMM 4 hATANSIN 5 Aall

M99 4 fegrnisinueiienuleniainlundlsuesidanunin

szauvaslanIdiin Henuvadlaniaiin
6N ”ﬂ@ﬂmuﬂamalﬁmsﬁuqﬂ wazansn1sAIvandagiu lanunsadesduseanany
Antusueddwisina s
Uunang ﬁaqﬂmuﬁiamalﬁwﬁyu usiamsn1smIvANlagtu aflmmi’]aqﬁuﬁa@ﬂmmﬁﬁwﬁu
fugadlvinananlauisdin
M Foanauilenafiatust fannuansalunislafiiugedlnism uazanasns
mueuilagtu annsadestusvanauiidndutudedinidendnld

‘17i&|’1: Stoneburner, Goguen, and Feringa, 2002

M990 5 Megrnsinuelionunansenulundlsiuesidanunin

STAUVDINANTINUY feuusINansznu
g4 GdaqimﬁLﬁm%ueiﬁmaIﬁLﬁmmaqzm?muﬂazmmﬁ%mumﬂ@iaﬁum%“wé
WansnenssruvasaumA audwmalinisisvemheliausaujifnelule
Urunans toslmifiintudsnalifnnsgaudssulssinnsiuiusndeduning wiovineins
STUUENTAUYNA AUANANTZNURDAITAANANT0MUIY LagiinliAnauad
fin ﬂiaqimﬁLﬁmsﬁuﬁwdﬁﬁmmiqﬁyL?iEJaUUizmmmndauﬁiaﬁw%’wéﬁaﬁwmmt
STUUETAUYA LUaINanIzNURDN1INAT83u83une wagvilAAnANaT

‘17i&|’1: Stoneburner, Goguen, and Feringa, 2002
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3. pssansEAiuaMuLdes (Risk Deter-

mination)

nsfiansanseiuvesaudssiitintuiu
asfunaaendeluuesnmelussing fusediuddey
Fdesfionsansiugie sl

3.1 leniainsdeanaiu (Likelihood)
fidawansznusavedlwivesesfns

3.2 mmgul,mﬁ"Lﬁmﬁﬁufuaqﬁa@ﬂmu
(Impact) TiAnTustetodwivesesdns

3.3 WHU M‘%@Mﬂmiﬂﬁmuqmmmﬁum
Uaoademalsiuesinigan vizevdnanudssiiintu

Tieglunaeingensule
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Y]
o a

Y9l A1SHANSAUNSERUANULEEY (Risk Level)

AUsziliuagaeslvidazuuuiiguiumesuly n3e
forwseFuaudssildinsfmuaty dega
Fans1eil 6 uazanmsinsgdumNUAss fansedl 7
Tngnislimazuuuazyszuanlenaindennaiy
(Likelihood) LLazmmquLLsaﬁLﬁmﬂﬁu (Impact)
Tusedugs Urunans uazi sunusivesnsoulLAs
NIST Aldmunliasd

1. anuurvziduvedlenaindeanaiy
Tusedugedl 1.0 Azuuy seduULnasdl 0.5 Avuuy
uazsEAUAT 0.1 Az

2. sgRuAusULsIwesduanamluseAuas
A 1.0 Aziuy sefulIunansil 0.5 Azuuy wag

SELAUAN 0.1 AZLUY

= Y 1 o a ) = o A .. .
AN 6 FIDYNAIDIUNYITAUAITULAYILLALLLUININNITIULD (DeSCflptIOﬂ of Risk Level)

STAUAIULEE

AN93UNYTEAUANALILATUUINIUG TR

YuzU

GR Tunsdinsaanuihnnudssegluseaugs foudin1339uInIN1sAIUANEEINTLNIN
WanANUdgauseuvasaunanasanisandunablule wazdasinisusauly
Corrective Action Plan muAinaduanansafianunsaaniunsliasan s 9aem

Yrunansg

lupsalfasranuhanudssegluseauuiunans fesiin1sdnyia Corrective Action
Plan tiatu1nsn1sang o Wannldsuileaaiunisalfiinduegamunzau

gausuls vsaly

M Tunsalngaanudn Anudeseglusedum Tinasandidesinsdeduldunnsns
M1y Corrective Action Plan vi3elal uazaudsianaiegluinaeiiaiunsa

fiun: Gallgher, 2012
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A15197 7 URTIRSEAUAINLLET (Risk Matrix)

Tonatin Nansznu (Impacts)
(Likelihood) # (10) nas (50) g4 (100)
¢ Yrunans
g4 (1.0)
10x 1.0 =10 50 x 1.0 = 50
@ Yrunang Yrunang
UYrunans (0.5)
10x0.5=5 50 x 0.5 =25 100 x 0.5 = 50
, fn an fn
M1 (0.1)
10x0.1=1 50x0.1=5 100 x 0.1 = 10

fian: Stoneburner, Goguen, and Feringa, 2002

4. nMsiMUAINATNNIAUAN (Define Security
Controls with Effectiveness)
Funoudazsaduluinisimunmngns
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483 Antonucci (2017) uagnuiTeves Uuyun guiasey
(2554) laEn1505U18LUINITLUNITIUANIATNIS
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e
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dieidumsadsanuthlalunsdenitunsmsmun
AdeuunAMuddliihnisfnwnduaiwwimanisdanis
Anuuasasnseleuesfivanranainauideves
AN YYASTIRE Uaglnn sitfiea (2560,1.61-91)
wislinsendegrsssnaudeduisiiaudaeu
waziiunimaesnisidenlduinsnisavauluusias
UssLnnsnndadu
4.1 msvadauaMdes (Risk Assumption)
n1svageuAudsadunisseudu
AudsfiiAntufussuvansaume wievinas
farsanianudssdingtn avdwmansznuinies
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m ou1da INDdv1Q Na: WYd  aannug

nansyMUBuantos azdenvhnssensunudes
wilunsdifidimanssnunen1sAananveteeins
'«aw‘hmiﬁmu@mmmimmuﬁmmzamm’alﬂ
4.2 msvianideernnudes (Risk Avoidance)
nMsvandssrnuAsaiunsantuney

ANTALIUINY RIBNTTUIUNISLANDVTAAINULA LS

v
= ' '
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Latudagiu deldlfaudesienaniinduiu
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UndodwifAntutuszuudaile
43 n159uKUanA1uLdee (Risk
Mitigation Plan)
MNauRanAIdss HuNTR9TaN
mﬂﬁﬂﬁummﬁnﬁmmmmmL?{'&NﬁLﬁmsﬁu WAEYINNIg
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29AN3 (Research and Acknowledgement)
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Eovne nansenu Tennatin vsevdatedwiniingu
4.5 msmelounnudes (Risk Transference)
nsgreleunnudsadunisiwun
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Information)
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6. NISARANLAZLENTEIINN8NEaIRINUSEIY
AuLdee (Maintain Risk Assessment)
A15AAANLLATLENTE IIN18uaIINUTE LU

= Ao s A a a  da D
RPRNSIIN NamﬂﬂigaﬂﬂLW@C‘]@]W‘]@Jﬂ'ﬂWﬂJLaENV]lILLu'ﬂ‘UﬂJ

q
v

NLANTUGY UagdINANTENUABNTZUIUNTT Y30
Asnavanueeeenns (Core Business Function) 14t
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AIUAN (Security Controls) 1111MINNTAIVANAINGT
JaurigaaNansenu Llanann LayseAuAIILLEE
vosaeAnIviselyl Tnenszuiunsiiussifiuaisinig
% o I3 L= & o aV v .:4'
Favinduduiin vises1eaudszandly Wieawnseany
Y 1 Y &, v U a a
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AU LaznIsmnuauInInIsatuaululesey

YealUle (Gallagher, 2010)
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Abstract

Today's technological changes have created
an impact on various global dimensions. Most
of the current technologies now have a smart
and automated processing system to operate
on large-scale data, consequently enhancing
its capabilities to analyse or forecast probable
future situations. The Royal Thai Armed Forces
has been developing its potential to respond
to the digital government and has set the Royal
Thai Armed Forces Headquarters’ vision to become
“Digital Headquarters by 2022 and the SMART
Headquarters by 2037” respectively. To achieve that
vision, Chief of Defence Forces has implemented
policies to ensure that the Royal Thai Armed Forces
can become Digital Armed Forces. The objectives
of this study are: 1) to study concepts and policies
related to the process of becoming Digital Armed
Forces; 2) to analyse the environment of the
Royal Thai Armed Forces and 3) to recommend
approaches to propel the Royal Thai Armed Forces
to become Digital Armed Forces.

Approaches to propel the Royal Thai Armed
Forces to become Digital Armed Forces, based on
4M management framework, are Management;
consisting of 1) establishing a primary agency
to implement Digitalisation of the Armed Forces
Strategy, 2) preparing a Digital Armed Forces

Development Plan in different phases, 3) preparing



and developing regulations and operation
manuals for systems which are going to be
developed or improved, 4) setting up rules and
regulations consistent with diverse contexts,
5) formulating an incident plan for any probable
situations, 6) providing data security, 7) advancing
cybersecurity systems, 8) providing data synchro-
nisation systems both within the Royal Thai Armed
Forces Headquarters and Armed Forces, and 9)
creating a digital partnership leagsue among the
Armed Forces, government agencies and private
agencies nationally and internationally; Man;
consisting of 1) adjusting the mindset of all the
Armed Forces personnel, from the executive level
to operation officers, to become Digital Armed
Forces, 2) placing priority on Human Resource
Development to enhance digital potential, as well
as 3) Human Resource Management, Materials;
consisting of 1) developing high efficiency
infrastructure, 2) continuing commitment on digital
service platform and application development,
3) applying Digital to Armed Forces pilot projects,
and 4) enhancing the potential of the Royal Thai
Armed Forces on information and cyber
technologies, and Money; which consists of
1) budgets allocation in accordance with the
Roadmap to become Digital Armed Forces,
and 2) sufficient budgets for setting up a system

for basic digital infrastructures.

Keywords: Approaches to propel, Digital Armed

Forces, Digital
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Training of Military Working Dogs by the Royal Thai Army

Abstract

The objective of this article is to study
the training of military working dogs by the Royal
Thai Army. The principle of dog training, in general,
is for the dog to receive a reward for following
a command. Another important aspect is the
relationship between the owner/dog holder
and the dog. The training of military working dogs
and dogs in general is similar, but the desired
goals are different. Dogs, in general, may simply
need to obey orders, with the same applying to
military working dogs. However, military working
dog training has more demandingo objectives as
military working dogs must perform seven military
missions comprising: 1) undertaking patrols;
2) stalking; 3)searching mines and tunnels;
4) searching for narcotics; 5) searching for bombs
and other explosives; 6) serving as guard dogs; and
7) undertaking inspections. Therefore, the dogs
selected for training as military working dogs must
be intelligent and strong so every military mission

to which they are assigned can be accomplished.

Keywords: Military Working Dog Training, Royal Thai
Army, Military Mission
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The Development of the Special Warfare Command Personnel

ArdARy: NSIAILN, Maang, MieTgIN1saIns LY

Abstract

The dissertation, titled in “The Development
of the Special Warfare Command Personnel”,
is conducted by using qualitative method in order
to analytically study problems and obstacles
in the development of the Special Warfare
Command personnel, and find out the solutions
to deal with those problems and obstacles.
The data are collected by in-depth interviews
with the military commanders, both at policy and
command levels, and by focus group discussion at
operational levels in the Special Welfare Command.

The results of this study reveal that the
Special Warfare Command originally recruited its
army personnel from all branches in the Royal Thai
Army based on their military readiness. However,
the recruitment process was later changed in such
that non-commissioned officers were selected from
reserve soldiers. Requirements of the recruitment
process include passing the physical test, junior
high school graduation, and completion of the
conscription of military service or the three-year
course from the Territorial Defense Command. As
a result, the recruited non-commissioned officers
of the Special Warfare Command are generally
educated with only basic knowledge of the enlisted
soldiers. This basic knowledge is insufficient for
completing military operations in the Special
Warfare Command. Guidelines for enhancing the

personnel performance of the Special Warfare

m oavna IvlA Na: g¥w WSvalns

Command are recommended in this study. The
guidelines include revision of the personnel
recruitment process for the Special Warfare
Command as per the approval letter from the
Royal Thai Army, an update on the Thai Royal Army
doctrine, and the development of the manual
for the updated doctrine. The manual should be
developed by the highly knowledgeable and
specialized army officers. The training regulations
should be revised to include military expertise
trainings as well as battalion-level trainings and
the personnel should be encouraged to practice
performing general staff officer tasks individually

and in special warfare operations team.

Keywords: Development, Personnel, Special

Warfare Command
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Abstract

Objective: This study aims to study factors
corresponding to operating procedures towards
an excellent management of the Civil Aviation
Training Center (CATC) and to examine compositions
that lead to the excellence of CATC.

Method: This study is an empirical study
by randomly selecting 445 samples. The samples
consist of executives, acting executives, deputy
director, division chief, chief, aviation instructors,
all staffs of CATC, current students both from
Ground Training Program and Aerial Training
Program, and the alumni of CATC in the last 15 years.
The samples were selected from 19,697 persons.
Research tools consist of Confirmatory Factor
Analysis questionnaire with 57 items and a LISREL
software to analyze the data.

Results: There are six major components
to achieve excellence of the CATC: 1) CATC
direction, 2) educational personnel, 3) educational
management, 4) factors and atmosphere that affect
learning quality, 5) the institution’s management
system, and 6) leadership (6 variables observed).

The results from the analysis of the
conformity between the confirmatory factor model
of the CATC development towards excellence
and the empirical data indicate the degree of
statistical fit index as follows: Chi-Square (X?) =
708.28, df = 676, p-value = 0.189, RMSEA = 0.010,
SRMR = 0.028, CFI = 1.00, GFI = 0.94. The results
from the analysis of Composite Reliability (CR)
and the Average Variance Extracted (AVE) show
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that CR of latent variables has a maximum value
of 0.98 and a minimum value of 0.95. It indicates
that each latent variable is able to explain the
variance of the observable variables in a unified
manner. From the evaluation of the model, it is
found that all latent variables are accurate and
reliable, which shows that there is a conformity
between the confirmatory factor model of
the CATC development towards excellence
and the empirical data. Therefore, it has the
potential to apply and conform to the research

theoretical concept.

Keywords: Confirmatory Factor Analysis, Civil
Aviation Training Center, Excellence of Management
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Abstract

This research aims to 1) study the conditions
of using information technology in learning
management of Air Technical Training School
teachers and the opinions of students in the Air
Technical Training School; and 2) compare the
opinions of students and teachers’ practices
in using information technology in learning
management. The sample consists of 40 teachers
classified by rank and 265 students in the Air
Technical Training School by stratified random

sampling. The tools consist of: 1) questionnaire

m jPnanuni  niodsisoun na: ASaus ujua:olq

for teachers; and 2) questionnaire for students.
All tools validate content validity in between
0.60-1.00 and reliability is 0.97 and 0.93.
The researchers collected data by themselves.
Data are analyzed by finding frequency, percentage,
mean, standard deviation and the average scores
are compared with t-test independent.

The results show that: 1) the teachers at
the rank of commissioned and non-commissioned
officers use information technology in learning
management consistently at a moderate level,
and the first-year and second-year students
have consistently moderate level opinion towards
the use of information technology in teachers’
learning management; and 2) teachers at the rank
of commissioned and non-commissioned officers
use information technology in learing management
differently. Differences are not statistically
significant at the level of .05. For the first-year
and second-year students, there is no statistically
significant difference at the level of .05 regarding
information technology usage in learning
management of teachers. Moreover, the teachers
and the students have different opinions regarding
overall and each aspect of the use of information
technology in learning management. There is
statistical insignificance at the level of .05 except
for measurement and evaluation differences with

statistical significance at the level of .05.

Keywords: Information Technology Usage,

Learning Management, Measurement and Evaluation
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Abstract

The objectives of the research are 1) to
explore the current situations and problems
related to logistics management of a governmental
organization; 2) to implement First-in First-out
system for each periodic acceptance of supplies
to enhance the performance of inventory
management; and 3) to compare speed and
accuracy of inventory information and control
records. The study integrates an appropriate
method which improves the performance of
inventory management. The population used
in this research is office supplies and computer
equipment which were obtained from the review
of purchase documents of durable goods from
2015-2018 to represent all the population involved
in the research.

The findings from the study of current
problems and organization characteristics reveal
major difficulties occurred in the organization,
including the inability to identify the accurate
number of items in the inventory due to problems
with inventory management and the inability
to pick the correct supplies in the storage space

due to an unorganized and unruly storage system.
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According to the assessment of the effectiveness
of inventory management system from May to
August 2018 the speed (minutes) of picking
supplies measured after the implementation
decreases significantly. The fastest speed of picking
supplies belongs to blue ballpoint pens:

The speed in May is 14.43 minutes and
in the last month of the experiment, August,
equal to 2.15 minutes, which by 12.28 minutes.
The least improved speed belongs to Kyocera
copier ink; the speed in May is 13.10 minutes.
ompared to 1.43 minutes in August, the speed
decreases by 11.67 minutes. This shows that the
effectiveness of inventory management has
improved. The findings from comparing the
accuracy of inventory information and control
records of paper clips from 2015-2018 indicate
that the implementation of Visual Control and
FIFO technique results in 100% mistakes in data
errors, which means that the management is

not very effective.

Keywords: Inventory Management, Visual Control,

First In First Out
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Abstract

The objectives of this study are 1) to study
personal factors affecting the debt status of
non-commissioned officers (NCOs) in the Armed
Forces Security Center (AFSC), Royal Thai Armed
Forces (RTARF), 2) to study the relationship of
economic factors affecting the debt status of NCOs
in AFSC, RTARF, and 3) to study the relationship
of consumer behaviors affecting the debt status
of NCOs in AFSC, RTARF. The research uses
questionnaire to collect data from a sample of
303 NCOs in AFSC, RTARF. The data are analyzed

using descriptive statistics which are frequency,
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percentage, mean and standard deviation to
describe and summarize overall data. Analysis of
variance (ANOVA t-Test, F-Test) is used to study the
differences between independent variance and
dependent variance. Multiple regression analysis
is used for data analysis to find out and forecast
the effect of the debt status of NCOs in AFSC, RTARF.

The testing of hypotheses shows that
personal factors such as age, years of service,
ranks, accommodations, salary and spouse's
income affect the debt status of NCOs in AFSC,
RTARF. In predicting the relationship between eco-
nomic factors and the debt status of NCOs in AFSC,
RTARF, the results reveal that the type of debt
affects the debt status of NCOs in AFSC, RTARF.
According to the prediction of the relationship of
consumer behaviors and the debt status of NCOs
in AFSC, RTARF, it is found that consumption
category and loan decisions affect the debt
status of NCOs in AFSC, RTARF with the statistical

significance level of 0.05.

Keywords: Debt Status, Non-Commissioned
Officers in the Armed Forces Security Center,

Consumer Behaviors
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Abstract

The objectives of this study are 1) to study
the origin of his political concept, 2) to investigate
the impact of the political concept of M.R.Kukrit
Pramoj on the survival of the Siam Rath newspaper
and 3) to study his ethical concept in his role as
a journalist. The data are collected from articles
published in the Siam Rath newspaper, books,

interviews from those involved with M.R.Kukrit
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Pramoj, and related documents. The data are
analyzed based on theories of political economy
of mass communication and theories of discourse
analysis.

The result shows that M.R. Kukrit Pramoj’s
royalist ideology, understanding of politics and
journalism, and journalistic prowess contributed
to the continuity of the newspaper’s operation,
preventing it from being shut down by military
orders during the period of military dictatorship.
His political loyalty stemmed from his birth as
a member of the royal family while his democratic
perspectives originated from his study in foreign
countries. He understood that, for Thailand,
conversion to international democracy took a lot
of time. To preserve journalist ethics and morality,
newspapers should take society, law, and culture
into consideration. What M.R. Kukrit Pramoj was
mostly concerned with was how the newspaper
refused money from the government or politicians.
What contributed to freedom in its professional and
ethical practice was that the newspaper needed

to become popular and to be publicly accepted.

Keywords: Royalist Ideology, Political Concept,
M.R. Kukrit Pramoj
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