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" The RAND Corporation. (2020). Quantum Computers Will Break the Internet, but Only
If We Let Them, (Online) Retrieved April 17, 2020, Website: https://www.rand.org/blog/
articles/2020/04/quantum-computers-will-break-the-internet-but-only-if-we-let-them.html
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°“Serhat Burmaoglu PhD. and Ozcan Sarrtas PhD. (2017). Changing characteristics
of warfare and the future of Military R&D, (Online), Retrieved June 7, 2020, from
Technological Forecasting and Social Change Volume 116, Pages 151-161, Website: https://
www.sciencedirect.com/science/article/pii/S0040162516305376
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°% Clausewitz. (1827). On War, (Online), Retrieved June 7, 2020, from Book I, On the
Nature of War Chapter I: What is War?, Website: https://www.marxists.org/reference/archive/
clausewitz/works/on-war/book1/ch01.htm

°* Translated: from the Chinese by Lionel Giles, M.A. (1910). Art of war (Sun Tsu),
(Online), Retrieved June 7, 2020, from Chapter 3 Attack by stratagem, Website: https://www.
marxists.org/reference/archive/sun-tzu/works/art-of-war/index.htm

> European Strategy and Policy Analysis System (ESPAS). (2018). The Future of
Warfare, (Online), Retrieved June 7, 2020, from ESPAS Ideas Paper Series, page 2-3, Website:
https://espas.secure.europarl.europa.eu/orbis/sites/default/files/generated/document/en/
Future%200f%20Warfare%20-%20ESPAS%20ldeas%20Paper%20-%20Leopold%20Schmertz-
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“>RAND Corporation. (2020). The Future of Warfare in 2030, (Online), Retrieved June
7, 2020, Website: https://www.rand.org/pubs/research_reports/RR2849z1.html

“ World Economic Forum. (2016). 10 trends for the future of warfare, (Online),
Retrieved June 7, 2020, Website: https://www.weforum.org/agenda/2016/11/the-4"-indus-
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Artificial Intelligence Strategies
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Strategy Al Plan Action Plan Al Task Force Digital Growth Strategy onAl Budget Strategy  Strategy for Al  Strategy

fisn: Tirn Dutton. (2018), An Overview of National Al Strategies™
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A TIMELINE FOR EUROPE’S Al STRATEGY

- Camimission adopts the Communication - Cammission publishes a report on the - Commission strengthens its Al research
on Artificial Intelligence implications for and potential gaps in the centers, supports digital skills, and
- Starts a pilot project on explainable Al liability and safety frameworks for Al ereates a center for data sharing
END OF 2018 END OF 2020
= Commission creates and operates the = Commission increases its investment in Al from
Eurapean Al Alliance €500 million in 2017 to €1.5 billion in 2020
- Develops a plan on Al with member states - Develops an “Al-on-demand platform® to
- Drafts Al ethies guidelines for member states encaurage uptake of Al by private sector

fi117: Tim Dutton. (2018), A Timeline for Europe’s Al Strategy®
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“°Tim Dutton. (2018). A Timeline for Europe’s Al Strategy, (Online), Retrieved June
20, 2020, from linkedin, Website: https://www.linkedin.com/pulse/timeline-europes-ai-strat-
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Framework for Trustworthy Al
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+ Human agency and oversight
[ Realisation of Trustworthy Al ] 7 Kay Requirements - Technical robustness and safety
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CHAPTER Il
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Methods Methods

(Operationalise the key requirements Tailor this to the spedific Alapplication

CHAPTER 11

#is11: Andrea RENDA. (not defined),
EU and Global Policy on Artificial Intelligence: A Progress Report®™
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“’Andrea RENDA. (not defined). EU and Global Policy on Artificial Intelligence: A
Progress Report, (Online), Retrieved June 20, 2020, from College of Europe, Website: https://

www.coleurope.eu/fr/news/eu-and-global-policy-artificial-intelligence-progress-report
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““*THE WHITE HOUSE OFFICE OF SCIENCE AND TECHNOLOGY POLICY. (2020). Amer-
ican Artificial Intelligence Initiative: YEAR ONE ANNUAL REPORT, (Online), Retrieved June 28,
2020, from THE WHITE HOUSE, Website: https://www.whitehouse.gov/wp-content/up-
loads/2020/02/American-Al-Initiative-One-Year-Annual-Report.pdf
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WHUATNT 8. American Artificial Intelligence Initiative

AMERICAN ARTIFICIAL INTELLIGENCE INITIATIVE: YEAR ONE ANNUAL REPORT

AMERICAN ARTIFICIAL Continued American leadership in Al is of
INTELLIGENCE INITIATIVE: paramount importance to maintaining the
YEAR ONE ANNUAL REPORT economic and national security of the United
States and to shaping the global evolution of
Al in a manner consistent with our Nation's
values, policies, and priorities.

Prepared by
THE WHITE HOUSE
OFFICE OF SCIENCE AND TECHNOLOGY POLICY —President Donald J. Trump, February 11, 2019,

FEBRUARY 2020

#131: THE WHITE HOUSE. (2020),
American Artificial Intelligence Initiative: YEAR ONE ANNUAL REPORT
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LLNum‘wﬁ b.¢ Timeline of U.S. Government Actions to Advance the

American Al Initiative

Timeline of U.5. Government Actions to Advance the American Al Initiative
White House Federal Agencies

White House Summitan
Alfar Industry
Held May 2012

F¥20 Administration R&D
Budget Priorities Memo
Reloased Juty 2018

3
&

BARPA
Al Nest Campaign
Crasted Sep 2018

American Al
Initiative
SignedFeb 2019

Dol Al Sirategy
[Unclassified)
Feleased Feb 2013

FDA regulatory

C] i
medical devices
Fropesed Apr 2019

USPTO RF o
paten nting o
nnnnn g 2008

HIST mmﬂ onAl
Technical Standards
Relrased J\ng 19

uuuuuu

COEAI&
‘echnology Office
Crested Sey 92319
LAl

2016-2019 A1 RED
Progress Report
Releised Hov 2019

KORA Al Strategy
Relessed Hav 2019

VA National Al
Institute
Created Dec 2019
UM Regulatory

:::::: DOT A 4.0 Guidance

a G Ackased Jan 2020
i=1
] G

DaD Al Ethics.
Principles

b4
iz ir = 5
SER 535 E2F 2

Released Fob 2000

#i317: THE WHITE HOUSE. (2020),
American Artificial Intelligence Initiative: YEAR ONE ANNUAL REPORT
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““The United Arab Emirates’ Government portal. (2020). UAE Strategy for Artificial
Intelligence, (Online), Retrieved June 28, 2020, from UAE Government, Website: https://u.
ae/en/about-the-uae/strategies-initiatives-and-awards/federal-governments-strate-

gies-and-plans/uae-strategy-for-artificial-intelligence
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WHUNTNT .5 UAE’s Artificial Intelligence Strategy

UAE’s artificial inteligence strategy

u The first of its kind in the region, Al Strategy covers numMerous sectors and services in its vision
to develop new tools of Al technology to be part of government work. Will help cope with rapid
changes and achieving unique development in general performance in all levels via integrated
smart digital system that can overcome challenges and provide practical and quick solutions,
characterised by quality and efficiency.

It aims to make the UAE place first in the world in the field of Al investment in various vital
sectors, as well as create a new vital market with high economic value.

o - & S 0O

Transport Health Space Renewable Water
Reduce accidents  Minimising chronic Help conguct energy Conduct
and cut operational and dangerous accurate experiments, Manage analysis and
cOsts ciseases reduc rate of costly faciities  accurate studies
mistakes to provide water
SOUTCES
%E C L
—_ @, ®)
Technology Education Environment Traffic
Increase Cut costs and willincrease Develop preventive
productivity and enhance desire for forestation rate and mechanisms for traffic
help with general education help grow the most accidents and traffic jams, in
spending appropriate plants for  addition to drawing up more
preserving the effective traffic policies to save
envirenment S0 per cent of annual costs

5 THEMES OF Al STRATEGY
® o Setting up an Al work team, which involves the formation of the UAE Al Council,

o Activating numerous programmes, initiatives and organising figld visits to government

bodies and conducting workshops.

& Develop capabilities of higher government feaders and enhance skills of all staff
operating in the field of technology. in addition to organising training courses for
gavernment officials.

Implementation by providing all services via Af, and the full integration of Al into
medical and security services. It will boost rellance an Al in routing jobs in order to save
time and efforts. and enhance productivity and efficiency.

Launch of leadership strategy by appointing an Al Consultative Councll and Issuinga
government law on the safe use of Al,

®

.

#i1n - UAE Government. (2020), UAE Strategy for Artificial Intelligence
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81519043552 919UAY (People’s Republic of China)

5o & nInIAN boee FuldUszmamugsilunmsdugiiwedand Al
HIULWHY “Next Generation Artificial Intelligence Development Plan”™ lng

WHUFINANANUAIdeTIATEMSU Al WU e Szeznswan tawn

™ Department of International Cooperation Ministry of Science and Technology
(MOST), P.R.China. (2017). Next Generation Artificial Intelligence Development Plan, (Online),
Retrieved June 28, 2020, from Embassy of the People’s Republic of China in the Republic
of Finland, Website: http://fi.china-embassy.org/eng/kxjs/P020171025789108009001.pdf
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WHLATWT ooy Next Generation Artificial Intelligence Development Plan

Strategic Goals

Step 1 By 2020 overall Al technology and application reach
globally advanced level. Al industry becomes new economic
growth point. Al technological application becomes new
approach to improving people’s livelihood to support our
goal in becoming an innovation-driven country and building a
moderately prosperous society in all respects.

Step 2 By 2025 Al basic theory makes breakthroughs. Al
technology and application reach globally advanced level.
Al becomes a major driving force for industrial upgrade and
economic restructuring. Building an intelligence society
makes progress.

Step 3 By 2030 Al theory, technology and application
reach globally advanced level. China becomes global Al
innovation center. Intelligence economy and society make
marked progress, laying a solid foundation for becoming an
innovation-driven and economically powerful country.

‘17‘1|m: Department of International Cooperation Ministry of Science and
Technology (MOST), P.R.China. (2017), Next Generation Artificial Intelligence

Development Plan

LonansAnyuanIznseal (Case Study) ,
1509 Ugygy1vsedvg (Artificial Intelligence: Al) fugaaguyesasasiulueuing



oS (ASEAN. C )

a1515043g59A1U7 (Republic of Singapore)

Heifounguna oo fsutadselusliusznaungnsmanimutiygn
Useiwg w50 “National Artificial Intelligence Strategy ™ fivzdinalsiniswaniay
UszinAanelul bomo lusuiAsugiawazenseAuAuA I nTInvamailosdalls lny
gmsmanifananiithmnedieanilusdugrlmivesnsids Al msdnmsiuanahme
MsdanuuazlATgRafidIAy nsvereniseensy uagnsly Al lunagaaimnsy
FeUsznousenagns « fuididny loun

®) Emphasise deployment l#iA mslimuativayumsisefiatvayutmine
Va3 Al Singapore

) Focus on key sectors Wiif nsadauinnssufisessuanasimed @i
Ferlusuavmlanmdandey

e) Strengthen the Al Deployment Loop lala n1satiuayunisiami Al lu
AAYAAINNTTY

<) Adopt a human-centric approach i Msdaaiunguauifiauanansa
pu Al Tudenlus

vy
v

793 National Al Strategy vesdenlusUsznaumsuruuly ¢ au lawn fu
Ta3afndsuuimsiiegende suasisaigy fMunsdnnsmsang wagfuausiuas
Weunu Svasson K

o) MsMAUNITYUEISaa3er Tasmsiauunanrlasudeyaimly e
Usednsam iunands wasnislduselendaindunindiiunssuiunisindauas
nsiuAduNeTaRs e wonani Sdinmshuendndudnurldlunsnausunisvuds
Twi3e deazsnglugnmssiiususiumsvudimsenmatazmaunnelul vomo

" Smart Nation and Digital Government Office. (2020). National Al Strategy, (Online),
Retrieved June 28, 2020, from Smart Nation and Digital Government Office, Website: https://

www.smartnation.gov.sg/why-Smart-Nation/NationalAlStrategy
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WHUNTNT 0. National Artificial Intelligence Strategy ¥a9d9alUs

CRERTING IMPACT THROUGH (3
HATIONAL AIPROJECTS - HEALTHCARE

The 5 National Al Projects address key national challenges for

Singapore in transport and logistics, smart cities and estates,

healthcare, education, and safety and security. Implementing them

will require our research institutes, industry, and Government to

work collectively to develop and deploy Al solutions. /'—-

o ' 1
SMART CITIES \ :
AND ESTATES + :
= B A
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=) /%))
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Comn caling \=' /
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#1171 Smart Nation and Digital Government Office. (2020), National Al Strategy
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WAUATNT lo.¢ Al Ecosystem Enablers

ECOSYSTEM ENABLERS
To enjoy sustained benefits from Al, we will strengthen ecosystem
enablers that drive Al innovation and adoption across the economy.

TRIPLE HELIX
PARTNERSHIP
RESEARCH COMMUNITY

+ INDUSTRY
+ GOVERNMENT

DATA
ARCHITECTURE

INTERNATIONAL
COLLABORATION

PROGRESSIVE
AND TRUSTED
ENVIRONMENT

Al TALENT AND
EDUCATION

ﬁm: Smart Nation and Digital Government Office. (2020),
National Al Strategy
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Usging msafrauinnssu Anudemunisidouasiaun waznsaiadnuuging
ningInsuyed  nswndanalulad warlaseainewainussu (McKinsey Global
Institute. 2018, §19ud7) uenandl fudlenumiesesniadaiuiygseiusl vooc
ﬁ%’ﬂﬁﬂmausﬁ% Oxford Insights and the International Development Research
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1 o 1N o Uszmna seanulandulunmsduiugnsmansmainnniyaussivg
finanaudiiennnnniadiu uasdundsdulifusamadisnds aniivinwdu
ﬁaﬁiiuﬂmﬁyﬁﬂssawﬁ (Oxford Insights and the International Development Research
Centre. 2019, 9191a7) kazdvil Global Al Index 910 Tortoise Intelligence Fadaplus
IFrzuunTdduil o 90 e Ysenevhlan TneUsuifugesluduidfngnn Usene
ARlUSLAEIUT o sunmsdaaiuruansoresyaain Sdull @ fMulasadiiugn
LazaFuT o AIUN15AMUIINAIALENYY (Tortoise Intelligence. 2019, 819u&7)
SEAUBEARUNUATIT .o WNUATT oo ULAZWKUANT a.e
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Varying conditions among courirles Imply different degrees of Al adoption and sbsorption,
and therefors economis Impact.
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Smenars whar viues o s couriios o B Nghar han ne g, v o 14 vzt 1 cham refatvo floances daacy,
2 ¥C=wenlum capila PE = prisale oquly; M = ard avaisilion
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SOURCE: Word Bank: Ubieats; ILO; iors e 2017, Wi UNCTAD: Mckirmey anaiysia

fi: McKinsey Global Institute. (2018), NOTES FROM THE Al FRONTIER: MODELING
THE IMPACT OF Al ON THE WORLD ECONOMY
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Singapors 1

9.186
United Kingdom 2 9.069
Germany 3 8.810
United States of America 4 8.804
China 20 7.370
China 20 7.370
South Korea 26 6.839

Tris report has been preduced by Oxford Insights. The lead authcrs were Hannah Miler
and Richard Stirling (OI). Regional commentary was contributed by Yasra Chung,
Sriganesh Lokanathan, Emma Martinho-Truswel, Joshua Maw, Isaac Rutenberg, and

Fabrizio Scrollini. Pleass contact research @oxfordinsights.cam far more infornation and

with any comments.

fisn: Oxford Insights and the International Development Research Centre.

(2019), Government Artificial Intelligence Readiness Index 2019
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a.a AuUUsTULTnAvasUyy1UsEAYg (Al Ecosystem)
mﬁiﬂszmﬂ”l:maazﬁmmizwﬁnﬂﬁaﬁfuauumiLﬁ]’%m@dmﬁumﬂ@ﬁgmixﬁwj
arasndudes@numanuiuiusemalunisidudiegneiii (Best practice) dwsu
fuuemaSeuiisuassauy (Benchmarking) Suazthingmsimuathvsneiidasta
Aud3e™ Afunneddne JalddadenUsnnaiianusadufedieiiuazen
thanfinwdeseslumssinuamaiieudisuaussouy dmuaniide me wazide
o ALzdANYIaEliViiNITiAT e TasBondel
a0 AIKUUTTULTNAYasUIUTEAYTUaINaNIAazUTZWA

a.m.0.0 ENSFOLUINN

o. Msadvayudiuleuigainniniy

nNsNTINalyNAVS§eRSN (Department of Defense: DOD) dpmnameney
ag1araioslunisiauidnainuausaes wavim (Military departments)
whenuauiiueg (4" Estate) LLazﬂaaﬁ’ﬁyﬁmmimﬂﬁuﬁ (Combatant Commands)
Tenunsofuileduasesueumanifitygnussiviidunalladaundwesmsufifnu
TInglull wooe nsznsrnaluuanizs 1¥oon gnsmansdesiianm (Third offset
strategy) BaAgatasiy Al uag sesavBnisnsgnsasnalnuanss lWsunsveneey
Tidanuiigausvasrvasgnsansfina1ilul boes lnBgNsAENTEaEAINGET"
faauszasdnounisde “Woassralfiuisuanmsihanuimiives Al
dunisenaietnonsufiAnissuresnsensanalng < §lul boes 1NTIBL
Fo1 “mawwdsuniendmiuouanuasiinyyseAus (PREPARING FOR THE FUTURE
PREPARING FOR THE FUTURE OF ARTIFICIAL INTELLIGENCE)” Favilaedninay
Usgsnunsuianizewiint ldnanis “nisiiaguensaufiamtihvmanelulagniasmms
wa Al diosendoarniuiiosiutues thivemandingnsmans wazdduny

A a '3

“ g0 Va5, (oeew). Article Measurement, Analysis and KM, unaudmiuyana

q
v

hly, 9IARN3, be 19U b&om, https://www.ftpi.or.th/2015/2114

@ Kirsten Gronlund. (2019). State of Al: Artificial Intelligence, the Military and Increas-
ingly Autonomous Weapons, (Online), Retrieved June 28, 2020, from Future of Life Institute,
Website: https://futureoflife.org/2019/05/09/state-of-ai/?cn-reloaded=1
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NSNS I1BUIANYBITEUUDEERIULRFMNS (Leathal Autonomous Weapon
System: LAWS) Tuennazaansel wediinsdsunlaiisanga e ?fal,mmé’zy;mm
TduhavsgeusniinruidGuigiuiumsmnulygussiuvglufanisiuanusiung
Wl woer NIzNTNNAlANansgy lausenia “gnseiansdyan
Usging” Geansdavingvseanisananlimilsfnsatuayu gnsmanitosiulssmea
(National Defense Strategy: NDS) laglain1susenimasUansednAnyuasemaenans
fanamileuil elo AuALS woes gnsmanifananideimilu «msl Al lunisad
ﬂ%’mﬁumLL@%NWQMJ@Q%J?SL‘VM (Harnessing Al to Advance Our Security and
Prosperity)” Ineilinguszasd teaiumnunadilunslifamnuamnsoves Al lu
msaumudhuddvinesin iiuanuiiussavsnmuesmsia uasiduademusiuag
YaUsEmA IneillwInensAans (Strategic approach) nanusenaumnig™
o) MakaenUsgleniann Al dassneudeuuamsdon fail
(o0.0) 3jatiumsatiuayuiaruannsaiild Alwu nsld Allums
UFUUTaTaANENN50A U SARAULAN 19U (Military Decision-making) N13aLiiu
n1313 NMIAIMNsain1sgext13e (Predictive maintenance) wagn1sasmaaui g 1udu
(ko) aulATENITITidNaS UMY NARBILUUNTE AL
(@.6n) WAUIYARINTATY Al
(0.€) TIilBfUNMALAYY MANTSANT USenAnuUsing uazedtya
(0.¢) WuihlussesssumamisuasauUasnsde Al

“ Executive Office of the President National Science and Technology Council Na-
tional Science and Technology Council Committee on Technology. (2016). PREPARING FOR
THE FUTURE PREPARING FOR THE FUTURE OF ARTIFICIAL INTELLIGENCE, (Online), Retrieved
June 28, 2020, from Executive Office of the President of the UNITED STATE, Website: https://
oba mawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/
preparing for the future of ai.pdf

““Department of Defense. (2019). SUMMARY OF THE 2018 DEPARTMENT OF DEFENSE
ARTIFICIAL INTELLIGENCE STRATEGY, (Online), Retrieved June 28, 2020, from Department of
Defense, UNITED STATE OF AMERICA, Website: https://media.defense.gov/2019/
Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF
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) WrudUgyanuseugsau Uoint Artificial Intelligence Center: JAIC)
Huguiszanunuiuindeugmsmansygussivivesnsenyinaluuanig lae
nsgnsunalnuansgy lnyuduanudidglunisyjifnuuuinisenseans
Aanan7 (Strategic Focus Area) lagilwuinnslunisyadunisatuauulnainuaninge
Y Al msfauyaaIngiu Al mssaflefuaialenyu nMamsanw Ussinaiusing
wasadaa waznsiluguiluasesssunimmsuazaulaendy A

seuidletuil b weunIAN boes NTENTINAMNANIEY TisEnie
“gnaFansaianuTivaiun1uAiInea (Digital Modernization Strategy)” iedou
Tessemringmsmanisesulseina Ao gvsenansanusiunssiand (National Security
Strategy: NSS) AaanaugNsAEN SLaTILAUTEAUNTENTHNALML Usenausme ensmans
Uasniuuszine (NDS) Egmmamﬂﬁmua%ﬂmim (DOD Cyber Strategy) wHUUHURNS
AaNsAUIUALIY (National Defense Operation Plan: NDBOP) WagLuInN19n1s
MUHUAIIITLAY (Defense Planning Guidance: DPG) fugnseanstlynusiug
LazgNsAAnSAANF dmiugnsmaniiogsznitensdnii fe gnsmansanuides
malgiues ensenansusumaluladansaume wazanseansasismnuvivaionu

LYY =

nsauAy YeAudyY kaen13deans (C3) AKUNNG o

WRUAINT . AUYBUTB9UDIENSANENTESNANMNTIUETBATUATINDAYDY
N3ENTNAMUANTFLNTN

--------------

Cyber Risk
Strategy |1
= = i
National H e 4 IT Reform
Security H i Strategy
Strategy \ Soemm——"
_ DoD DoD Digital [ Artifical [N [ | S—
N Cyber Modernization ‘ Intelligence
‘ Strategy Strategy Strategy
© & © ®
Strategy
| Defense Cloud °
Planning Strat
Guidance e )\ Se———
> | — —
® © | —
{7 In progress
—

fia: Department of Defense. (2019), DoD Digital Modernization Strategy
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“gnsAransaseniuales wAinea” dududiunisly
mMsaiuayy gnsenaninsInnsminensautea (information Resource Management:
IRM) gasnsznananlviansys uonani grsmanadeauviuasioduiinoadey
TumNUTURAYOUVRIUTMSIMALULAT AN TaULN AT AUEIURINTENTINATMY (DoD
Chief Information Officer: DoD CIO) Tng DoD CIO Huihiilunisasanuiuasiels
AnduifunudunnuUaesdendeiues Al aamd wagnismuey natiduymuas
nsdeans (C3) lnggmsmanifananagtisaiuanuusanuaenndedlunmsufoRam
Anulaendy Msvinueglisesse Aanulusdla wazanuAuAvesan Unenssy
welulafansauma Tnefidwine Tdun (o) msadreuinnssuiteairsanuldivseu
Bansutstu (o) MavszgndliinalulafifleriuUssavsnmuazUsuussdnnaninsa
(o) MsmuInuFueaasnsemsleuesliidivaniunisaliumiuiuns uas

(@ MINAUIYARINTANUATADR ATUNUNING a.&

WRUATNT o gNSANERSES19ANTIVETEAURTNDA

UNCLASSIFIED

DIGITAL MODERNIZATION

CYBER

N Dominance and security-first
\ mwmmm

‘\ wa design, build, and operato.

c3

Command, Control

and Communications
I Modernization
| Modemzaton is critcal 1o
| Department and Varfighter
I| mission assurance

Al

Artificial In'ﬁ'llgence
Aforce

mlwmwmum

CLOUD

The foundaton for all Kny Focus
Areas to uniock the full potential
of tochnology advances Iu'lha
Department and Warfightor

UNCLASSIFIED

fian: Department of Defense. (2019), DoD Digital Modernization Strategy
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viall gsmanssananddlinnudifayiu ieetneszuudeyamiusiung (DISN)
ﬁﬁ%agjuum%mﬁa‘ﬁayjaﬂaﬂwu (Department of Defense Information Networks:
DoDIN) nglsiannwindsuniuansaumasiy (Joint Information Environment: JIE)
Feruddassaieiiugiuiuaanduensenssnalnuansss Aedn Joint Enterprise

Defense Infrastructure (JED)® S9bHUAINA on. 5o

LALATNI .o HENNNLINRDNAUENTEUMNASIN (Joint Information Environment: JIE)

Commercial | Vendord Functional Geographic Internet
Cloud (o ramtme™y ) uscc  TCCMD_CCMD

) MendarC Yy - r 4 : Mission
BN Fit For Purpose (e Partner
“JEDI - l 'I" Coalition £ Environment

Partners
b & ety @Federal
—~ : er C2 Access ;
Military Points | A{tvl.ga:teir?ggsl Points Partners
Cloud " d - - -~ / Mission
- -

Partner
o Defense Info Systems Network (DISN) g
telli% b

Gateways
(Cce)

. e, | Mobility
Enterprise Cross Joint Regional Gateways
Domain Solution Security Stacks
DoD Info Network (DODIN)

General Purpose

DoD
Mobile
Users

Base Post Camp Station

To— uu Identity, Credential, and
S > ! J Access Mgt (ICAM

Comply to Connect (C2C)
Tactical Forces

Fian: Department of Defense. (2019), DoD Digital Modernization Strategy

““Department of Defense. (2019). DoD Digital Modernization Strategy, (Online),
Retrieved June 28, 2020, from Department of Defense, UNITED STATE OF AMERICA, Website:
https://media.defense.gov/2019/Jul/12/2002156622/-1/-1/1/DOD-DIGITAL-MODERNIZA-
TION-STRATEGY-2019.PDF
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. N159ANI5YARINTIITAINTIVIYUAZEIAAIINF

nsznsrenatlnuanizn Wanudidglunisadisuasifiuyuy
Iaamaninsalsiuynanns naenauesdmNIu Al Gsvismanstyaseavs 6ims
AvuanumslumsiauIyAaINTINY Al HunsHineusALLUURENNA LR E
ffu Al Tansadhsvinugianigniadnu Al sumsGeusangaunynisiiu Al uag
NNUERTUAL AR maamuﬂ'ﬁ%’uaﬁﬂsuﬂmﬂiﬁﬁﬂ’amLﬁu@ﬂéﬁu Al nUs2dn
n13lunasvin (Department of Defense. 2019. SUMMARY OF THE 2018 DEPARTMENT
OF DEFENSE ARTIFICIAL INTELLIGENCE STRATEGY, $19uén) uenannil Usziiusy
mswawyaanIsu Al fagnszylutwineneld “gnsaansasienruiuasdenu
Aamea” laviidmunglunisasia@lanuaiunsavesyrainstinseuujifau
fruRdnea deildiu Al Tamegdae vl Wunthilves Dob 0 Tunsfiumudn
AmuAINTaduRInea Jesaniannsivatiasynainsiidetnn waznsisyuda
AnuaBnsayARNTHIUNsEnAnw eliyaainsianudilaunnrude wandes
uazansaUfiRnusmAumiiesudy (Interoperability) ldag1aiuszansam
(Department of Defense. 2019. Digital Modernization Strategy, 9141&7)

. N15IVGUALHAUINTY Al

nsgnsanalnuansss WanuddAgyiunsidouasinunsu Al lag
10T boer nsgnsenailvuansys [imsli osdnslasamsidetugedumiusiung
(Defense Advanced Research Projects Agency: DARPA) @aifiumthssugiunsiae
ilerusunsvesnsznsnalvuanizs dudulasinsidofiefumedugnielves
wialulad Al (Kirsten Gronlund. 2019. State of Al: Artificial Intelligence, the Military
and Increasingly Autonomous Weapons, §14u¢7) ﬁgﬁﬁiuq%ﬁmam%{j@@wizﬁwi
Ienanauumdumsahilassaiauiduabunsiauuasaas suuunsz s
Tnednstalassadnagan (Common foundation) Tunsfuuvassusmuazutstiudoya
917 nseumsiiiusuLazINAs U Jeyairdsiiofinndeanunsaldle maenauting
AANALAEIENS Lilenszanegued (Decentralize) My Laznaaodvee1snisoon
lugnaduiietes naenauuuamalumsld JAIC ilumheuszanuau uazsnne
AruayANAUNISeuasiaulTU DARPA T2t Viesneaosdurasnsznsasnatlva
nuslinsuazAdyy (Department of Defense. 2019. SUMMARY OF THE 2018
DEPARTMENT OF DEFENSE ARTIFICIAL INTELLIGENCE STRATEGY, §19u&")
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& AMUTINTINIATIUAIONYY

dmsunmsamudiu Al Tufansdunnusfuasiy nsensananing
a3y Wvusuuszinaludadiuinnnigalulussuu Al laglawiznsfaunszuuns
L%EJU?LLazﬂﬁgzyﬂ (Learning and intelligence) lngang Deep learning Faduaud
ynmeandgmsunsiaun Al Tnssudssanadunisiaun Al dalugasgniludng
Us¥Monwu W Leidos and Raytheon dmSumswamnssuy Al 5aums Northrop
Grumman dmsuiannszuuiiinamivesnisuszanana wagsruuMIReuiuas e
1ng38131908UUTEIN oo - boesl NTENTNNAVLENTT I8RuamUlATULTEY
onvuLiteviau Al wagwaluladieides Fasmfeszuurandlunding <. fudm
WSeyansg (LINDSEY R. SHEPPARD WazAnug. 2018, 8719U4a0) UONNE NSENT
nanlnuansys Sufnsudszanalufanisiu Al femamfssudssanauaivayu JAIC T
8z e.0d WuAussgansgs Wudwiw o U 7adultunil eo.do WuAUWIBY
ansye wavatuayuiuyuszanadliiu DARPA N1 b Muauwisegansys unnaoavaty
1 dedavatuandiifuiinssmrnalnuansss Wismanumerealumadugin
uazviandesrLEmavhuuiansaumaluladmemmsiifedestu AF suamusuile
funiaduiifeatess neldgnsmanstyniuseivg nsensananlnuaniss i
wwInnlunsasennusmdaiuaAeNYl MANTANY Useimnaiusiing uazadaya
Fafunilsluuumnsiiddy (Strategic Focus Area) Uasgnsemansdanan daseney
e (@) Maaseanudaniislunisld Al fesuflefuauimisfiiatuilan (o)
nsaseeuduuddlunsiduiudiuiunisinyinasnisaiauinnssy Al () @5y
arweuidufuduiuniagaavinssuifetosiu Al Tuanssn (€ dudurnuduiug
nuUszineiusinsuasadya way (@ Wrsaududiundatuussmeaunsian A
(Department of Defense. 2019. SUMMARY OF THE 2018 DEPARTMENT OF DEFENSE
ARTIFICIAL INTELLIGENCE STRATEGY, 8nauda) sisil msadhemsaileananady
ussyeglugmsmansaianivaioiuidnea melditmanenisaireuinngsu ile
a519AnulalUSBuensutstu (Department of Defense. 2019. Digital Modernization
Strategy, 8194a7)

“¢ Congressional Research Service. (2019). Artificial Intelligence and National Secu-
rity, (Online), Retrieved June 28, 2020, from Congressional Research Service, Website: https://
fas.org/sgp/crs/natsec/Ra5178.pdf
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& lAsiasmsene9udnn1saudayauasn1sinenudaaniy
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dmiulassaiimisomhsnudanisaudeya Meldgnsmaniasng
AraiuadioduATneaiifensmanityyssiviuasgnsmansuiiAsifosiu {4
yhnthisuRaeulunsduindeusmsmansaanea Ao fuimsmaluladansaumaszsiu
29 ¥99n32N529na1M (DoD Chief Information Officer: DoD CIO) Bsagyivthiliiy
szuudams eadernundendmiunsliinsiudeyadenhenumeldnssma
nanlvanigs uaz AUl Aot sszuuieyansiuas (DISN) 1n3ete
%@yjaﬂaﬂwm (Department of Defense Information Networks: DoDIN) kag@n L naesl
shuansaumasia (Joint Information Environment: JIE) fOUKUAMNT o

WHUAINT an.ev 5EUUIANIIATUTRYAYY DoD CIO

Component Capabilities’
and Services

Tactical A

LN3INOJWOD

Overlapping and duplicative IT
Infrastructure, services and ops

Foundational Capabilities and Services

Enterprise Collaboration and
Productivity Services (ECAPS)

Defense Enterprise Office Solutions (DEOS)
Enterprise Voice and Video DoD CIO
Defense Enterprise Management
Cloud Environment
Joint Enterprise Defense Infrastructure (JEDI)
MilCloud 2.0
Enterprise Cybersecurity,

'1.' ana ranspoli

FY19-25

ISIUdUILNT

TODAY

;;;;;; 2

L

Fi: Department of Defense. (2019), DoD Digital Modernization Strategy
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Tunsfmuefianansaniuvnures JIE aglgsuinveuauihefanin
AENTINNTIE UIE Executive Committee: JIE EXCOM) Usenaumienunuain DoD
Clo nasdymmslauasanss(U.Ss. Cyber Command) uagtaundnissausunsieans
(Joint Staff 6) ynthiiai1en1sUszauaenadeswemhsnuiiiisadeaiunisgua JIE
fuinguszasdves DoD CIO as1sil

TunIAmUATIANIINNTANTLLYEY ANNLIARDHAUANTAUNATIY
(Joint Information Environment: JIE) @sazilfFuiiavevanuthe TéuA aaznssuns
JIE UIE Executive Committee: JIE EXCOM) Usgnaumie guvuann guimsimalulad
ANTAUNATEAUGY V0INTENTINANMU (DoD Chief Information Officer: DoD CIO)
nesfrymmsloiuasansss (U.S. Cyber Command) waztaunsnis3audunisdoans
(oint Staff 6) shmihflaiamsuszanuaenndesvennisnuiiieddosiunsgua
JIE fuinguszasdues DoD CIO FIMHUNW o.c

WNUNTNT o AN519UTEENUFRAARBY JIE AUTngUszasAvas DoD CIO

| JIEC Objective

JIE Initiatives

DoD CIO Objectives

Modernize Network
Infrastructure

Optical Transport Upgrades,
MPLS Routers Buildout, ATM
Switch and low speed TDM
Circuit Elimination, Satellite
Communications Gateway
Consolidation and
Modemization, [Pvé
Implementation

* Modemize Warfighter C4 Infrastructure

and Systems

» Modemize DISN Transport Infrastructure
» Modemize and Optimize DoD Component

Networks and Services

Enable Enterprise Network
Operations

Establish global and regional
operations centers, Establish the
JIE Management Network,
Converge IT Service
Management (ITSM) solutions.

» Modemnize and Optimize DoD Component

Networks and Services

» Shift from Component-Centric to

Enterprise-Wide Operations and Defense
Model

Implement Regional Security

IRSS, IMS

+ Modernize DISN Transport Infrastructure

Provide Mission Partner
Environment (MPE)

Virtual Data Center, Applications
and Services, MPE Transport,
Mission Partner Gateways

= Strengthen Collaboration, International

Partnerships, and Allied Interoperability

Optimize Data Center
Infrastructure

Data Center Optimization
Initiative (DCOI) and
Application Rationalization
Initiative

» Optimizec DoD Data Centers

Implement Consistent
Cybersecurity Protections

Enterprise Perimeter Protection
Capabilities, Operate Securely in
the Cloud, Endpoint Security,
Data Center Security, Cyber
Situational Awarencss Analytic
Capabilitics (CSAAC) Big Data
Platform (BDP), Identity,
Credential, and Access
Management (ICAM)

» Transform the DoD Cybersecurity

Architecture to Increase Agility and
Strengthen Resilience

= Deliver a DoD Enterprise Cloud

Environment to Leverage Commercial
Innovation

« Deploy an End-to-End ICAM

Infrastructure

Enhance Enterprise Mobility

Purcbred for Mobile, Defense
Enterprise Mability-Classified
Consolidation, DoD Mobile
Application Store, Pentagon
Mobility

» Improve Information Sharing to Mobile

Users

i - Department of Defense. (2019), DoD Digital Modernization Strategy
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dmfumssnwanudasadenisleuesuuaietiedeyanalya (De-
partment of Defense Information Networks: DoDIN) iy nIgNTInatruEnss 1o
a3 anntnenssumuanuUasnsenislaiues (Cybersecurity Reference Architecture:
CSRA) Usenause Enterprise Perimeter Protection, Mobile Endpoint Security,
Midpoint Security Enterprise, Endpoint Security (including Windows 10 Secure
Host Baseline), Data Security (for Data Centers and Cloud), Big Data Platform (BDP)
Identity ez Credential, and Access Management (ICAM) (Department of Defense.
2019. Digital Modernization Strategy, 9191a2)

a.on.0.l0 H1515UIFUTTVIVUIY

o. Msadvayudaulevigainniniy

UszinadulianudiAaglunisiaul Al wazwe181uuIuuniely
nsiawIgnamnssd Al IAlyar1Innd1 be.o Wuaseyanigs Melutl bolo
maonaugsdganuluginlandunsamulu Al Tilin1elud womo dwmsumsiaiun Al
Tunuduaruunsiu Sulsanmsld Al luenismms snmsidanamsaiuay
N13AnYIINENsAIERT AREAIUWNUUURNITYDIENITY Fofusuarudnnaenau
gnsenanslunisly Al vesdudsedneiuanign Ao demjmneiieaiisanuldiuiou
Tunsuaran1uszleeidannd1anses n15a319n mUfURNISTIN wazsIAIus)
nsrUIUNISANadlaluguInsu (Congressional Research Service. 2019, 9191a7)

Tnefosunasossysu3uia Sulls vesdu daieu n3ng e boe
Tursgnisusenie “wnuimudgyaussvgiulud (New Generation Artificial
Intelligence Development Plan: AIDP)” wansliiudsnsivimnuddaiu Al Tunsadg
anuldiSoudansudstunagnisinuanusiunuisnd tneduues Al WWunddly
foanaueUszmAtuiy waziloTul be AaAN boes TBIBINBNTVBIAALNTINNT
NNINa19BIIU (China’s Central Military Commission) lAnafian1santeaingsewing
newmIununeinveIfumgIuia lagldnaninisasisanuaain “Intelligen—
tized” (1) Tiduwmalulagniamms ﬁzmuLﬂuwuﬁmmammmamﬂm el nsld
Minsaieaueandudyanaiitaeuin “nsimumelulagnammsvasnesin

¥

a vy o 1 a | & A a o v o o
Qulﬂﬂ']'nnilﬂ']'l']LV]ﬂIUIﬁEJa']iaUWIﬂVLﬂQ Al L JUNTEUTDELLAT IWEJ@'WTEJLLNUWWH’]
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Jyyusehvgulmd inlvinesinduanunsalasulselosuaingnseansaainanedis
Audl 1lesangnsmandfinanlisrydanuiimsatuayunnfanssuiifeady
wialulad Al lidhududiuwaansadinuianssudosiulszma

. N159ANI5YARINTIITAINTIVIYUAZEIAAIINT

wiAuazinnuneenulunsiau Al lunndasiudnanisvmanms
aEJNliﬁmu%ué]’wwauﬂagmmsmmLLﬂauuﬂmﬂiﬁﬁmmwﬁm Al Tis3enns T
uaztindesainen (Data scientist) Sedruluajiiuninadsogluansgn uaviiuszaunisal
Msvhnuiisdfestumsiamu Al 1annndt eo U vasiiyaainsgi@ervaingn
TuAuisvaunsallaifs ¢ Y wenvnil Suluvimendetiosnt mo wieiisl Tamuanann
Tunswangi@evaanizmeinu Al egnslsAny Juldvuaumeisimyinunans
AsaLAaUyAaNsBasu Al lngliyaansdananlulunsiam Al lufans
7113 (Congressional Research Service. 2019, 8191a7)

. N15IILUFHAUINIY Al

nosvmiuimienuveanasmidiunsiumsideuasiam wu
an1Uu Institute for intelligent sciences n18l@ PLA National University of Defense
Technology (LINDSEY R. SHEPPARD Aguz. 2018, 8141&7) @a1Uu National Innovation
Institute of Defense Technology (NIIDT) fiussnousie @u&ﬁ%’a Unmanned Systems
Research Center (USRC) LLazquEﬁfﬁﬁJ Artificial Intelligence Research Center (AIRC)
(Gregory C. Allen. 2019, §13u&) waz an1tunaluladinis Sadunilsdluiomnass
Fruamsiidrdny Iddndmdngrsmsfnuifsaiu Al e sty Seieidundngmsusn
Tulan (Congressional Research Service. 2019, 8191&7)

& AMUTINTINIATIUAIONYY

nsasuiiL Al TuRansdiuauiiuag Usssunsuid Sulls vesiy
IgEundosliusidunisan @unie military-civil fusion-style innovation fidun1s
snuiansTsmnsdfussuuL s A Sedunesiniulsléiusutszana
DALY UTEvaumalulal Start-up uaziBIvnasIvesanITWITULONTY

(Kirsten Gronlund. 2019, 8194a7)

> Gregory C. Allen. (2019). Understanding China’s Al Strategy, (Online), Retrieved
June 23, 2020, from Center for a New American Security, Website: https://www.cnas.org/

publications/reports/understanding-chinas-ai-strategy
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sunsmiloriunaguiiietos nesindudinsjmanumeteny
Tunsideuasinmn Al dumisnuideiiduanusiudessnitmaieu-mms wu
unAnedeiinis Tulasans New A/ Machine learning anegldnisatiuayuves
Sinovation Venture 113ngnay Tsinghua AelaviBanAananIzn1enIy military
intelligence (LINDSEY R. SHEPPARD mgug. 2018, 819Ua0) waghoanaass Military-
Civil Fusion National Defense Peak Technologies Laboratory eduanufidmsu
fiumeluladgiilmilasane Al fanmsothuldussleniimmmsuaznaiiou
(Kirsten Gronlund. 2019, 8194a7)

a.an.0.00 F1515045FRIALUS

o. Msadvayudauleuigainniniy

1Ml Sgunadanlusliusenmaungvseanuealsemasung
Useiwg 138 “National Artificial Intelligence Strategy” FaUsznousie WLy
Tu @ s dun sladafind sunsudmsiletends suamsisugy fun1sdams
msfinn wagsuenaTuAseuaY el suanusuaeuauty Ssunadsalustatiy
nsld Al Tusguusnsiiulau wagszuuasaaudidownlusimdundn

dmdunesindealud (Singapore Armed Forces: SAF) Tt nsvwsas
nanlnudsnlu$ (Ministry of Defence: MINDEF) ¢t Al idanifudauvilsvesnmsufod
nsiuleiues (Cyber Operation) el woos l6ins “asrnsdasiunicluves
(Defence Cyber Organisation: DCO)” ** T Lﬁaaﬁuayuﬂaﬁwuaz%’gma
(Singapore’s whole-of-government: WoG) lunisasasuausiunamisloaues wae
dfnenmlumssuilerunislaufimdleue MagULUL uasses iUl o¢ nuamiis woe
nsgnsanatnudelvd Wdadaushaludlufdivn 1dun “madunailnufinea
(Digital Defense)” ma"léf&gwﬁmam% Total Defence

Tngasdnsliostumslaues (DCO) agdnfluauimiumnosmiiiy
WP3eTe o e fail

mf\/lir‘nis’try of Defence. (2019). CYBER DEFENCE: DEFENCE CYBER ORGANISATION,
(Online), Retrieved June 31, 2020, from MINDEF Singapore, Website: https://www.mindef.gov.

sg/web/portal/mindef/about-us/organisation/organisation-profile/defence-cyber-organisation
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e) arnauIneidaasuazmalulagnistiosnudszine (The
Defence Science and Technology Agency: DSTA) Jumheaudaseneldnsenss
nalswdealds dedailel wooo fnthiflun1sise Waun sonuuu wazdaminalulad
gnamnssutioatudssma niewiadumhenuddglunsdndulaauannsoms
welulaglul 9 vesnowin sauma Al

DSTA Wumbhesaumanlunisesniuuassimunnalulad A<Tufans
AulgluasveInewindsnlus W seuunisussananauuuaanan (Cloud Computing)
nsld Al iilensaadusiouaidugs uagnsthiauevdngiunisidvaiioglugunsal
pouRmasLavdiannsaiing (Digital Forensic) waluladanulasadeniangia
Msasauuiiaes nseTaduthmue wagn1ssiaesssuumduazdu 9 Wudu

) 89ANNSINYIFAIEASNANLNY (The Defence Science Organisation:
DSO) Aedailel ecen alduguinanswesnsidouasinunvesnasindnluf uay

a A

foifuesdnTidunagiaudunstesiulssimailvg lanvesdsnlus Tngilnnsiad
ddglumsiaunnaluladifieifivanuiuatosunistesiulssina Jagud
YNINYIANERNS IAINT WATUNIVENI @,c00 AY fufinseuauluniafiu n1aenne
Izl N9eIne waziuiluiues

DSO fnnsislunisudnaiudnanuainnsaved Al lnesguialadnasseu
Usgsnaduu «¢ Sunoaariansse Wuuszdmnd eatiuaywiesfiiniseu
Al lagianz (Artificial Intelligence and Robotics) W vigaufjunsviueud audidy
duilygussivinarmadinneitoun TastdindngnsnisFounsaeunaznuide
AU Al WU uRunaInsudidannseidnd wnunmaluladeului wasununiminssy

Siannsatnduaziminssuganws Wusus

““Medha Basu and Ng Yi Ming. (2019). How Singapore’s defence agency uses design
thinking in Al, (Online), Retrieved June 31, 2020, from Govinsider, Website: https://govinsider.
asia/connected-gov/how-singapores-defence-agency-uses-design-thinking-in-ai/

““Priyankar Bhunia. (2017). Building Next Gen Singapore Armed Forces: Cyber defence,
Analytics, Artificial Intelligence and Robotics, (Online), Retrieved June 31, 2020, from
OpenGov asia, Website: https://www.opengovasia.com/building-next-gen-singa-

pore-armed-forces-cyber-defence-analytics-artificial-intelligence-and-robotics/
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o) WAsaUEanamnssudasiuyszme (Defence Industry Networks)

nsgnTnatrudalusinsaniiunuiulsvessiuiuluralenia
dru Tavthenuniasy Malenvuy mansine warluseduriesiu wenand dadl
gaamnssuluieady USEnimnssy aontuideviesdiu (Temasek Labs) uayiiusing
AeUsEINA

&) 1A38UUNaINAIALUS (SAF Military Networks)

fdanavesnasindealus fanudernglunsufiinemslewes
STUU UagtATeten1enng faluihiufiRnuemgindudesmnuiuasaonionis
latues nsUsgiliukazaeulddenAna1l N150999a8UY B NIRAZNITRIEITUY
MIaTgiiaws wagmsiandaeuausalussevem dieseuausseavnngll 4
msayraInseu Al wasnisiuiinluasesssuaiu Al dusiuy

&) 13avasdnsenlaansznsrenanlvudealus (MINDEF Related
Org Networks) {uipsetnenmsaniuiuvenasin lumsudstudeyadumalulad
s siaunanssouzsuleawes Tnsfinrudaudelunsiamidiu Al Saufy
AALNTY NNANSANE Useinaiusiing wazadayea

o) nFateasdnslefl uazesdnsiidionsdadumasiiin (Corporate IT
and Internet-Facing Org Networks) Tutlaquunseuaves Al Inansenusodeniay
msawuludeelusifusgiann fusznoumsvanseEuiieunaluladunldlunis
Aliugsia 019 nsiivdeya Cloud Computing N153kATIzdeya grutoyarwntng
(Big Data) The Internet of Things (IoT) &g Blockchain SOOI %’gmaa\iﬂiﬂﬁﬁﬁ
MsafviEny “Al Singapore®®” Wiaiitounqumeal woes MeldyaliEiduimi
(The National Research Foundation: NRF) LﬁaLﬁuﬂﬁﬂszﬁuuazﬁwmmmmmm
A Al veadialus Tnansensasnantuuladnanidiuatvayussuialunisinaueng
TndBafunadiusing 1 lumsaieanuideng msaduayuninensiunisnouaues
wazmsidunsiruszuumnAamnnsaiingaaslulseme fausunnd o

“ Gregory C. Allen. (2019). Understanding China’s Al Strategy, (Online), Retrieved
June 23, 2020, from Center for a New American Security, Website: https://www.cnas.org/

publications/reports/understanding-chinas-ai-strategy
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LRUATNN e B9ANSUBINUNIelwIUBS (DCO) vaensensinalluudenlus

DSTA
Networks

DSO
Networks

Corporate IT
and Internet-
Facing Org
Networks

Defence Cyber
Organisation

Defence
Industry
Networks

MINDEF
Related Org
Networks

SAF Military
Networks

fia: Ministry of Defence. (2019), CYBER DEFENCE: DEFENCE CYBER ORGANISATION

oo N133ANSYUARINTIAIAMNNTIUNIYUAZDIAAINS

U woer nsznsinaludladanusmiodvanitun1s@nui® 1wy
aontumaluladusiadsalus (Singapore Institute of Technology: SIT) Fadhuaminetds
uwisusnvasdaluslufrunisSeudidassgnd iodndenionmsuasnaiFoudi
anuanansasuleues iefnwilussiutiuanssmulusunsumealulad wazarudaende
Yo4Uoya WU NM3YIAUINTT Al iU UAV (Programmable Artificial Intelligence in
Unmanned Systems) tusiu uanainil nsensananlnudsalusladinisdndomangns
Cyber Specialist Cadet Course (CSCQ) wleassypansmemnssulsiuesiidinueas
wazslnudennanu Al lngiinislviseta Cyber Specialist Award uiyaaInsmg
nynsRdAudermasulsiues (Defense Cyber Expert: DCX)

€ Government of Singapore. (2020). Fact Sheet: Update on the Cyber Specialist
Award, (Online), Retrieved June 31, 2020, from Government of Singapore, Website: https://
www.mindef.gov.sg/web/portal/mindef/news-and-events/latest-releases/article-detail/2020/
May/29may20 fs
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wennil nsznsrnalnudsalusdesauiiefuuminedourisnd
d@aAlU3 (National University of Singapore : NUS) lundnansusysiinanvineuinaimes
annanudsrmainulyynuseAug (Master of Computing - Artificial Intelligence
Specialisation) Lilea¥audervigunyaainsvesnasiin lunisiasuaing
amaudaunssvesssuuindluuasuiend dsnsasmuluyeainsuasnisiineusuivant
Hudrunilwesaamenguvesnesindsaluf ewduaieanuansalunisdesiu
lgwues sauensadranietisvesesdnslefinavesdnssneg Miertostunsensa
nanlua

fax ludaunsng Al boex dtinauaneImansuavinalulagnig
Uneiuuszina (The Defence Science and Technology Agency: DSTA) U84n58192
nalyudsalus Ifasunuanusmiiosu Al fuguduszaunuduindougnsmans
UayeyUsehug UJoint Artificial Intelligence Center: JAIC) 484n3en31nalnuansga™
Fuduanusilelumsiiiunuiiu Al uuuninfvesisaesusemea Tnenieny
fanam dvihilunsdausyyn uasuaniudsumaluladiu Al egssoudu lngwu
g9 Al azdaneglunnifarusiunsessuna lnslamenstiemiednuuywesa
wagnsUTTAERUR N5y Al lun1siSeuiisnsufiRnuuasysannismalulagly
N13MBUANBINTTNAY N1IABAIUAITABNITTY karnN1ssnwiAUUaeAieNImeLa
Judu Teensensisnativuanss ssduddanivalulagaiunistesdudsemea
AsguneauazanLazmsinmanadaliiunsensaanatluudealud Gensvinau
Safuilifutumeuusndmiunssnrsnailviaesussmealunisustiuanuiuas
Uszaunsallunisldanu Al saudu®

“U.S.DEPT OF DEFENSE. (2019). JAIC and DSTA Forge Technology Collaboration,
(Online), Retrieved June 31, 2020, from U.S.DEPT OF DEFENSE, Website: https://www.defense.
gov/Newsroom/Releases/Release/Article/1888859/jaic-and-dsta-forge-technology-collabora-
tion/

“Prashanth Parameswaran. (2019). What’s in the New US-Singapore Artificial Intel-
ligence Defense Partnership?, (Online), Retrieved June 31, 2020, from DIPLOMAT MEDIA,
Website: https://thediplomat.com/2019/07/whats-in-the-new-us-singapore-artificial-intelli-

gence-defense-partnership/
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an.en NITIVHLATWAILIAIY Al

nzNTRnaludalusinaud Ay unTIdBLarVAUIAIY Al KU
93 TINemMan$naluu (The Defence Science Organisation: DSO) Faiiugudnans
YpINTIvsLazRaILTeInewndrlUs wavidussAnsitenasiauiaiunsteeiu
Uszinailvgifigauesdsalud TngdnsAefidrdglunsiauimelulagifioifina
vuadesnunistesiulsene lae DSO laldmnudidgyiunisimuiyaainslusiu
Anenmansuazmalulad remsdng “quyumaluladiosiudszima (Defence
Technology Community) " wieduwnaasiusiuvthenudfifinifisuRaveuluns
MURY 115388 wan SR LwAlIaE Al §aNuA T a.eo

WNUNTNT an.oo YuvUwmAluladdasiuussmavainsensisnaluudenlus

&= DEFENCE
Local S TECHNOLOGY -
Defence COMMUNITY . o
Universities
Industry
Local
Research
Institutes el
International Internationa
Research Defem:{e
Institutes Companies
Foreign
Governments

fin: Ministry of Defence. (2019), DEFENCE SCIENCE & TECHNOLOGY

““Ministry of Defence. (2019). DEFENCE SCIENCE & TECHNOLOGY, (Online), Retrieved
June 31, 2020, from MINDEF Singapore, Website: https://www.mindef.gov.sg/web/portal/

mindef/defence-matters/defence-topic/defence-topic-detail/defence-science-and-technology
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a.c AUIIUNBNASTUATIONYY

nsgnyRnaudalusiinsativnumulsuessuiulunaisniadi
Hathenunasy maenvu anisiny waglusedurieiu Tnedmiesau “Al
Singapore” Tumsa1sanudsrmniu Al l8un (0) M3t Al frennsasuly
YPNUETONNUIANTTU Wenmans uazuinnssulval (o) MsadueaSuuaznsUssens
Tinelulad Al Miduuinnssilunsdanmstuamumenaassghauasdanu (o) vene
nslfuazmsseniu Allufsalus i Alintlumssessunaiulavesgaamngss

wenanil Seflarusauiodugnavnssuluviosdiu visimnssy
antuAfeviesdiu wariusiinsrneUssina ndouedslddinadadanenuiiiertostiu
waluladuazuinnssu fanunsaneuausseudesmesunsiesiunazaniaonsde
yosdnluanuiiudielun1side Al sedunA uasnsusmegauanasaes Ally
viosdiu

a.¢ lassaivitenilsanudamnudayauasnisineanulaeniy
malyiuas

dmiulasairavsemienuianisiudeya aeldgnsaanives
Usewmanulygussiyg %39 “National Artificial Intelligence Strategy” uas
gnseans “naidunailuuf@dsnea (Digital Defense)” awwniuladn nsgnsananing
asaluslén Al daniduduvisveanisufiinisiuleiues (Cyber Operation)

lnglassasianseniignulunsdnnisnudeyauasn13inwIAIy
Uasadenisleiuasveinsensnnatluudenlusegnield “easrnsdesiunisleives
(Defence Cyber Organisation: DCO)” LLavaﬁﬁmﬁgﬂﬂzjmﬂaﬂwﬂﬁ?ﬂ,va% (Defence Cyber
Group) B Imaﬁﬁumqﬁ’uﬁwﬁfﬂﬁgﬁ’qﬁuﬁ’ﬁym (Defence Cyber Chief)** futhitfufinvou
16ur (o) hesnummaasnsislawes dvihfilunisquamiusiuasUaendtlowasues
nsgnsanalnunasn oe Falumniu (o) dreulousuasuiy Suthilumsifugua

““ Ministry of Defence. (2019). DEFENCE CYBER ORGANISATION, (Online), Retrieved
June 31, 2020, from MINDEF Singapore, Website: https://www.mindef.gov.sg/web/portal/

mindef/about-us/organisation/organisation-profile/defence-cyber-organisation
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AsWaLIANaIunsalunisdeaiulanlouasingsiy way () H1gnsi9geu
Auvasasenleiues drthilun1suseiiuauds LasnsiiuANUudansslviu
n15taeiuN N9 UasUDINTENTWNANAN AILNUNINT .06

WAUNINA m.e@ Defence Cyber Group ¥ainsznsenaluudealus

Defence Cyber Chief

Cyber Security Plans and Policy Cyber Security
Division Directorate Inspectorate

Fia: Ministry of Defence. (2019), DEFENCE CYBER ORGANISATION,

Pnfinandiediu ssdiuldinnewinvetsarUseme Winswawssu
1A (Al Ecosystem) ﬁaﬁfuaﬂgumm%zgLﬁuimmaqﬁ@fgwﬂizawﬂu & Useihudfny
lauA @) Nsatvayualeueanniasg ) Msdanisyaainsiadanudiuyuas
BIAAIINS o) NTITEUAL AU Al &) ANNTINTBNIASTHALLENTU Uag &) TATIaTNe
videnhenudanisiudeyauazinwiauvasafenisleiued Fadnuiagiin
dnsdmrinaalTeuiisusiwuussuuiinavesyyUssivgueanesinusayseimne
LﬁaﬁwLauaéf'gmewuﬁmmmﬂzyﬁymisawﬁ (Al Ecosystem) Tunisdsiasuianis
vosnowinlngluainussld

an.enlo ANF1USBUTIBUAAWUUTTUUTNAYsUyyUsERvguaInasinusas
Uszine

INMIFENYIFMUUTTULTNAYDUy YT Av§uanawinuiazUsewmea loun
ansgeuin1 asnsuiguszvIvuiy mssasasnlud ilildndenaatioudiey
fuuusruuinavesdynssivstomainudasUssne fail
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nodgyynisnesining astiunulfimRnis vsownuufufsivnis Tunisiesu
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uananil nestiyrnisnesiinlne mslimsatduaydlunisaiisanimnndey
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a¥9a35A 3TluumessUFTRTA (Code of Conduct: COC) wagnsaumusuile
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Center: JAIC)” u noatiyinisnasvinlng ensliauds dnaridugudvssauau
FuindougnsmanstiyaUssivguonsmsnaily Tefliumsnsgatiunsaduayu
YAAMUANWITOAIUY Al UDINOIIN N1TET1AINTINADAIU Al AUNIAAIUAIY 9
maayraInseu Al kasn1siuiinlusuasesssumammsuazanulasasie Al

(o) NM159AN13YAAINTIHANAMNTIUIYUAZRIARINS

nastiyrinisnowinlne arsfinsdass “guéifionududadu A7 (Center
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unasTUTIheuATi AUAsveulun19NKY MTITY eI
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uananil nestiyrnisnesiwlng msviuthillumsaduayuliiAalaseasig
ianulsuinn1saudeyakazn1ssnwiaudasadenislaivesludnuay
anmandousuasaUIMATII Joint Information Environment: JIE) fiatfusyunis
Aiures fusmsmalulagansaumeseAugensensInaivit (MoD Chief Infor-
mation Officer: MoD CIO)

Mnfinandsiuadliin umanegfuuussuuinavesilygusyag (A
Ecosystem) lun1sdaiaiuianisvesnesinlveiiiosesiuasnsuluomantiu nsensg
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vosilyanuszAng (Al Ecosystem) szneusme ¢ nausm W (o) msatfuayu
Bauleu1eanniasg (o) N133rn15uAaInT AUt NYRALBIRAIINS (o) N1TIRY
wazIAILIAUY Al (@) ANNsIianIASTuazeNTY kag (&) IATIaamsenheudnnig
suteyanaznsinuianudasnionalaues Avasatuayuianssusu Al veq
oW Ve sruutinaveslyysshvgnainandaieaivayunumulyanuseivg (A)
s¥UUAATIR (CLOUD) syuulnyyinis muamasmsﬁami (Command Control
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aunsaufuinislanaangrumnutawds (Military spectrum of conflict) fasiawuuny
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<o UNEINg: ArpuRumalulagnuasnsIuaunam
GuzuﬁiLﬁ'}ﬁ’]é’ﬁuifﬁqmiﬂﬁi’aqmmﬂﬁm%ﬁ & BuAnanarminmimg
“weluladoesfinanselan (Exponential Technology)” wilslutude “tayaUsziug
(Artificial Intelligence: A)” &usilddfiudneninves Al lunisdnunfidsusauly
MsuftRuaznslidinlutagtiuuareunanegsimnisotanaliis wazsidang
W Al WETaeuanansafinevauedldddiulusn uenaini maeananeUiiiuun
sdfdldifunisiesuiulnegrudussduuinnssureufinmesimdmarauidaly
nsrun J@nddavasmenfiamesiltlunisussinananadulnidasenisvens
Fngnnlu “ﬂ’]iL%EJHi‘?JENLﬂ%IEN{]'ﬂi (Machine learning)” ¥a4 Al ¢g 1iea91n “38n13
Mnavesnesiiames” Tuthgtu 9 “mefmuuuuiargiuges (Binary calculation)”
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Fadunsdugiuresiney o uar e TUAD oo oo oo 3D oo lnuRauTINDSIY
sdunsdnaildasias o 4 shlsfeddnannulunsiun dessfiudanadu
guassadenIsvenednennues Al fedumnsdesnisld Al vhauiidudou
MIBATe Mmadindula vsenisusmsdansednalivssansanegadudnlulf uas
povAusteENTINg: BaudeserddoyaduruinnuarnisiuuidudouInB ety
WNINETeINAYEITNITAUINAINGT?

fou “n1sAIuaniAIeURY (Quantum computing)” FwiTaruainsa
lunssessuanuenisAnniuld < 4 luasnidediu shldinsauaaeuduaiunse
sesfutinadeyadmiumsdnalfnniudefisuiumsduanuuiiu dmneg
famnuiweanmsussananaiifissniuegien uazthlugmaaiamahauues A
ffudounndedy sonmumaluladduiifesorfonisdnidudoussiannlufias
U (@) NI (Encryption)&Lumiimg‘UﬂﬁL“?jﬁﬁﬁ%u&jﬂ (High-level cryptography)
(o) Armsiuas lunsuiulsdaanuannsosunisteaiuussima (o) Tnsasunnam
Tumsdansiuteyauazanudasafomensiomsesamnzan () wdssm lums
dansfunslimdsnuuazmsdumunamdsmilnl (@ sshauagnsfu Tunsidiy
UszanSamnisaiiuauiagmslininens uaz (o) guam lunsAnAuanse Jadu
paeaaunsinugithe Hudu wufdueiesinslotuarlulasluswames finfmils
weiUdsulaundvesgaavnssuimunllesduds Kadu “waluladaioudy
(Quantum technology)” awmAluladfiAnaInnsAWIMMBUSLIYEINT0aS9ETIA
ssiaUssavilvel naenaufmunnsoudmsuMsTmuTlusuIARGesINAS AL

Frmsvaruduawduae waluladmouduldgnihundseyndldifiewasy
Usgansnmueamaluladduniusiunsildeglutiogdu wazddavasulauvinves
asnsulueuan W (9) NMINTITULAZINATINEIAIBUAL (Quantum Sensing and
Metrology) Insandewmeluladneusuiivdyaamiman Wi uazaduudwanlng
finsndulaasans wien1sayadunayIassesieuas (Light Detection and Rangine:

> Marc HADDAD Geoffrey SCHINASI-HALET wazmde. (2019). PwC point of view-Quan-
tum Computing: A technology of the future already present, (Online), Retrieved July 14,
2020, from PwC France, Website: https://www.pwc.fr/fr/assets/files/pdf/2019/11/en-france-

pwc-point-of-view-quantum-computing-2019.pdf
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and Communication) Tnsandmeluladaousiu vilsinisdearsiinnadaendomntu
HuwAda “nsdhsadisareudy (Quantum Key distribution: QKD)” wavwiaindy
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n15 (Spectrum of operation)*”
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mausulilanielul womo #9UUY woew FulsUassnriisy “Micius” Fauduy

“Stuart A. Wolf wazaz. (2019). Overview of the Status of Quantum
Science and Technology and Recommendations for the DoD, (Online), Retrieved
July 14, 2020, from INSTITUTE FOR DEFENSE ANALYSES, Website: https://www.
ida.org/-/media/feature/publications/o/ov/overview-of-the-status-of-quantum-

science-and-technology-and-recommendations-for-the-dod/d-10709.ashx
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sumsdeasmeudy Iiaisusrlonidodulusnumsnviaiudasademsnsdoans
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luemaaauienIAdmnsy “arsaumariansaiaudy (Quantum Information
Sciences)” o iloq Hefei damdn Anhui lnepianislivieamaassdanaudugin
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computing and sensing)
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N13AWI Wagn1ADaIAIauRY dmiunawin dinsunsiteveanasinunanssy
Ieatfuayuyidslusunisduumeusiy vazfinesvinenimansz fuuamaluns
dnwalulagasuduunyussend ldivanuaiumalulagansaumawasainsiueInie
luniAenvueeItgu Google 1BM Intel uaz Microsoft ladin1sasmuidenazimmn
welulafmeuduanifeunimasssudn

lagansgelini awuegaummalumalulad “Aiudunsuinges” way
“ma?@mwuﬁugmmauﬁu (Quantum-based Communications)” U woew
ansgeuiinldean “nguminediEumeudiuuiand (NQIA)” Alsmnalisulsyanuniy
oo MuduwSoyanign detlagiuavigoninilveulszinaufingnni o Wudu
WRBYAnEE (U “nIensimdsny” uay “yadfinermaniusiend (NSP)” iiladnds
“antuidelyUsshivg wasinemanimaudy (QIS)” 31U ob wiAshUsEIne
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98193UNaY (Quantum Leap Challenge Institutes)” o it lagldsudszanmuann
NSF Wufenfusganuayidianiansgs Mdaussaniu “ngrunenusiunaumini’
W “nsensnailuy” Wanuddysenisusadiunaiiinaineeusuneufiames 9
sufsfofiinty “seuunisdisiassane” Aldey sl qmamansgs Hdedalv
OSTP siauususssanslfauyszanuiu “waluladeudlml” fvuda Qis Wlitay
oo Euwsyanisy il woee WuRsiuIu Mviaruddyiumaluladaeusiy
wagszydudiunilveslasenis “Made In China 2025” Tag OSTP léinSounis
Fuflumsmunssesasina1aliugs §9 OsTP Iddudfenssnwmnaaondodiu
nsisia anmslaufinemeusiureufiamesanduviieuseneduc

“Neenyamdanuanizewsn” teadrsnudialy
wialulagmeausu Usznouniy (o) N1stinudiAgdunisuanmalulagnioumu
Fremshiunds “snsdiaansefinddviunisiuiamneeeusiu (Superconducting
Quantum Computing)” gnsawisfhindetedalilinanluiudmsuniasdionisaen

FIMFULUINIIVDS

f uazidernemouduiitastunsgnuen Tnsmunaztsdaaiuanuinintives
QIS paenIuRRUIRRaIVINTTUABUANYRIEMSTaNENT aseusslovisausuinely
Fanusiung waratuayuotnAnAATEER way (o) Malssdaaiuanusiuilefy
QIS Aulszimaiusiinglndda iunisidouasiaunsaufuneld “qud Qis’
YRINTENTNNWHNIUY WU dUETUAIUIINLDAULATOVIUAIUNIIYY “Five Eyes
Intelligence Network” fiUsznausig wawn @nsvenandns ooansids wasifuaus
wazsufiefulssmanidormgnisidemeusy Jaufenisuanuaznisduimereus
9879 GUu 1 mEld Basea warduide Wudu Feanuswileduussimaneld
AUGAINGTT WATOUARUIUAU “N1SNTTARIBUAY (Quantum Cryptography)” Ui
“Sagiuasmaznan (Optics to Composite Materials)” Aldffumeudu (15sde
MYUANG. o&om, 919187)

515998 uAing. (o&oem). Track Il Monitor: MSERUESUAANLENINTMUABY
ey, AudAnwansmans aantuininisdesiuussma.
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(en) 4ALIA7 TUTEN D-Wave Systems Hugilunisiimnasuduneuiiames
forathuuszgndltluAanmememsidlusuian wudeaiu

(@) anamglsy Ifaduayusuuszanuszoren oo U dsdlyad1nil e.o
Wuduwteganig snulassmaiamumeluladmeusuiivedn “European Commis-
sion’s quantum-technologies flagship programme” Tuanuidestumeluladaeoudy
AannnglsUaulavszneuse nsdoans M3daa 11531a09lUL (Simulation) wag
M3n998U Vgl

(@) 8157179101903 LWl boom SUNRANTI¥0 NN AUTENIALKUNN TV
spoy @ Uilyadn oo dumBoyanigs iulasanismeusumaluladuriend
(National Quantum Technologies Programme: NQPT) ﬁﬁﬁ;mﬂszmﬁlﬁaa%qm%
Pelszraumeuiunaluladfifininy MagnamnTsy uaznemsng Tumsiu
Wauunaluladaingn wazlul woew lWn1stnausispnNdAgyrasnalulad
AIBUANNDTTANIANTIVOIUIINT

(o) W5auAa \ile e N1AY boee Us¥51UNTUR Emmanuel Macron wis3aiaa
Iaasuutuiinaudila (Memorandum of Understanding: MOU) fiuseainsidelu
anwale “AamsTinm UJoint venture)” Tun1swaiumeas “Quantum silicon integrated
circuit” wazilugnisndndaonded lnefanissiudidanaraluenusiudosening
“Australian company Silicon Quantum Computing” ke “French research institute
Commissariat a ’énergie atomique et aux énergies alternatives”

(o) twosuil lFUsenmaativayuyidodmiumaluladnmousussoznasous
booer-oolols TeTlyanT anie ATUWEEAVSE LA

(@) saude laaaulunisAuinnlsuiuniu “gudnrpudiuurieade (Russian
Quantum Center)” wilul boow Sadsazldauyssananisamu waznsimundu
Sovar o vowmAnSuIaTINUTEWATARY WoRAmTY m NUAIUMTEYANTTT e

“International Institute for strategic Studies. (2019). Quantum computing
and defence, (Online), Retrieved July 14, 2020, from International Institute for
strategic Studies, Website: https://www.iiss.org/publications/the-military-balance/

the-military-balance-2019/quantum-computing-and-defence
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(o) “n13geuidAaMmWay” Fsnnudasadomedeya (information security)
dunilslussduszneviidrdnfignvesnnusiunsuiand wnuufuinisniamms
waluladansaumanifiomh fomnanisdeansnienisys Jeyadiuyana videdeya
psdnsifeadasiuarsiung feualdgnimindudoyauazgnnszaneruedodeln
wazassay Mausdwemnisuntiesdeyaannisgyidionnudy Fansdhsia
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nilsveyalaeusmainnyuanensia udndndualalaeenmnaniunisingly
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mounaslutlagiu uilildiv “ameusdiunauiiawmes” iIn1snensia RSA (Rivest-Sham-
ir-Adleman) ¥ woew Svildlunanlaifdilug uidsdanslvafiogine Adding
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(©) “n15gauden19n15913 (Loss of intelligence)” Tudoyaiiiinuddry
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Faifunsdeansemeusi (Quantum communication) Fufunumemiidlunsannisande
N9N1591L6 frau NslEmatia “nsUnsFEerIausu (Quantum Key distribution:
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*>Scott Buchholz Joe Mariani Adam Routh wkazagiy. (2020). The realist’s
cuide to quantum technology and national security, (Online), Retrieved July 14,
2020, from Deloitte LLP, Website: https://www2.deloitte.com/uk/en/insights/in-
dustry/public-sector/the-impact-of-quantum-technology-on-national-security.
html
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